Dallas County Community College	2017 - 2018 Catalog
Program: Computer Information Technology (Networking Security Awards)
Degree Plan: Network Administrator and Support AAS

	

	CREDIT HOURS


SEMESTER I
	Specialization Semester I (TWO courses)
	8

	ITSC 1405
	Introduction to PC Operating Systems
	4

	ITSC 1425
	Personal Computer Hardware
	4

	
	
	16


SEMESTER II
	Specialization Semester II (TWO courses)
	8

	ENGL 1301
	Composition I
	3

	+Elective
	MATH Elective
	3

	
	
	14


SEMESTER III
	Specialization Semester III (TWO courses)
	8

	++Elective
	SPCH Elective
	3

	+++Elective
	Social/Behavioral Science
	3

	
	
	14


SEMESTER IV
	Specialization Semester IV (THREE courses)
	12

	++++Elective
	Humanities/Fine Arts
	3

	+++++Elective
	Technical Elective
	1

	
	
	16



	Minimum Hours Required
	
	60


+MATH Elective - must be selected from the AAS Core Options for Mathematics.
++SPCH Elective - must be selected from the following:
	SPCH 1311
	Introduction to Speech Communication
	3

	SPCH 1315
	Public Speaking
	3

	SPCH 1321
	Business and Professional Communication
	3


+++Social/Behavioral Science Elective - must be selected from the AAS Core Options for Social/Behavioral Science.
++++Humanities/Fine Arts Elective - must be selected from the AAS Core Options for Humanities/Fine Arts.
+++++Technical Elective - must be selected from the following:
	ITCC 1191
	Special Topics in System, Networking, and LAN/WAN Management/Manager
	1

	ITSC 1191
	Special Topics in Computer and Information Sciences, General
	1

	ITSE 1191
	Special Topics in Computer Programming
	1

	ITNW 1192
	Special Topics in Computer Systems Networking and Telecommunications
	1

	ITSY 1191
	Special Topics in Information Technology/Security
	1

	ITSC 1171
	Introduction to Computers
	1

	IMED 1191
	Special Topics in Educational/Instructional Media Design
	1


NOTE: Upon completion of this degree, depending on the specialization selected, students are eligible to take the Microsoft Technology Associate (MTA), MCSE (Microsoft Certified Solutions Expert, and/or Cisco Certified Network Associate (CCNA) credentialing exams.
 
SPECIALIZATIONS
Select ONE specialization area
CONVERGENCE TECHNOLOGY SPECIALIZATION
(Degree Plan Code:AAS.CIT.NS.CONV.14)
[bookmark: pss1]SEMESTER I
	ITCC 1414
	CCNA 1: Introduction to Networks
	4

	ITCC 1440
	CCNA 2: Routing and Switching Essentials
	4


[bookmark: pss2]SEMESTER II
	ITCC 2412
	CCNA 3: Scaling Networks
	4

	ITCC 2413
	CCNA 4: Connecting Networks
	4


[bookmark: pss3]SEMESTER III
	EECT 1407
	Convergence Technologies
	4

	ITNW 1413
	Computer Virtualization OR
	4

	ITNW 1435
	Information Storage and Management
	(4)


[bookmark: pss4]SEMESTER IV
	ITCC 1408
	Introduction to Voice Over Internet Protocol (VoIP)
	4

	IT Electives (Select TWO courses from the IT SPECIALIZATIONS ELECTIVE LIST)
	
	8


CCNA SPECIALIZATION
(Degree Plan Code: AAS.CIT.NS.CCNA.14)
SEMESTER I
	ITCC 1414
	CCNA 1: Introduction to Networks
	4

	ITCC 1440
	CCNA 2: Routing and Switching Essentials
	4


SEMESTER II
	ITCC 2412
	CCNA 3: Scaling Networks
	4

	ITCC 2413
	CCNA 4: Connecting Networks
	4


SEMESTER III
	ITSY 1400
	Fundamentals of Information Security OR
	4

	ITMT 2440
	Designing Security for Microsoft Networks OR
	(4)

	ITCC 2441
	CCNA Security
	(4)

	IT Elective (Select ONE course from the IT SPECIALIZATIONS ELECTIVE LIST)
	
	4


SEMESTER IV
	IT Elective (Select THREE courses from the IT SPECIALIZATIONS ELECTIVE LIST)
	
	12


SECURITY SPECIALIZATION
(Degree Plan Code: AAS.CIT.NS.SECURE.15)
SEMESTER I
	ITSY 1400
	Fundamentals of Information Security
	4

	ITSY 1442
	Information Technology Security
	4


SEMESTER II (Two Courses)
	ITSY 2400
	Operating System Security
	4

	ITSY 2401
	Firewalls and Network Security
	4

	ITSY 2442
	Incident Response and Handling
	4


SEMESTER III (Two Courses)
	ITSY 2441
	Security Management Practices OR
	4

	ITSY 2443
	Computer System Forensics
	(4)

	ITSY 2445
	Network Defense and Countermeasures OR
	4

	ITSY 2459
	Security Assessment and Auditing
	(4)


SEMESTER IV
	IT Elective (Select THREE courses from the IT SPECIALIZATIONS ELECTIVE LIST)
	
	12


UNIX/LINUX SPECIALIZATION
(Degree Plan Code: AAS.CIT.NS.UNIX.14)
SEMESTER I
	ITSE 1429
	Programming Logic and Design
	4

	ITNW 1425
	Fundamentals of Networking Technologies
	4


SEMESTER II
	ITSC 1407
	UNIX Operating System I OR
	4

	ITSC 1416
	Linux Installation and Configuration
	(4)

	ITSY 1400
	Fundamentals of Information Security
	4


SEMESTER III
	ITSC 2437
	UNIX Operating System II OR
	4

	ITSC 2425
	Advanced Linux
	(4)

	ITSC 1442
	Shell Programming
	4


SEMESTER IV
	ITSC 1458
	UNIX System Administration I
	4

	ITSC 1447
	UNIX System Administration II
	4

	IT Electives (Select ONE course from the IT SPECIALIZATIONS ELECTIVE LIST)
	
	4


VIRTUALIZATION AND CLOUD COMPUTING SPECIALIZATION
(Degree Plan Code: AAS.CIT.NS.CLOUD.14)
SEMESTER I
	ITCC 1414
	CCNA 1: Introduction to Networks
	4

	ITMT 2405
	Designing and Implementing a Server Infrastructure
	4


SEMESTER II
	ITCC 1440
	CCNA 2: Routing and Switching Essentials
	4

	ITNW 1413
	Computer Virtualization
	4


SEMESTER III
	ITSC 1416
	Linux Installation and Configuration
	4

	ITNW 2455
	Server Virtualization OR
	4

	ITNW 1492
	Special Topics in Computer Systems Networking and Telecommunications
	(4)


SEMESTER IV
	ITNW 2472
	Virtual Datacenter Design
	4

	ITNW 1440
	Desktop Virtualization
	4

	ITSY 1400
	Fundamentals of Information Security
	4


MTA (MICROSOFT TECHNOLOGY ASSOCIATE) SPECIALIZATION
(Degree Plan Code: AAS.CIT.NS.MTA.15)
SEMESTER I
	ITNW 1425
	Fundamentals of Networking Technologies
	4

	ITNW 1408
	Implementing and Supporting Client Operation Systems OR
	4

	ITMT 1458
	Windows Client Operating System
	(4)


SEMESTER II
	ITSY 1400
	Fundamentals of Information Security OR
	4

	ITMT 2440
	Designing Security for Microsoft Networks
	(4)

	ITNW 1492
	Special Topics in Computer Systems Networking and Telecommunications
	4


SEMESTER III
	IT Elective (Select TWO courses from the IT SPECIALIZATIONS ELECTIVE LIST)
	
	8


SEMESTER IV
	ITMT 2405
	Designing and Implementing a Server Infrastructure
	4

	IT Elective (Select TWO courses from the IT SPECIALIZATIONS ELECTIVE LIST)
	
	8


MCSE (MICROSOFT CERTIFIED SOLUTIONS EXPERT) SERVER INFRASTRUCTURE SPECIALIZATION
(Degree Plan Code: AAS.CIT.NS.SERVER.15)
SEMESTER I
	ITNW 1425
	Fundamentals of Networking Technologies
	4

	ITNW 1408
	Implementing and Supporting Client Operating Systems OR
	4

	ITNW 1492
	Special Topics in Computer Systems Networking and Telecommunications
	(4)


SEMESTER II
	ITMT 2405
	Designing and Implementing a Server Infrastructure
	4

	ITMT 1457
	Administering a Windows Server Operating System
	4


SEMESTER III
	ITMT 1405
	Configuring Advanced Windows Server Operating System
	4

	IT Elective (Select ONE course from the IT SPECIALIZATIONS ELECTIVE LIST)
	
	4


SEMESTER IV
	ITSY 1400
	Fundamentals of Information Security OR
	4

	ITMT 2440
	Designing Security for Microsoft Networks
	(4)

	ITMT 2404
	Implementing an Advanced Server Infrastructure
	4

	IT Elective (Select ONE courses from the IT SPECIALIZATIONS ELECTIVE LIST)
	
	4


IT SPECIALIZATIONS ELECTIVE LIST
Select any category other than your primary specialization
CONVERGENCE TECHNOLOGY SPECIALIZATION
	EECT 1407
	Convergence Technologies
	4

	ITNW 1451
	Fundamentals of Wireless LANs
	4

	CPMT 1451
	IT Essentials: PC Hardware and Software
	4

	ITNW 2450
	Enterprise Network
	4

	ITCC 1408
	Introduction to Voice over Internet Protocol (VoIP)
	4

	ITCC 2459
	Advanced Voice over Internet Protocol (VoIP)
	4

	ITSY 1442
	Information Technology Security
	4

	ITNW 1413
	Computer Virtualization
	4

	ITCC 2441
	CCNA Security
	4

	ITNW 1492
	Special Topics in Computer Systems Networking and Telecommunications
	4


CCNA SPECIALIZATION
	ITCC 1414
	CCNA 1: Introduction to Networks
	4

	ITCC 1440
	CCNA 2: Routing and Switching Essentials
	4

	ITCC 2412
	CCNA 3: Scaling Networks
	4

	ITCC 2413
	CCNA 4: Connecting Networks
	4

	ITCC 2441
	CCNA Security
	4


CCNP SPECIALIZATION
	ITCC 2454
	CCNP R&S ROUTE
	4

	ITCC 2455
	CCNP R&S SWITCH
	4

	ITCC 2456
	CCNP R&S TSHOOT
	4


VIRTUALIZATION / CLOUD SPECIALIZATION
	ITNW 1413
	Computer Virtualization
	4

	ITNW 2455
	Server Virtualization
	4

	ITNW 2472
	Virtual Datacenter Design
	4

	ITNW 1440
	Desktop Virtualization
	4

	ITNW 1492
	Special Topics in Computer Systems Networking and Telecommunications
	4


SECURITY SPECIALIZATION
	ITSY 1400
	Fundamentals of Information Security
	4

	ITSY 1442
	Information Technology Security
	4

	ITSY 2400
	Operating System Security
	4

	ITSY 2401
	Firewalls and Network Security
	4

	ITSY 2441
	Security Management Practices
	4

	ITSY 2442
	Incident Response and Handling
	4

	ITSY 2443
	Computer System Forensics
	4

	ITSY 2459
	Security Assessment and Auditing
	4

	ITSY 1491
	Special Topics in Information Technology/Security
	4

	ITSY 2445
	Network Defense and Countermeasures
	4

	ITCC 2441
	CCNA Security
	4


UNIX/LINUX SPECIALIZATION
	ITSC 1407
	UNIX Operating System I
	4

	ITSC 1416
	Linux Installation and Configuration
	4

	ITSC 2437
	UNIX Operating System II
	4

	ITSC 1442
	Shell Programming
	4

	ITSC 1458
	UNIX System Administration I
	4

	ITSC 1447
	UNIX System Administration II
	4

	ITSC 2425
	Advanced Linux
	4


MICROSOFT SPECIALIZATION
	ITNW 1408
	Implementing and Supporting Client Operation Systems
	4

	ITMT 2403
	Administering a Microsoft SQL Server Database
	4

	ITMT 2440
	Designing Security for Microsoft Networks
	4

	ITMT 1458
	Windows Client Operating System
	4

	ITMT 2405
	Designing and Implementing a Server Infrastructure
	4

	ITMT 1457
	Administering a Windows Server Operating System
	4

	ITMT 1405
	Configuring Advanced Windows Server Operating System
	4

	ITNW 1492
	Special Topics in Computer Systems Networking and Telecommunications
	4
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INFORMATION TECHNOLOGY: NETWORK SUPPORT, AAS
Program Requirements

[bookmark: firstyear]First Year

[bookmark: fallterm]Fall Term

· Choose one from the following:
· COSC 1301 - Introduction to Computing + or
· BCIS 1305 - Business Computer Applications +
·  
· ENGL 1301 - Composition I +
· ITSC 1305 - Introduction to PC Operating Systems
·  
· Choose one from the following:
· SPCH 1321 - Business and Professional Communication + or
· SPCH 1311 - Introduction to Speech Communication + or
· SPCH 1315 - Public Speaking +
[bookmark: springterm]Spring Term

· COSC 1436 - Programming Fundamentals I +
· ITSY 1300 - Fundamentals of Information Security
· Creative Arts/Language, Philosophy and Culture Semester Hours: 3 *
· Social or Behavioral Science Semester Hours: 3 *
[bookmark: summerterm]Summer Term

· ITSC 1407 - UNIX Operating System I
[bookmark: secondyear]Second Year

Fall Term

· ITCC 1414 - CCNA 1: Introduction to Networks
· ITCC 1440 - CCNA 2: Routing and Switching Essentials
· ITNW 1408 - Implementing and Supporting Client Operating Systems
· ITSC 1425 - Personal Computer Hardware
Spring Term

· ITCC 2412 - CCNA 3: Scaling Networks
· ITCC 2413 - CCNA 4: Connecting Networks (Capstone)
· ITNW 1454 - Implementing and Supporting Servers
·  
· Choose one from the following:
· MATH 1314 - College Algebra + or
· MATH 1316 - Plane Trigonometry + or
· MATH 2412 - Pre-Calculus Math + or
· MATH 2413 - Calculus I +
[bookmark: totaldegreehours60]Total Degree Hours: 60

	 
INFORMATION TECHNOLOGY: SECURITY, AAS

	[bookmark: ProgramRequirements]Program Requirements

First Year

Fall Term

· Choose one from the following:
· COSC 1301 - Introduction to Computing + or
· BCIS 1305 - Business Computer Applications +
·  
· ENGL 1301 - Composition I +
·  
· Choose one from the following:
· MATH 1314 - College Algebra + or
· MATH 1316 - Plane Trigonometry + or
· MATH 2412 - Pre-Calculus Math + or
· MATH 2413 - Calculus I +
·  
· Choose one from the following:
· SPCH 1321 - Business and Professional Communication + or
· SPCH 1311 - Introduction to Speech Communication + or
· SPCH 1315 - Public Speaking +
Spring Term

· Choose one from the following:
· ITCC 1414 - CCNA 1: Introduction to Networks or
· ITNW 1425 - Fundamentals of Networking Technologies
·  
· COSC 1436 - Programming Fundamentals I +
· Creative Arts/Language, Philosophy and Culture Semester Hours: 3 *
· Social or Behavioral Science Semester Hours: 3 *
Summer Term

· ITSC 1305 - Introduction to PC Operating Systems
· ITSC 1425 - Personal Computer Hardware
Second Year

Fall Term

· ITSY 1300 - Fundamentals of Information Security
·  
· Choose one from the following:
· ITNW 1408 - Implementing and Supporting Client Operating Systems or
· ITNW 1454 - Implementing and Supporting Servers
·  
· ITSC 1407 - UNIX Operating System I
· ITSY 2400 - Operating System Security
Spring Term

· ITSY 2401 - Firewalls and Network Security
· ITSY 2443 - Computer System Forensics
· ITSY 2459 - Security Assessment and Auditing (Capstone)
Total Degree Hours: 60



	

	
CONVERGENCE TECHNOLOGIES: CLOUD TECHNOLOGY, AAS
Program Requirements

First Year

Fall Term

· CPMT 1351 - IT Essentials: PC Hardware and Software
· ITNW 1408 - Implementing and Supporting Client Operating Systems
· ITNW 1313 - Computer Virtualization
· ENGL 1301 - Composition I +
Spring Term

· ITNW 1454 - Implementing and Supporting Servers
· ITSC 1316 - Linux Installation and Configuration
· ITCC 1414 - CCNA 1: Introduction to Networks *
· ITCC 1440 - CCNA 2: Routing and Switching Essentials *
Summer Term

· ITCC 2412 - CCNA 3: Scaling Networks *
· ITCC 2413 - CCNA 4: Connecting Networks *
Second Year

Fall Term

· ITSY 1342 - Information Technology Security
· ITCC 2341 - CCNA Security
·  
· Choose one from the following:
· GOVT 2305 - Federal Government (Federal Constitution & Topics) + or
· GOVT 2306 - Texas Government (Texas Constitution & Topics) +
·  
· Mathematics Semester Hours: 3 **
Spring Term

· ITNW 1372 - VMware vSphere: Install/Configure/Manage
· ITNW 1373 - EMC Information Storage Management (Capstone)
·  
· Choose one from the following:
· SPCH 1321 - Business and Professional Communication + or
· SPCH 1311 - Introduction to Speech Communication + or
· SPCH 1315 - Public Speaking + or
· ENGL 2311 - Technical and Business Writing +
·  
· Creative Arts/Language, Philosophy and Culture Semester Hours: 3 **
Total Degree Hours: 60



