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Are We Doing the Right Things?

This introductory section requires a description of faculty effort in instruction, scholarship, outreach and engagement, and service across the
district/campus. It should be a comprehensive and functional depiction which sets the context of the workforce program and should serve as the
framework for the rest of the document. Topics presented in this self-definition explanation should appear later in the self-study in greater detail
and explanation. This section should also begin to draw alignments with other processes, such as institutional or state initiatives.

This section is not meant to be merely a descriptive narrative of demographics. For example, reporting enrollment figures for the past four years
is useful only if they are illustrative of something that is impacting the unit (for example, growth in “service learning courses;” substantial
increase or decrease in the number of students with intended award completion; a disruptive technology impacting market demand). This is also
not meant to be a statement which establishes the level of quality of the program. It should be focused clearly on what is done in the name of the

program.

1. WHAT DOES YOUR WORKFORCE PROGRAM DO?
A. What is the workforce program and its context? Provide evidence to make a case for each assertion made.

Points to consider:

e Instructional efforts by program faculty

Related scholarship efforts by program faculty
Outreach and engagement efforts by program faculty
Service across the campus by program faculty

Primary self-study questions were adapted from Academic Program Review “Structuring the Six Self Study Questions,” Michigan State University, 2008. Page 1 of 58
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1.)

The Information Systems Cybersecurity program prepares students for a career in cybersecurity management and support in addition to
the tasks relating to network management, system administration, technical support, hardware/software installation, and equipment
repair. The successful program graduate will be able to design and install secure network systems based on customer requirements,
monitor and maintain network traffic and security, and maintain network hardware and software. The primary focus of the program at
Collin College is to prepare graduates to serve as cybersecurity “first-responders” that are capable of establishing effective security
practices, procedures and policies as well as being ready to take appropriate actions to initiate an effective response once an intrusion
has been detected.

Program faculty members routinely undertake professional development to maintain their expertise in core computer networking,
system administration, and information security practices. Professional development efforts include attendance at local, regional and
national conferences, and extensive self-study.

Some examples of the Professional Training and Conferences that the Collin Faculty have attended are:

e ISSA NTX and Collin College 4th Annual Cyber Security Conference, Spring Creek Campus, 7-8 October 2016
Cloud Security Alliance North Texas Summit 2016, George Bush Library, Dallas, Texas , 23 AUG 2016
Tarleton State University Cyber Security Summit 2016, George Bush Library, Dallas, Texas ,13 SEP 2016
ISSA International, Dallas, Texas, 2-3 November 2016

This latter fact is driven by the simple truth that Cybersecurity is a rapidly evolving field that might best be described as an arms race
between cybercriminals and those entities that possess sensitive information they wish to protect. The considerable economic value of
the information that cybercriminals seek to obtain provides a constant evolutionary pressure upon the cybercriminals to develop novel
modes of attack that Cybersecurity professionals must work to counter, making this field of study extraordinarily dynamic.

Currently, the Collin College Cybersecurity program provides four pathways to those wishing to pursue training in this field. The
following catalog entries provide details of the course sequence for each path:

AAS-Information Systems CyberSecurity two year degree which prepares the student for a career in CyberSecurity .

AAS — Information Systems
Cybersecurity

63 credit hours

Primary self-study questions were adapted from Academic Program Review “Structuring the Six Self Study Questions,” Michigan State University, 2008. Page 2 of 58
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FIRST YEAR

First Semester

CPMT 1305 IT Essentials I: PC Hardware
and Software

ITMT 1370 Configuring and Supporting
Microsoft Windows 7

ITMT 2301 Windows Server 2008 Network
Infrastructure Configuration

ITNW 1358 Network +

MATH 1314 College Algebra 1

Second Semester

ECON 1301 Introduction to Economics
(See other Social / Behavioral

Sciences Options)

ITCC 1371 CCNA 1 Cisco - Introduction to
Networks

ITMT 2351 Windows Server 2008: Server
Administrator

ITSC 1316 Linux Installation and
Configuration

ELECTIVE *

Summer
ENGL 1301 Composition |
ITCC 1374 CCNA 2 - Routing and Switching Essentials

SECOND YEAR

First Semester

ITCC 2371 CCNA 3 - Scaling Networks
ITCC 2372 CCNA 4 - Connecting Networks
ITSY 2300 Operating System Security
ITSY 2301 Firewalls and Network Security
ITSY 2342 Incident Response and Handling

Second Semester

HUMA 1301 Introduction to Humanities |
(See other Humanities / Fine

Primary self-study questions were adapted from Academic Program Review “Structuring the Six Self Study Questions,” Michigan State University, 2008.
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Arts Options)

ITSY 2341 Security Management Practices
(Capstone)

ITSY 2343 Computer System Forensics

SPCH 1311 Introduction to Speech Communication
(See other Speech Options)

1. May substitute MATH-1316, MATH-1324, MATH-
1325, MATH-1332, MATH-1342, MATH-1350,
MATH-1351, MATH-1414, MATH-2305, MATH-
2312, MATH-2318, MATH-2320, MATH-2413,
MATH-2414, MATH-2415, MATH-2417, or MATH-
2419

* Elective (3-5 credit hours): ITSY-1300 or ITSY-
2572

Note: Many ITCC, ITMT, ITNW (except ITNW 2374),
and ITSY courses are offered in eight-week express sessions.

The program graduate will be able to:
Design and install secure network systems based on customer requirements.
Monitor and maintain network traffic and security.
Maintain network hardware and software.

2.) Certificate-Information Systems Cybersecurity:

Certificate — Information

Systems Cybersecurity
33 credit hours

FIRST YEAR

First Semester

ITCC 1371 CCNA 1 Cisco - Introduction to
Networks

ITMT 2301 Windows Server 2008 Network
Infrastructure Configuration

ITNW 1358 Network +

Primary self-study questions were adapted from Academic Program Review “Structuring the Six Self Study Questions,” Michigan State University, 2008.
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Second Semester

ITCC 1374 CCNA 2 - Routing and
Switching Essentials

ITMT 2351 Windows Server 2008: Server
Administrator

ELECTIVE *

SECOND YEAR

First Semester

ITSY 2300 Operating System Security
ITSY 2301 Firewalls and Network Security
ITSY 2342 Incident Response and Handling

Second Semester

ITSY 2341 Security Management Practices
(Capstone)

ITSY 2343 Computer System Forensics

* Elective (3-5 credit hours): ITMT 2356, ITSY-1300
or ITSY-2572

Note: Many ITCC, ITMT, ITNW (except ITNW 2374),
and ITSY courses are offered in eight-week
express sessions.

Course work includes CCNA 1 & 2, Network+, Firewalls and Network Security, Incident Response and Handling, Security Management
Practices and Computer Systems Forensics-essentially all of the technical content of the AAS degree with no general education
requirements.

3.) Certificate CISSP Information Systems Cybersecurity Professional

Certificate — CISSP Information
Systems Cybersecurity

Professional
17 credit hours

First Semester
ITNW 1358 Network +

Primary self-study questions were adapted from Academic Program Review “Structuring the Six Self Study Questions,” Michigan State University, 2008. Page 5 of 58




O 2014-15 WORKFORCE PROGRAM REVIEW
COLLIN
COLLEGE

ELECTIVE*

Second Semester

ITSY 1300 Fundamentals of Information
Security

ITSY 2341 Security Management Practices
ITSY 2572 Certified Information Systems
Security Professional (CISSP)

Common Body of Knowledge

Domain Instruction (Capstone)

* Elective (3 credit hours): Any ITSY course not listed
above, with consent of Program Director

Note: Many ITCC, ITMT, ITNW (except ITNW 2374),
and ITSY courses are offered in eight-week

express sessions.

Course work includes Network+, Fundamentals of Information Security, Security Management Practices, and Certified Information
Systems Cybersecurity Professional (CISSP) Common Body of Knowledge Domain Instruction. This is a certificate designed for
professionals that already possess a strong understanding of computer networking and wish to gain additional knowledge about
practical computer network security.

4.) CISSP, CISM, Security+
Specific test preparation classes for Cybersecurity certification exams.

In terms of outreach and engagement, program faculty reach out to local businesses to market the program, allowing Collin to a)
encourage these entities to consider hiring program graduates and b) to seek out opportunities to provide additional training to the
local/regional workforce. The program has offered courses onsite at two corporations in the region to assist with meeting the latter
objective. Additionally, program faculty are highly engaged with the North Texas Chapter of the Information Systems Security
Association (ISSA), and the resulting relationship between this professional society and the college has led to the organization of the
student chapter of the ISSA at Collin College, a recognized student organization to provide cybersecurity students with opportunities to
pursue professional extracurricular activities as part of their experience at Collin.

Briefly summarize the topics that are addressed in this self-study:

Primary self-study questions were adapted from Academic Program Review “Structuring the Six Self Study Questions,” Michigan State University, 2008. Page 6 of 58




©

COLLIN
COLLEGE

2014-15 WORKFORCE PROGRAM REVIEW

The Information Systems Cybersecurity program at Collin College is a valuable component of the IT programs that the college offers.
This program trains students in one of the most rapidly expanding fields in the IT career field, and recent high profile cybercrimes/cyber-
intrusions have clearly demonstrated the extraordinary national need that exists for IT staff members trained in computer network

security. This demand is further confirmed in the local demand for IT Security Analysts, as documented in the attached Collin-Rockwell
and North Texas Occupation Overviews.

The forecast for Information Security Analysts projected for 2014 — 2020 just for Collin-Rockwell, showed the following:

* %

Primary self-study questions were adapted from Academic Program Review “Structuring the Six Self Study Questions,” Michigan State University, 2008. Page 7 of 58
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Occupation Summary for Information Security Analysts

421 +29.9%

Jobs (2014} % Change (2014-2020)
80% above National average Nation: +21.4%

Growth for Information Security Analysts (15-1122)

421 o4/ 126

2014 Jobs 2020 Jobs Change (2014-2020)

* From A. Collin-Rockwall Occupation Overview 15-1122

$45.10/hr

Median Eamings
Nation: $42.59/hr

29.9%

% Change (20142020}

In addition, the attached “B. North Texas Occupation Overview 15-1122", also shows a 205 increase in demand for Information Security

Analysts.

Primary self-study questions were adapted from Academic Program Review “Structuring the Six Self Study Questions,” Michigan State University, 2008. Page 8 of 58
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The curriculum of the program is divided into two knowledge domains. The first is a strong foundation in computer networking that
students encounter in a series of courses that prepare students to sit for two entry-level CompTIA certifications (A+ and Network+) that
introduce students to basic computer hardware and networking principles, the Cisco Certified Networking Associate (CCNA) certification,
and a series of three certification exams in Microsoft Windows Server technology. The second knowledge domain represents the heart
of the program; namely five courses in cybersecurity (with an option for two additional courses that may be used for elective credit in
the program). In these courses, students learn how to: institute and develop effective security management practices, establish an
effective firewall for computer networks, “harden” computer operating systems, appropriately respond and mitigate cyber-intrusion
incidents, and the foundations of investigating a network to look for evidence of cyber-intrusion events. At the associates degree level,
the focus of the program is to train students to serve as “first-responders” to appropriately monitor, log, and respond to unauthorized
access to computer networking resources.

Recent media attention has prompted many students to pursue training in this field in the last five years, and as a result the number of
registered students (duplicated) in cybersecurity courses (under the ITSY rubric) grew by a factor of 4.12. Recent program changes
prompted by the Texas Higher Education Coordinating Board resulted in a smaller degree (60 SCH) being implemented for the 2015-
2016 academic year that should allow students to complete more quickly. Additionally, the Engineering Technology department’s
recent change in the method used to schedule program courses is starting to improve how efficiently students can work their way
through the program. We have started to see students successfully exit the program in significant numbers.

The high profile cyber-attacks that have been perpetrated upon a number of major corporations in the U.S. highlights the vulnerability of
systems that are designed to allow people to communicate with one another and share resources. These vulnerabilities have begun to
impact individuals and businesses in fundamental ways that IT staff must respond to effectively, if business is going to continue being
conducted as cheaply and efficiently as it has in the recent past. The importance of protecting IT resources has led to explosive growth
in the demand for trained information security analysts, and our graduates are well prepared to meet the needs of local businesses.
Because of this, we anticipate continued growth in enrollments and the need for a few additional resources.

The attached document, Cybersecurity Course Completion & Success by Course and Term shows some of the course enrollment and
completion growth over the past 2 years. Specifically increase in enrollment and course completion for the Forensics and Incident
Response courses are indicators of the recent program growth.

Primary self-study questions were adapted from Academic Program Review “Structuring the Six Self Study Questions,” Michigan State University, 2008. Page 9 of 58
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Additionally, we are also seeking to identify external funding that will allow the department to secure equipment that will allow the
department to build a private cloud environment in which students can safely and ethically learn how to perform job-related duties in a
classroom/lab environment free from the fear of erroneously intruding upon the college’s network infrastructure.

2. WHY WE DO THE THINGS WE DO: PROGRAM RELATIONSHIP TO THE COLLEGE MISSION, CORE VALUES & STRATEGIC PLAN

The question of “why we do the things we do?” is one which focuses on the mission of the program, goals and priorities, and the role of the
program within the discipline and college. You do not need to repeat the college mission, core values or strategic goals. Provide program-specific
evidence of actions that support the case that the program and its faculty contribute to fulfillment of the college mission, core values, and goals.

Poor example: Core values are integrated into program coursework. (Not verifiable).
Good example: Core values are integrated into coursework through written reflections (Verifiable).

Better example: Core values are integrating into coursework through written reflections asking the student to describe how s/he will
demonstrate each of the core values in his or her professional life. (Replicable, Verifiable)

A. Provide program-specific evidence of actions that support the case that the program and its faculty contribute to fulfillment of
the college mission.

Collin County Community College District is a student centered and community centered institution committed to developing skills,
strengthening character, and challenging the intellect.

The Cybersecuirty program contributes to fulfilling the college mission of “developing skills” , by requiring to complete and
demonstrate skills in key discipline areas: computer networking, security planning and implementation that includes such areas as
threat identification, incident response, access control, and intrusion detection and response, and finally Professional ethical and
legal requirements of the career, as graduates will be exposed and will handle Enterprise and personal identification information in

most any position in this field. The integration of these skills is demonstrated in a required Capstone Course, ITSY 2341 Security
Management Practices.

Primary self-study questions were adapted from Academic Program Review “Structuring the Six Self Study Questions,” Michigan State University, 2008. Page 10 of 58
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The program also contributes to “strengthening character”, by emphasizing the immense responsibility that goes with handling
the most sensitive data in an Enterprise. This is illustrated in the “Learning Outcomes” of the following courses:
1. ITSY 1300 - Fundamentals of Information Security (Security +)
a. Outline best practices for the information security goals of confidentiality, integrity and availability.
b. Explain ethical practices; define vocabulary/terminology related to information security.
2. ITSY 2341 - Security Management Practices
a. Determine legal issues; implement network security design.
3. ITSY 2343 - Computer System Forensics
a. lIdentify legal issues associated with computer investigations.
4. ITSY 2572 - Certified Information Systems Security Professional (CISSP) Common Body Of Knowledge Domain Instruction
a. Legal, Regulations, Compliance and Investigations
5. ITSY 2575 - Certified Information Security Manager (CISM)
a. Develop a security governance plan

Finally, the Cybersecurity faculty fulfill the college mission of “challenging the intellect” by presenting advanced topics and real-world
applications as part of the curriculum. The ITSY 2341 Security Management Practices, Capstone course, is a very challenging project oriented

course, that requires a vigorous application of the technical, strategic, and policy elements delivered throughout the curriculum. This course is delivered
by a pOublished professional, with over 30 years of Military, Academic and Corporate Enterprise experience.

Collin College’s cybersecurity program is designed to produce successful students with fundamental knowledge of computer network
security function and design. Throughout the program, students are intellectually challenged to learn the conceptual and practical
knowledge required to serve the information technology security needs of businesses within the college’s service area. Important
components of these programs are the development of technical skill sets in computer networking and in security procedures that are
required for the entry-level security analyst to successfully perform his/her job. Additionally, throughout the curriculum, students
develop the behaviors that mold the student’s professional character that local businesses are expecting to find. The most direct
example of the development of these behaviors is the simple fact that in order for Collin’s cybersecurity students to successfully
respond to cyber intrusions, they must be knowledgeable about the various methods that are used to gain unlawful access to
computer networks. This knowledge opens a host of ethical challenges for all students in the program to never take the opportunity to
apply this knowledge in a malicious fashion.

Primary self-study questions were adapted from Academic Program Review “Structuring the Six Self Study Questions,” Michigan State University, 2008. Page 11 of 58
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B. Provide program-specific evidence of actions that support the case that the program and its faculty contribute to fulfillment of
the college core values.

The Information Systems Cybersecurity programs support Collin's core values in various ways. The programs offer a wide breadth of
opportunities to learn using a number of techniques. In addition to the customary face-to-face classroom environment, delivery can be
done via Web-based online classes, involving self-study with faculty mentoring. Hybrid classes that join the traditional face-to-face
classroom environment with modern online instruction are also available.

Dual Credit: An extensive analysis by the previous Department Chairman David Galley, in addition to a multi-year study by Gena
Martin, the Department’s Program Administrator, pointed to the necessity of identifying future sources of students for the
program. In prior years, the unstable economy caused by the recession in 2008, coupled with the return of military veterans with
the winding down of overseas conflicts, had provided the program a very stable base of students. As the economy recovered, and
the returning veterans completed their programs and either became employed or transferred to four-year programs, the
department needed to identify future stable sources of students. Gena Martin’s research and familiarity with Dual Credit that she
acquired in previous positions with the college, motivated the department to aggressively pursue dual credit programs in the
county. We have had active programs with both the Frisco, Wylie and Prosper ISDs.

The Dual-Credit program provides juniors and seniors in local high schools an opportunity to take cybersecurity courses common to
both the Information Systems Cybersecurity program at Collin College and the career and technical education departments within the
local school districts. This allows high school students the opportunity to get an early start on their educational goals.

Collin College ISSA Chapter: Faculty members also support the Collin College student chapter of the Information Systems Security
Association (ISSA), a professional Security organization. Collin is one of a very few Junior Colleges that has a student chapter. The
Collin ISSA chapter has co-sponsored and supported a Cyber-Security Conference at both the Preston Ridge and SpringCreek
Campuses, that has drawn local Cyber-Security Enterprises, and security professionals from both Government and Industry. Some of
the organizations that have been represented at the conference include Raytheon, State Farm Insurance, Texas Instruments, Dell, and
Cisco. Local Senior officials from both the Secret Service and the FBI have been featured speakers at the conference. Our support for
this event has generated several thousands of dollars in scholarship funds for Collin students, as well as local donation the Collin ISSA
Chapter and the Colin Society of Woman Engineers Chapter.

Primary self-study questions were adapted from Academic Program Review “Structuring the Six Self Study Questions,” Michigan State University, 2008. Page 12 of 58
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The Information Systems Cybersecurity program faculty members adhere to high standards of learning by routinely educating
themselves about contemporary trends and technological advancements within the field of cybersecurity. Given the highly
dynamic nature of the threats faced by modern information technology infrastructure, this is a constant requirement for the
cybersecurity professional. The program adheres to the core value of creativity and innovation by continuously creating new
content, enhancing existing courses, and introducing innovation into course delivery. As an example, faculty members capitalize
upon on computer virtualization technologies along with the Blackboard learning management system to expand options for students
in the program’s Security+ course.

Some of the Certifications held by the faculty include:
COMPTIA Security+

Certified Information Systems Security Professional (CISSP)
Microsoft Security Professional MCP - Security

Certified Information Security Manager (CISM)

The Information Systems Cybersecurity faculty members believe their high standards for integrity are a key factor in the dramatic
increase in the program's student enrollment. Integrity and professional character are key components in the curriculum for the
Information Systems Cybersecurity program. Students learning how to prevent network intrusion attacks become quite familiar with
the techniques used by malevolent actors in this environment, and it is routinely emphasized for students that their knowledge of
these techniques should not be used in a malicious fashion simply because the students are knowledgeable of them.

The cybersecurity program maintains demanding and strict academic standards for our students in order to maintain academic
excellence within the program. This effort has flowed into the community as evidenced by local companies offering our students
internship, permanent hire, promotion, and internal transfer positions based upon the knowledge they have gained from their
Information Systems Cybersecurity courses.

Cybersecurity program faculty treat all students with dignity and respect regardless of their current position in life: current high
school students, recent high school graduates, career transition students, or returning veterans, et al. While Collin’s goal is to provide
its students with a top notch technical education to provide them a formidable start in a new career, the success of each student
requires that the faculty emphasize the importance of individual integrity and accountability while providing an environment that

Primary self-study questions were adapted from Academic Program Review “Structuring the Six Self Study Questions,” Michigan State University, 2008. Page 13 of 58
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encourages learning-from-failure in order to afford the student’s future employer the best opportunity to achieve its mission critical
goals. Finding this balance requires that faculty members demonstrate dignity and respect in the classroom on a daily basis.

C. Provide program-specific evidence that supports how the program supports the college strategic plan.

The Information Systems CyberSecurity program directly supports Collin College’s strategic plan in a number of ways. Strategic goal #1
for the 2016 Strategic Plan is to improve academic success by implementing strategies for completion. The Information Systems
Cybersecurity program has instituted three levels of credentials that a student can choose to pursue in order to meet their career
objectives. The AAS degree is a two-year degree (comprising 71-72 semester credit hours) that prepares students for a career in
cybersecurity. Upon completion of the program a graduate will be able to a.) design and install secure network systems based upon
customer requirements, b.) monitor and maintain network traffic and security, and c.) maintain network hardware and software. In
addition to these specific technical skills, the program requires students to complete a general education component of 16 semester
credit hours to develop a variety of general education competencies including writing, mathematical reasoning, and speech
communication skills, among others. For those students desiring to learn the fundamentals of cybersecurity without pursuing a formal
two-year degree, the program offers the Certificate in Information Systems Cybersecurity. This program requires 39-40 semester credit
hours for completion, can be used to round out a student’s prior formal education or career knowledge by focusing each student’s
efforts on learning the fundamental tenets of cybersecurity without requiring the general education courses that are present in the AAS
degree. Finally, for those students that may already have made a career change into cybersecurity, the program offers the CISSP
Information Systems Cybersecurity Professional Certificate. This program comprising a total of 15 semester credit hours prepares
students to sit for three crucial industry certifications (Network+, Security+, and Certified Information Systems Security Professional
(CISSP)). This collection of industry recognized certifications will allow students to obtain professional level recognition of their expertise
in a short amount of time. By providing multiple levels of completion milestones, students can choose to pursue the program best suited
to their current career needs and the most efficient use of their time.

Collin’s Strategic Goal #2 is to provide access to innovative higher education programs that prepare students for constantly changing
academic, societal, and career/workforce opportunities. The Information Systems Cybersecurity program pursues this goal by routinely
updating the content of program coursework. Recently, program faculty introduced semester projects for ITSY 2300-Information
Systems Security and ITSY 2341-Security Management Practices. These projects present the student with a problem of current interest
in the field of cybersecurity. The students are tasked with providing a solution to the problem that draws upon the lessons learned in
that specific course as well as required prerequisite courses. In addition, faculty members have recently made considerable
improvements in the technology covered in ITSY 2301-Firewalls and Network Security with the donation of next-generation firewalls
from Palo Alto Networks. The improvement in the level of instruction that this equipment has provided prompted the faculty to pursue

Primary self-study questions were adapted from Academic Program Review “Structuring the Six Self Study Questions,” Michigan State University, 2008. Page 14 of 58
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being named Palo Alto Networks Academy. The development of curricular enhancements such as these ensures that students
completing the program are encountering the most modern cybersecurity technologies to ensure relevance with industry needs.

Collin’s Strategic Goal #3 is to engage faculty, students, and staff in improving a districtwide culture of adherence to the Collin College
Core values. As noted earlier, program faculty members maintain considerable efforts to remain current on the state of cybersecurity
industry trends and technologies, participating in service and involvement within the college community and within the wider
professional cybersecurity community, exhibit creativity and innovation within their course designs and course delivery methods,
encourage academic excellence among program students, treat all students, faculty and staff members with dignity and respect, and
maintain an environment of consistently high integrity. With respect to this latter core value, the Information Systems Cybersecurity
program is somewhat unique in that students are routinely investigating how to track down incidents of unapproved penetration of
computer network infrastructure. A byproduct of this knowledge is that program students are routinely learning about techniques and
methods used to carry out these attacks. Program faculty members routinely remind students of the ethical obligation not to utilize this
knowledge in a malevolent manner.

Finally, Collin’s Strategic Goal #4 is to enhance the College’s presence in the community by increasing awareness, cultivating
relationships, building partnerships and developing resources to respond to current and future needs. The Information Systems
Cybersecurity program has routinely gone to considerable lengths to reach out to the community via a wide array of initiatives. First,
this program has been instrumental in reaching out to area school districts to offer technical dual credit courses on site at the high
schools to provide students an opportunity to learn more about cybersecurity and the career opportunities that exist in this rapidly
growing field. In addition, the program has taught courses onsite at two businesses in the region to make required training available in a
timely and convenient format. The cybersecurity program has reached out to various professional organizations, including the
Information Systems Security Association (ISSA) to inform local professionals of the program’s course offerings, and this effort has
recently resulted in the development of a student chapter of the ISSA at Collin College. This student chapter is only the second student
chapter of its kind in the United States. Finally, program faculty members have utilized the relationships in the region to develop a series
of regular invited lectures by Information Systems Security professionals on topics of current interest. This has helped to bring these
professionals on campus and it has given them an opportunity to better understand the capabilities of Collin’s cybersecurity program
students.

3. WHY WE DO THE THINGS WE DO: PROGRAM RELATIONSHIP TO MARKET DEMAND BY EMPLOYERS

Make a case with evidence to show that employers need and hire the program’s graduate.

Primary self-study questions were adapted from Academic Program Review “Structuring the Six Self Study Questions,” Michigan State University, 2008. Page 15 of 58
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Points to consider:

e How many entry-level jobs are in the DFW Metroplex for people with an associate in a related field? If the majority of related
jobs in the DFW Metroplex require a baccalaureate degree, provide evidence that you have a current signed articulation
agreement with one or more of Collin’s top transfer institutions or that you plan to develop one. Talk with top transfer schools
for this program and learn whether Collin students transfer with minimal loss of credits.

e Is this program the top source of entry-level employees in this field for Collin County employers?
e What proportion of the program’s graduates has related employment within six months of graduation?
e Are starting salaries of program graduates higher than for people who do not have any college?

e What changes are anticipated in market demand in the next 5 years? Do local job projections in this field show maintenance or
growth? How many related job retirements are projected in the Metroplex over the next 5 years?

e Does the program have adequate business/industry partners representative of Collin County or Metroplex job opportunities on
its Advisory Committee? Do these partners attend the two Advisory Committee members each year?

e Do program graduates exceed local demand, is the program able to meet local demand or does demand exceed the number of
program graduates?

o If there are a great many more related jobs in the Metroplex than the program is graduating, how does the program plan to
recruit more students to meet this demand? What other local sources are available for employers to get trained employees?
Are there lessons to be learned by these program competitors?

Entry-level positions in this field include positions that have titles such as Information Security Analyst, IT Security Analyst,
Technology Analyst-Security, etc. According to Economic Modeling Specialists International (EMSI) there are currently 421
people employed in the Collin College service area (Collin & Rockwall counties) that hold positions classified as Information
Security Analysts under the Standard Occupational Code system defined by the U.S. Department of Labor. Over the next five
years, the number of people employed in this occupation is expected to grow by 29.9% (Appendix A) to 547 jobs. The
median wage for people holding these positions is $45.10/hour, reflecting the need for professionals with this training and
the specialized technical knowledge that a successful employee must possess in order to be hired. Within the broader north
Texas region, 2,903 people currently hold positions that are classified as Security Information Analysts (Appendix B), and the
number of people employed in this occupation is expected to grow by 20.3% over the next five years, reflecting an increase

Primary self-study questions were adapted from Academic Program Review “Structuring the Six Self Study Questions,” Michigan State University, 2008. Page 16 of 58
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of 589 positions. Growth in this occupation is clearly occurring, and we expect this to continue at a strong pace in the next
five years as businesses, government agencies, and individuals recognize the vulnerabilities of data within cyberspace.

Numerous local employers are now starting to look at students with Associates Degrees for Security positions, particularly if
they have had previous work experience directly related to the field, or have mastered the networking disciplines either
through work experience, Vendor certification, or previous military or government experience, where their security
clearances are still active. This is also evidenced by Employers, who while stating a Bachelor’s Degree is preferred, will
consider an applicant with equivalent work and education experience.

Currently the program does not have an articulation agreement with any of the 4 year institutions in the area. We have
begun to explore talks with the University of North Texas, and particularly focusing on their Bachelor of Arts Information
Technology (BAIT) degree. This degree is through their Business School, and due to its flexibility, could offer an opportunity
as a future pathway for some of our graduates. The UTD, can offer a path to some of our students in combination with
existing agreements in Engineering and Computer Science. However, it is recognized that the entire area of academic
transferability is one that needs to be strengthened. We have brought this topic up at our Advisory Board Meetings, and it is
one where we intend to provide additional focus.

Nationally, 43.4% of the people holding positions in this occupation hold an Associates degree or less as their highest level of
educational attainment, indicating a significant market for students exiting Collin’s Cybersecurity program with a certificate
or degree. Currently there are nine institutions of higher education operating in the north Texas region (Appendix C) that
provide training in this field. Collin and Richland colleges are the largest providers of Associate degree level training in the
area. (Other campuses of the Dallas County Community College district, including El Centro, Brookhaven, and Eastfield
Colleges offer certificates and marketable skills achievement awards in Information Security.)

At the Bachelor’s degree level, the only programs in the region that provide training in this field are the ITT Technical
Institutes in Arlington and in Richardson. The University of Dallas and the University of Texas at Dallas provide graduate level
training in this field in north Texas. The University of Dallas offers both an MS in Cybersecurity and a specialization within
their MBA program. Both programs are offered through the School of Business at UD. The University of Texas at Dallas
offers post-baccalaureate certificates and masters/doctoral degrees in Information Assurance through the Department of
Computer Science.

Determining the number of graduates that have employment within six months of graduation is difficult for Collin to
determine for a variety of reasons. The best estimate that we can provide relies upon the THECB’s Gainful Employment data
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which surveys the Texas Workforce Commission’s unemployment insurance records as well as employment records from the
Office of Management and Budget and the Department of Defense to determine whether a graduate is employed in the 4t
guarter of the calendar year following graduation. (Thus, a student graduating in Fall 2008-Summer 2009 will be identified if
they are employed in the 4t quarter of calendar year 2009.) Reasonably good information is obtained if graduates are
employed within the state of Texas or are employed by the federal government. Those graduates that may take employment
outside of the state of Texas or those that go into business as sole-proprietors will not appear in these records, and their
absence can impact the resulting numbers to a significant degree. It should also be noted that we have no information about
whether the graduate is employed in an occupation closely related to the field of study. The most recent data available (FY’s
2009-2013) is summarized in the table below which indicates the percentage of those receiving an AAS or Certificate in
Information Systems Cybersecurity at Collin College. (For comparison purposes, we have included the total number of
awards awarded in each fiscal year.)

Table- Percentage of Completers Employed in 4t Quarter of the indicated Calendar Year

2009 2010 2011 2012 2013
% of NC* NC* 67% 57% 67%
Completers
Employed
Total # of 0 0 7 7 7
Completers
Mean NC** NC** $59,575 No data No data
Annual
Wage*

(*Please see discussion below regarding availability of data for mean annual wage.
**NC-indicates that there were no completers in the given fiscal year.)

With only seven completers in fiscal years 2011-2013, failure to find even a single graduate will have significant impact upon
the percentage of the graduates that are employed. In Fiscal Year 2014, Collin College granted a total of 36 awards in this
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program (14 AAS degrees and 22 Certificates); however, the review of the various databases will only occur in the fourth
quarter of 2014, and the data are not yet available. With such a large number of completers/graduates, the data obtained
for 2014 should provide solid data relating to how strong employment demand is for our program graduates. This data is
currently unavailable because it is currently being collected as this review is being prepared.

This same survey can provide the mean wage that graduates earn if they are located using the state’s unemployment
insurance database. Unfortunately, the only year for which wage data is reported by the THECB is for fiscal year 2011, and
the reported mean annual wage is only reported for the four students completing the certificate in that year. Given the small
amount of data available it is difficult to draw conclusions about the economic value of the awards to the 21 graduates for
which we have data for the period from FY 2011 through FY 2013. We should keep in mind that we do see a number of
students returning to obtain training in cybersecurity to complement prior education that they may have obtained, and it is
possible that the certificates awarded in 2011 were awarded to students with significant amounts of work experience in IT
resulting in the relatively high mean annual wage reported for that year.

Given the typical starting salaries that a new graduate in IT may encounter (even at the associate degree level), we do believe
that graduates of Collin’s Cybersecurity program are seeing salaries that are well above those earned by HS graduates,
resulting in an appreciable economic return to the graduate. (This is further supported by the fact that the bottom 25t
percentile for salaries of Information Security Analysts is reported by EMSI to be $30-535/hr in the north Texas region —
Appendices A & B). We come to that conclusion anecdotally, based on conversations with students who have completed our
program. However, we are starting to proactively initiate internship and coops with local employers, and thereby increase
our numbers and visibility as a reliable source of quality Security Professionals.

The Advisory Board for the Cybersecurity program at Collin College represents a variety of large business enterprises
including Dell, Raytheon, Texas Instruments, Palo Alto Networks, and Hewlett-Packard. Additionally, a number of mid-sized
local businesses are also represented, including Erase.com and Global Data Guard. While some of these businesses (i.e.
Raytheon) have policies requiring all new hires to hold Bachelor’s degrees, their ability to provide associate faculty members
and to inform the department about established practices in the field are invaluable. All of the other represented businesses
are potential employers of Collin completers. All of the businesses are well represented at each meeting of the advisory
board, and the program takes all recommendations seriously.

A recent sign of the outreach effectiveness of the Advisory Board, as well as public appearances at organizations like the
North Texas ISSA, has been a slow but gradual interest expressed by local employers for internships for our Cyber-Security
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students. We are in the process of working with the new administration to develop established channels to promote and
expand these opportunities.

4. WHY DO WE DO THE THINGS WE DO: PROGRAM RELATIONSHIP TO MARKET DEMAND BY STUDENTS
Make a case with evidence to show that students want the Degree or Certificate using the enrollment history. Include any plan for increasing

program enrollment.

Points to consider:
e Number of students who declared their intent to earn an AAS or certificate in each of the last 4 years?

e Is enrollment declining, flat, growing, or not exhibiting a stable pattern?

e s this number sufficient to allow the required courses in the program to be offered at least once within a 2-year cycle?

e \What are the implications for the next 5 years if the enrollment pattern for the past 4 years continues?

e Are there any actions taken to identify which students enrolled in program-required courses early in the degree plan intend
to complete a certificate, associate degree and/or a baccalaureate in a related field? If yes, is the program actively managed
regarding retention and completion? Please briefly describe these management actions. If no, please develop and describe
a plan to identify these students as early in the program as is feasible.

a. Number of students who declared their intent to earn an AAS or certificate in each of the last 4 years?
The data for the number of students who declared their intent to earn an AAS or certificate in each of the last four years is not available.

However, since the classes are not required for any other degrees outside of Cybersecurity, it is safe to assume, for instance, that
students who begin their course work in Cybersecurity and continue to Security Management Practices, which is a Capstone course, are
pursuing the Cybersecurity Certificate. Those numbers are mostly increasing. For example, in Academic year 2010, there were 49
students enrolled in the Fund Info Security (Security+) course, which is the Intro course. In 2014, that number was 125 students.

The “2014 Course Enrollment History” Report, from the Collin College Web site shows the following:

All Credit Courses and Census Enrollments
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FY2009 through FY2014 Banner Catalog Listings; FY2007 through FY2014 Enrollment
Start End Banner FY FY FY FY FY 4-Yr
Course ID  Course Title Term Term Div Dean 2010 2011 2012 2013 2014 Total
ITSY1400 Fund Info Security (Security+) 201010 EN 2 49 48 95 139 125 407
ITSY2300 Operating System Security 200910 EN 2 12 21 51 54 78 204
ITSY2301  Firewalls and Network Security 200910 EN 2 9 14 15 19 34 82
ITSY2341  Security Management Practices 201010 EN 2 11 9 15 25 23 72
ITSY2342 Incident Response and Handling 200910 EN 2 12 14 22 44 92
ITSY2343  Computer System Forensics 200910 EN 2 10 13 18 14 54 99

b. Is enrollment declining, flat, growing, or not exhibiting a stable pattern?

Overall, enrollment over the period measured has increased for all courses, though there have been dips in some year over year figures.
Though so far, in most cases, the declines when they have occurred have been less than 10% of the previous year, and normally have rebounded
the following vyear,

c. Is this number sufficient to allow the required courses in the program to be offered at least once within a 2-year cycle?
As was mentioned previous, course enrollments have been increasing over all, with some occasional dips. Given the steady and
sometimes significant growth in most enroliments, the numbers exhibited to date, would support a minimum of at least once per two year cycle.

d. What are the implications for the next 5 years if the enrollment pattern for the past 4 years continues?
If the past 4 years of enrollments continue their average pace of growth, then the program is on solid ground as regards steady growth.

However, as is true of any Workforce related program, Market places and their demand changes, and this continued growth can be
sustained only if the Cybersecurity program continues to deliver the skills to its students that the local market requires. To that end we
plan to continue the strong relationship that the department has forged with its Advisory Board. Our recent re-integration with the
Computer Science and Business Information Systems department, gives us further opportunities to build on the engineering networking
origins of the program, and expand them into the data and business information systems areas.
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e. Are there any actions taken to identify which students enrolled in program-required courses early in the degree plan intend to
complete a certificate, associate degree and/or a baccalaureate in a related field?

To date the program has been relying on its relationships with the Student Advising Department, to identify and track these students.
We recognize that this effort requires a more aggressive and creative approach, and we will actively explore that going forward. We call
upon our new Workforce infrastructure to help and guide these efforts, in addition to the existing efforts in place.

Are We Doing Things Right?

This section is a data-driven analysis of the strengths and challenges of the unit. It includes such topics as instructional productivity, faculty
recruitment and retention, student retention and graduation rates as well as the discussion of student learning outcomes assessment. External
judgments of quality such as external accreditation, faculty awards and student awards may also be discussed in this section. Other issues
important to the unit also belong here as appropriate.

The assessment of student learning outcomes is an essential part of this section in how it relates to decisions about curriculum. Measures of
learning outcomes may include but should not be limited to student survey data. Student learning outcomes should primarily focus on direct
measures in which students demonstrate their learning. Examples of direct measures include papers, presentations, and direct application of
skills. The narrative should include the ways in which student learning outcomes have been measured, what the data showed, and any action
taken as a result of the data analysis. For example, to assess writing skill within the program, a program compares samples of student writing
from an introductory course with a written assignment from a capstone assignment. The evaluation indicates significant progress in writing skills
over the course of the program, with the average score increasing from 80.5 to 92 over the degree plan coursework. If students showed no
change in writing ability then this example would also include the changes implemented in an effort to improve the student writing outcome. A
program’s analysis might indicate the process for assessing student learning needs attention. Perhaps the rubric, measure or assignment used to
assess the program learning outcomes is not well aligned. For instance, the outcome says “the student will apply program methodology to
analysis of a situation” but the means of assessment emphasizes students’ recognition of key terms and their definitions. How the program will
take action to address the misalignment should be included in the last two sections of this document.

5. WHY WE DO THE THINGS WE DO: DOES THE PROGRAM CURRICULUM LEAD TO COMPLETION?
Make a case with evidence to show the program offers a clear pathway to completion. Include any plan for raising the number of completers.
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Points to consider:
° Number of students who completed the award in each of the last 4 years? If the number of graduates does not average 5 or more per
year, include a plan to increase completers.
° Address the percentage of students who are completing your workforce certificate or degree prior to transfer out.
° At what point(s) are a substantive percentage of students dropping out of the program? Look at the Program-based course performance
of the technical courses to see enrollment flow through the program curriculum.
° Are program drop-outs changing to another Collin program or leaving the institution?
) Are there any unaddressed curricular barriers to completion? Review the course enrollment, course retention rate, course success rate,
and periodic scheduling to identify barriers to program completion.

A. Number of students who completed the award in each of the last 4 years?

The Information Systems Cybersecurity program is currently meeting the college goal of averaging five or more graduates per year
since 2011, for the two-year AAS degrees and certificates based on the following data provided by Collin’s Institutional
Effectiveness Department, Appendix M.

Information Systems 111003 Degrees 2 4 3 14
Cybersecurity Certificates 5 3 4 29
All Awards 0 7 7 7 36

B. Address the percentage of students who are completing your workforce certificate or degree prior to transfer out.

As to the percentage of students who are competing the workforce degree or certificate prior to transferring out, this data is not
available. There is currently no mechanism for tracking what students do who stop taking classes at Collin whether this means
transferring to another program or another degree or both at another institution.

C. At what point(s) are a substantive percentage of students dropping out of the program?
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The program has yet to do this analysis. At this point it is difficult to say if students are dropping out of the program, or taking a
break from their studies. Numerous students are opting to go to work, and resume their studies on a part time basis. However, we
can only offer anecdotal data at this time.

D. Are program drop-outs changing to another Collin program or leaving the institution?
As was addressed in the previous question, the program has not been capturing that data. However, with the new re-organization
last year (2016), and the emphasis on Workforce Programs, we expect there will be an effort to capture this data.

E. Are there any unaddressed curricular barriers to completion?
The program has yet to address this issue, and we expect that there will be data captured to provide a measured response to this
question.

6. HOW WELL DO WE DO CURRICULUM THINGS AND WHO THINKS SO?

A. Show evidence that the THECB standards listed below have been met. For any standard not met, describe the plan for bringing
the program into compliance.

Credit Hour Standard: There are no more than 60 credit hours in the program plan.
Number of semester credit hours (SCH) in the program plan

For the 2014-2015 academic year the program currently requires 63 SCH to complete the AAS degree.
The curriculum has since been revised to conform to the 60 SCH.
The curriculum was presented previously in the “Are We Doing the Right Things?: section 1.A

1. If there are more than 60 SCH in the plan, show revised degree and certificate plans. Work with the program’s curriculum
coordinator to bring the revised program plans to the Curriculum Advisory Board (CAB).

The program'’s final curricular revisions to take the AAS degree to 60 SCH were presented to the college’s Curriculum
Advisory Board (CAB) in August 2014. (These changes included removal of ITCC 2371-CCNA 3 and 2372-CCNA 4 as
program requirements and the introduction of a second 3 SCH elective. The CCNA -3 and -4 courses are options that
students can use to fulfill the total of 6 SCH of electives. ) The recommendations presented at that time were approved
by CAB and were transmitted to the college’s leadership team in September 2014. The Leadership Team approved the
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proposed changes, and the 60 SCH degree will go into effect for the 2015-2016 academic year, meeting the state’s
mandated time frame for implementation of this requirement.

A revised curriculum has been in place since Academic Year 2015, that addresses this issue. See previous answer.

Completers Standard: Average 25 completers over the last five years or five completers per year.
Number of completers: 57 AAS/Certificate completers in the last five years. (Including FY2014 when 36 students
completed the program with a certificate or AAS degree.)

If below the state standard, attach a plan for raising the number of completers by addressing barriers to completion
and/or by increasing the number of student enrolled in the program. Definition of completer—Student has met the
requirements for a degree or certificate (Level | or )

The Information Systems Cybersecurity program has recently been rejuvenated at Collin College, and enroliment has
steadily increased from year to year. There were no completers during fiscal year 2010. In each of fiscal years 2011-2013
there were 7 AAS/Certificate completers, and in fiscal year 2014 there were 36 AAS/Certificate completers. Thus, in each of
the last four years, we have been above the state-mandated standard of five completers per year, and the five-year total of
57 completers provides a five-year average of 11.4 completers each year. The program added a new FT instructor in
Cybersecurity for Fall 2014 to increase the availability of program courses.

The Cybersecurity program does not prepare students for licensure. Students are prepared to take and pass specific
Certification exams, such as Security+, CISSP, and the CCNA Security exam.
We do not track student certification exam results.

Retention Standard: 78% of census day students should earn a grade in the class.
Include the retention rate: >90%

If the retention rate is below 78%, include a plan for raising it.
Not applicable
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B. Make a case that the program curriculum is current.

Points to consider:
e How does the program curriculum compare to similar programs at peer schools?
e Isthe program curriculum in line with any professional association standards or guidelines that may exist?

e If the program curriculum differs significantly from these benchmarks, explain how the Collin College curriculum benefits students and
other college constituents.

The only significant competition to Collin’s program at the Associate’s degree level in the north Texas region comes from Richland
College which has a degree program focused upon Digital Forensics and Secure Coding with specializations in Cybercrime and
Information Assurance. The forensics program at Richland focuses upon the identification of evidence of criminal activity after it has
taken place, making this program a strong complement to the efforts of law enforcement officials following a cyber-intrusion event into
a network. At Collin, the focus of our program is more network administration centric. Our efforts train students to “stand watch” by
implementing effective security policies and monitoring network traffic to prevent cyber intrusions or to act quickly to mitigate the
potential damage following unauthorized access to a network. Effectively, Richland’s program prepares students to closely support law
enforcement, and Collin’s program prepares students to support IT departments at target organizations.

Collin’s program encourages students to obtain training (and prepares students up to gain professional certification) in Microsoft
Windows Server Technology, Cisco Computer Networking (at the CCENT and CCNA levels) as well as entry-level IT certifications such as
CompTIA’s A+, Network+ and Security+. Taken together, this portfolio of certifications signals potential employers that Collin graduates
possess the necessary knowledge, skills, and abilities that IT hiring managers seek in successful employees. This training is strongly
augmented with valuable information about how to harden operating systems against low-to-moderate level cyber-attacks, how
important it is to establish and follow strong security management practices on a day-to-day basis, and how to effectively respond to the
notification that an intrusion has occurred, following procedures and practices that preserve valuable evidence while returning the
organization to a state of secure operations.

Finally, the department’s decision to pursue being named as a Palo Alto Networks Academy and the resulting introduction of Palo Alto
Networks ‘ next generation firewalls in the ITSY 2301 — Firewalls and Network Security course, we have made a significant stride to
ensure that our students are staying current with the most up-to-date technology available to businesses to secure their networks. The
department continues to work diligently to ensure that the students completing this program have learned industry relevant skills.
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C. Make a case with the Advisory Minutes that the Advisory Committee has employers who are active members that are representative of Collin
County employers.

1. How many employers does your Advisory Committee have? 16

Primary self-study questions were adapted from Academic Program Review “Structuring the Six Self Study Questions,” Michigan State University, 2008.

CyberSecurity Advisory Board

Patrice Alessandra
Russ Murrell
Steve Levesque
Kevin Mellott
Ronald Kopeki
Mack Williamson
Joe Estensen
Jason Rowe

Matt Ancelin
Bryan Humphreys
Mark Johnson
Randy Herbert
Steve Austin
Wayne Boline
William Jackson
John Jordan

Co-Chair

Co-Chair

Dell Systems

Dell Systems

Dell Systems
Erase.com

Global Data Guard
Hewlett-Packard
Oncor Electric

Palo Alto Networks
Palo Alto Networks
Path Way Enterprises
Raytheon
Raytheon
Raytheon
Raytheon

Raytheon
Texas Instruments

2. How many employers attended the last two meetings? 10

3. Include any resources they contribute to the program (time, equipment, supplies, money, co-op spots) in the Partnership Table in
section 8.
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4. Briefly summarize the curriculum recommendations made by the Advisory Committee over the last four years.

As this program was just being reconstituted 4 to 5 years ago, the CyberSecurity Advisory Board has been instrumental in terms of
making relevant curriculum recommendations from each respective member’s corporate perspective. The high lights of the
recommendations are below. The status of implementation is noted.

e Recommended to include a Security + Certification course- Implemented

e Recommended to include ITIL Certification- Not Implemented due to cost of curriculum.

e Recommended to include a CISSP Certification elective course- Implemented

e Recommended to build a CISSP Professional Certificate- Implemented

e Recommended to include an on-line Security + Certification course- Implemented

e Recommended to include a Cloud Essentials Certification course- Implemented

e Recommended to include a VMWare Certification course- Implemented

e Recommended to include a CISM Certification course- In Process of Implementation

e Recommended to change from Microsoft Server 2003 course work to Microsoft Sever 2008 coursework- Implemented

e Recommended to change from Microsoft Server 2008 course work to Microsoft Sever 2012 coursework- Scheduled for Fall 2015
Implementation

e Recommended to include a CyberSecurity Case Study course- Not Implemented due to credit hour limitations.

e Recommended to include Palo Alto Networks curriculum into Firewalls course- Implemented

e Recommended to become a Palo Alto Networks Academic Academy- Implemented

e Recommended to bring CyberSecurity track to local ISD’s High School Career Pathways- Implemented Fall 2013, Fall 2014 or Fall 2015
depending on the ISD.

e (Based on State of Texas requirement to take AAS degrees to 60 hours) Recommended to make all 4 credit courses 3 credits-
Implemented

e Recommended that students need a “Private Cloud Ecosystem” in which they can work with security threats (viruses, malware, Trojans,
etc.). In a segmented environment, the student could learn without fear of harm to the external environment.- Not Implemented, but
the department is seeking external funding opportunities to pursue this opportunity in the near future.
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D. For any required program courses with enrollment below 15, explain a plan to grow enrollment or revise the curriculum.

Over the last three academic years course enrollment for technical classes are consistently getting above 15. The only
exception is ITSY-2343 in Spring 2013 with an enrollment of 14. This is expected to continue growing as the program
expands. In Spring 2014, two sections of this course ran with a total of with 35 students enrolled, and student demand was
so strong that an additional section was run in Summer 2014 with an enrollment of 17 students.

E. Make the case with evidence that the required courses in the program are offered in sequencing or at intervals appropriate to enable
students to complete “on time” if a student was enrolled full-time and followed the degree plan.

During the 2012-2013 academic year, the department made the decision to align course offerings with the recommended schedule for a
full-time student that appears in the Collin College catalog. Many entry-level and high-demand courses are offered routinely during Fall,
Spring and Summer terms (and in many cases multiple sections are offered each term), but for the higher level classes, the importance
of students knowing when a course will be offered is critical to helping students maintain momentum toward completion while ensuring
sufficient numbers of students for courses to run on a routine basis. For these latter courses, we actively choose not to run additional
sections if we know that demand in the semester we are committed to offer the course might be cannibalized. We believe that this
decision is starting to gain traction in the Cybersecurity program and that this approach is proving beneficial to students as the
program’s enrollment grows with the exposure of this career field in the general media.

F. Make a case with evidence that students are satisfied with the program.

The Engineering Technology department does NOT currently survey students about their opinions regarding the program. The Director
of Engineering and program faculty routinely discuss with students their progress through the program and concerns are passed along to
the Director and to the Dean to consider as program adjustments are considered. We have seen considerably larger number of students
enroll in the Cybersecurity program over the last two years, reflecting the fact that students are voting with their feet to pursue a
program that they perceive as valuable and in demand in the marketplace. The only formal survey that the college conducts is the Noel-
Levitz Student Satisfaction Survey. This survey is conducted at the institutional level, so it is difficult to relate the results to any specific
program. With that being understood, for 2014 students were generally satisfied with their college experience at Collin College (59% of
responding students indicated that their experience at Collin was better than expected) and 79% of responding students indicated that
they would definitely or probably enroll at Collin again. Perhaps most directly applicable to the program review of all
technical/workforce programs at Collin are the results for the questions that asks students if the quality of instruction in the
vocational/technical programs is excellent. On a scale of 1 to 7, students at Collin ranked this item as highly important (importance
score of 6.37) and indicated that they are generally satisfied with the quality of instruction they receive in vocational/technical programs
(satisfaction score of 5.5). These values compare with national averages of 6.10 for importance and 5.42 for satisfaction, reflecting that
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Collin students are modestly more satisfied than vocational/technical program students at comparable community colleges across the
country.

G. Make a case with evidence that the program is well managed.

Points to consider:
Definitions of data elements can be found on CougarWeb under Institutional Effectiveness>Program Review>Institutional Research Files for
Program Review (in the right-hand column)

e Student/Faculty Ratios

e Average Class Size

e Unduplicated, actual, annual enrollment data

e Grade Distributions

e Contact Hours Taught by Full-Time and Part-Time Faculty

e Identify all courses that have a success rate below 75%. If any of these courses are core courses, visit with the discipline lead to determine
that the content of the course is appropriate to the workforce program outcomes. Using assessment evidence and instructor observations,
identify the student learning outcomes that are the greatest challenges for students in courses with low success rates. Explain what
instructional and other intervention might improve the rate for each identified course.

e How well are the general education requirements integrated with the technical coursework?

e Student satisfaction: Do you collect any evidence of student satisfaction with the program? What kinds of complaints are made to the dean
by program students?

The Information Systems Cybersecurity program is well managed, and this is reflected in a number of metrics that are described below.
Student/Faculty Ratios:

The ratio of full-time equivalent students to full-time equivalent faculty members has ranged from 3.1 to 4.9 over the period from
FY 2010 through FY 2014. Over the last three fiscal years, this metric has averaged 4.38 in contrast to an average of 3.675 during
the first two years of the measured time frame. The higher average in the last three years reflects increasing enrollments in the
Cybersecurity program. The magnitude of this measure is consistent with other workforce programs at Collin College, (see Measure
4 table), and we conclude that this implies an appropriate level of faculty staffing for students pursuing the degrees and certificates
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in this program. With the addition of a new FT faculty member in Fall 2014 to accommodate growth, we may see a temporary drop
in this metric this year, but the enhanced capacity should allow us to expand program offerings and student enrollments in
subsequent years. It should be noted that a number of courses appearing in the Tables for Measure 5 are not included in the
Information Systems Cybersecurity program (e.g. ITCC 2450, 2451, 2452, 2453, ITSC 1305 and 1309), and a number of courses that
are required in the program (ITMT courses) are not included in the list, and this may be providing an incorrect value for the
Student/Faculty ratio reported here.

Measure 4
Ratio of Program Students to Program Faculty
Collin College
FY2010 through FY2014

FY2010 FY2011 FY2012 FY2013 FY2014
Program Names CIP Code Fall Spring Fall _Spring Fall _Spring Fall Spring Fall _Spring
Digital Video 500410 39 42 3.9 4.0 52 49 4.4 53 4.8 53
Information Systems Cybersecurity 111003 3.1 4.5 3.8 3.3 4.9 4.6 41 3.9 4.6 4.2
Computer Systems 110101 7.4 7.3 6.9 57 6.7 6.3 6.0 6.2 6.3 59
Criminal Justice FOS 430100 97 11.0 13.0 13.3 153 147 147 143 16.0 150
E-Business Development 110801 71 6.9 6.6 5.7 6.7 6.1 6.1 6.5 6.1 5.6
Engineering FOS 140101 6.1 6.1 5.9 5.6 59 6.2 5.7 59 5.6 6.2
Graphic Design & Web Grpahic Design 500402 71 7.6 7.2 7.4 82 7.5 7.2 7.4 71 72
Green Interior & Architectural Design 500408 56 54 47 4.9 51 50 43 43 41 33
Nursing AAS 513801 51 5.3 5.6 5.5 5.4 5.3 5.8 56 4.4 41
Office Systems Technology 520401 50 51 4.4 4.1 50 47 46 46 4.6 50
Respiratory Care 510908 21 1.5 1.7 1.4 2.0 1.9 1.7 2.2 1.8 2.0

Note: For each term, the student faculty ratio is calculated by dividing the number of student full-time equivalent (SFTE) enrolled on course census dates in
program courses by the faculty full-time equivalent (FFTE) teaching the program courses included in the numerator. The ratio's numerator (SFTE) is
calculated by dividing the total semester credit hours generated by program courses by 15. The ratio's denominator (FFTE) is calculated by summing the
number of full-time faculty members who taught program courses plus one-third of the part-time faculty members who taught program ceurse

Average Class Size:

The Information Systems Cybersecurity program can be thought of as being composed of two major domains. The first (foundational) domain in
computer networking requires students to complete a total of ten courses the fundamentals of Computer Networking to gain many of the traditional
technical skills expected of anyone working on an enterprise-level network. (We were not provided data for the three required courses that focus upon
Microsoft operating systems.) Over the last five fiscal years, the average class sizes in the seven courses that we do have data for have ranged from 9.5
to 28. On a fairly consistent basis, the lowest numbers have typically appeared in the CCNA courses (ITCC-courses). These low numbers reflect the fact
that our Cisco labs are designed for 24 students, and we currently allow seven (7) Continuing Education (CE) students to enroll in each section of these
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courses. Typically we have seen 4-6 CE students register in each section, so the average class sizes in the Cisco courses are typically in the range of 15-
23 students. Prior to Spring 2014, we reserved a total of 4 seats in each section for CE students (in some sections more than 4 CE students are enrolled,
but this has always been a somewhat rare occurrence). Since the class size numbers only reflect the enrollments of students taking the courses for
credit, these classes have larger numbers of students being served. We rarely run an ITCC course with fewer than fifteen total students (CE+credit).
The second domain of knowledge covered in this program is the cybersecurity domain. For 2014-2015 there are a total of five courses in cybersecurity
(with the ITSY rubric) that are required to complete the program and there are two other courses (ITSY 1400 and ITSY 2572) which may be taken to
fulfill program elective requirements. Average class sizes in these seven courses have ranged from 9-42 over the last five years. The data in Measure 5
(See Appendix D) show that there were significantly lower class sizes in the ITSY courses in FY’s 2010 and 2011 with classes routinely running with
enrollments in the low teens. For Fiscal years 2012-2014, the class sizes have ranged from 11 to 42, but the data clearly demonstrate the expansion of
student interest in this program over the last three years. During this period overall class sizes have routinely stayed in the high teens or low-to-mid
twenties. This enrollment growth reflects a genuine attention to the development of this program as an extension of the Engineering
Technology department’s expertise in computer networking and to the expansion of student interest in cybersecurity careers in the last
two or three years.

Unduplicated Enrollment Data (by term):

The unduplicated enrollment data for the Information Systems Cybersecurity program is shown in Measure 1b below. The data in this
table show an uneven growth in enroliment over the last five years, but it should be remembered that a number of courses not in the
program are included in this data, and at least three of the ITMT (i.e. Microsoft networking) courses are not represented in the data set.
As a result, it is difficult for us to draw many conclusions from what is observed. Moreover, students registering for CPMT 1305/1405,
ITNW 1358 and all of the ITCC courses could be pursuing training in any of four different programs (including Information Systems
Cybersecurity), further clouding the conclusions that can be drawn from these numbers. A better proxy for enrollment in the
cybersecurity program is the duplicated enrollment in ITSY courses over the five-year period under consideration. (See Appendix E) In
FY 2010, a total of 94 duplicated enroliments were recorded. The corresponding enrollment numbers for FY’s 2011-2014 are 118, 248,
290, and 388, respectively. Thus, over the past five years duplicated enrollments in ITSY courses have grown by a factor of 4.13 times,
representing an annualized compounded growth rate of 42.5% over the period from FY 2010 to FY 2014.
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Measure 1b

Unduplicated Enroliment by Term
Digital Video(CIP: 500410)
Collin College
FY2010 through FY2014

Term Unduplicated Enroliment
FY2010
[Fall 2009 399
Spring 2010 411
Summer | 2010 74
Summer |1 2010 — 11
FY2011
Fall 2010 437
Spring 2011 462
Summer | 2011 49
FY2012
Fall 2011 453
Spring 2012 483
Summer | 2012 83
Summer |l 2012 28
FY2013
Fall 2012 496
Spring 2013 501
Summer | 2013 51
Summer |1 2013 23
FY2014
Fall 2013 530
Spring 2014 488
Summer | 2014 58
Summer || 2014 25

Source: Collin College Banner Student System based on Argos query.

Grade Distributions for the Information Systems Cybersecurity courses reflect a consistent application of faculty grading policies.
(Appendix F) Overall, the grade distributions during long semesters, for all courses within the program reflect that approximately 40% of
students earn grades of “A”, 20-30% of students earn grades of “B”, 5-10% of students earn grades of “C”, 0-2.7% of students earn
grades of “D”, and 10-20% of students earn grades of “F”. Typically 4-10% of students undertake withdrawals in any given long

Primary self-study questions were adapted from Academic Program Review “Structuring the Six Self Study Questions,” Michigan State University, 2008.
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semester. The consistency of these distributions is also reflected in the fact that generally 90-95% of students complete their courses
and anywhere from 80-95% of students earn grades of “C” or better for courses taken during the long semesters. This overall
distribution is consistent with other workforce programs at Collin College. The grades that students earn in ITSY courses are somewhat
higher than the grades earned in the foundational computer networking courses. We believe that this reflects the fact that these
networking courses are typically taken during the 1°* half of the AAS program and the ITSY courses are typically taken during the latter
half of the AAS program. Since the students have generally been required to successfully complete the networking courses, they have
learned invaluable study skills and better understand faculty expectations when moving into the cybersecurity-focused portion of the
curriculum.

Contact Hours Taught by Full-time and Part-time Faculty:

As of Fall 2014, Full-time faculty are teaching 63% of the contact hours in Computer Networking (including all of the computer
networking and the cybersecurity courses). However, the data shown in Appendix G for Fall 2014, are incomplete because they only
reflect the courses that were underway as of the census date (in September) for the 16 week term. Nearly all of the courses taught in
computer networking and in cybersecurity are offered in 8-week terms, and the set of courses that started in the second half of the term
are not incorporated into these numbers. Once these numbers are included, we would expect that somewhere in the neighborhood of
60% of all contact hours taught in computer networking would be covered by full-time faculty members. This reflects a strong
commitment on the part of the college to secure well-qualified faculty in this rapidly changing field of study.

Identification of courses with Success Rates of less than 75%:

Three courses in the Information Systems Cybersecurity program show aggregate Student Success rates of less than 75% for the period
encompassing FY’s 2010-2014. (See Appendix F) These three courses (and the corresponding Success rates) are: ITCC 1301/1371-CCNA-
1 with a 67.3% success rate, ITCC 1304/1374-CCNA-2 with a 72.5% success rate, and ITSC 1316-Linux Installation and Configuration with
a 74.2% success rate. The first two CCNA courses are typically courses that students come to Collin to take in order to “test the waters”
to see if computer networking is a career field that they may want to pursue further. These two courses together lead to an industry
standard credential (Cisco Certified Entry-Level Technician-CCENT) that can lead to economically valuable employment very quickly. This
course is intended to be an introductory level course to computer networking, but students typically struggle with some of the
conceptual mathematical background associated with properly sub-netting IP addresses. This requires students to understand binary
mathematics, a topic that most students have not seen in a very long time and that is not covered in typical freshmen level college
mathematics courses. The good news is that a significant improvement is seen when students move to CCNA-2, where course success
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rates improve to 72.5%. This reflects rapid improvement in the abilities of students to successfully overcome the challenges of these
technically demanding courses.

The department has recently begun to offer CCNA-1 and CCNA-2 courses in 16-week formats to provide an opportunity for less prepared
students to encounter the foundational computer networking material at a slower pace. This is expected to result in greater reflection
time and improved student outcomes. Additionally, over the last two years, we have put into place an IT tutoring Den (with funding
from the Dol grant) that has made tutoring in computer networking available to students.

The situation with ITSC 1316-Linux Installation and Configuration reflects the particularly technical nature of the Unix operating system.
For some reason, students typically perform better in this course in the spring semester than in the fall semester, perhaps reflecting
general familiarity with operating systems after having been involved in courses for the Fall semester. Success rates in the spring have
ranged from 75-87.5% in the Spring whereas in the fall they have ranged from 60-75% over the period of fiscal years 2010-2014. The
fact that success rates can be routinely well in excess of 75% suggests that the global success rates lying within 1 percentage point of the
state standard is a function not of how the course is taught, but rather of how prepared a student is as they start the course. (The same
instructors have taught ITSC 1316 in every semester that it has been taught during the period covered by this review.) An alternative
view of the data is that in only two semesters (spring 2010 and spring 2012) were the success rate in this course substantially below the
75% standard. If these two semesters are taken as outliers, then ITSC 1316’s success rates would be above the standard for the period
covered by this review. (It should be noted that beginning in Spring 2010, ITSC 1316 was transitioned from a fully online course to a
hybrid course to encourage more student interaction with faculty and to provide greater guidance for the assigned lab activities. The
issue with Spring 2010 may be a reflection of a faculty learning curve being overcome as experience was gained with the hybrid delivery
format.

Perhaps the most important factor to note regarding course success rates in this program is the fact that the most difficult courses are
taken early in the program (ITCC 1301/1371 and ITCC 1304/1374). This fact benefits students by giving them an opportunity to test their
mettle early in the program and to make a decision about whether they are capable of learning the technical content of the program.
These hurdles occur sufficiently early in the program that students are not deeply invested into the program before facing these
challenges. While some might argue that this reflects a need to alter the approach to how these two courses are taught, we would
caution against this conclusion. Cisco Systems defines the content of the curricula for these two courses, and they have been made
more rigorous with the revision to the CCNA curriculum that occurred in 2013. Many of the students in these two courses are “giving
‘em a try” to see if computer networking is a field that they truly wish to pursue as a career, and Cisco is working to make sure that
students are challenged in order to prepare them for the rigors of the various workplace environments that they may encounter once
they complete the program. Our efforts to offer these courses in the traditional 16-week formats should assist those students that are
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struggling in the 8-week formats, and we believe that in time we will see improved student outcomes as a result of the decision to offer
the longer format.

Integration of General Education Requirements:

For those students pursuing an AAS degree in Information Systems Cybersecurity, the current General Education Requirements make the
following recommendations: ENGL 1301-English Composition | to meet the communication requirement, MATH 1314-College Algebra to
meet the math/science requirement, ECON 1301-Introduction to Economics to meet the Social and Behavioral Science Requirement,
HUMA 1301-Introduction to the Humanities to meet the Humanities/Fine Arts requirement, and SPCH 1311-Introduction to Speech
Communication to meet the program elective requirement. Each of these does constitute a recommendation on the part of the
program, but students do have other choices with every recommendation except ENGL 1301, which is required for all students pursuing
the AAS degrees. The skills learned in English Composition | are utilized in a number places throughout the technical curriculum in which
technical papers/lab reports, etc. are required for course completion. Effective written communication is also a key skill that businesses
seek out in entry-level employees. MATH 1314 is recommended for Cybersecurity students in order to reinforce their mathematical
reasoning and logical thinking skills. A working knowledge of college level mathematical ability will be needed on the job for successful
graduates if they encounter situations involving entry-level cryptographic issues. And many students may wish to pursue additional
education in the cybersecurity field where courses in cryptography are relatively common. The choice of College Algebra should assist
these students with being better prepared as they move forward with their educational plans. The choice of ECON 1301 lays the
foundation for students to be better informed of how the economic environment in which the business decisions that will affect their
departments are made once they are on the job. SPCH 1311 is recommended to provide students with a solid foundation of the theory
of human communication, which serve students well in their interactions with fellow students as they perform labs, work on projects,
etc. Additionally, skills learned in this course align well with the skills that many businesses seek in successful entry-level hires. Finally, in
HUMA 1301 students are exposed to the many levels of achievement that are distinctly human, and it serves to help students gain
context for understanding why individuals undertake the actions that they undertake, which could prove valuable on the job as a
cybersecurity analyst or manager.

Student Satisfaction:
Currently we do not collect any organized data on student satisfaction for the Information Systems Cybersecurity program. As with all
workforce programs in the Engineering Technology department, the Dean and the Director monitor comments on student evaluations of

instruction, and we discuss any significant concerns that students may bring forth. Over the last five years, complaints to the Dean
and/or the Director regarding the Cybersecurity program have been minimal in number.
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Overall Quality of Program Management:

Overall, the management of the Information Systems Cybersecurity program adheres to the guidelines established by Collin College for
successful workforce programs, and this is supported by the success of program graduates once they leave Collin College.

7. HOW WELL DO WE COMMUNICATE AND WHO THINKS SO?

Make a case that the program literature and electronic sites are current, provide an accurate representation, and support the program’s
recruitment plan, retention plan and completion plan.

Points to consider:

e Ask students and your Advisory Board members to give you feedback on your website and literature; incorporate their suggestions as
appropriate.

A. Provide program website URL

B. Describe the process used to keep all program literature (course descriptions, degree plans, catalog entries, etc.) and electronic sites
updated and aligned with district-wide college literature and sites.

The program website is updated annually after new catalog edits are made at the end of the college’s annual curriculum cycle.
Responsibility to update this website lies with Collin’s Curriculum Office to ensure that it is kept current and relevant to anyone
investigating the requirements for the program. The annual curriculum cycle also incorporates revisions to course descriptions and
student learning objectives, addition of new courses and deletion of old courses, etc. As a result all aspects of program literature related
to the Collin College Catalog is updated on the same annual cycle to limit errors/differences. The only piece of program literature that is
maintained outside of the catalog information is a brochure for the program that the department had printed to market the program at
various events in the north Texas region. The brochure is shown in the final entry of the Program Literature Review table below. It
remains relevant and up to date as of Fall 2014.
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C. Provide the review date (after the close of the last full academic year) in the Program Literature Review Table below that shows the
elements of information listed on the website and in brochures were checked and updated for accuracy and are available to the public.
Elements include, but are not limited to, current academic calendars, grading policies, course syllabi, program handouts, program tuition
costs and additional fees, description of articulation agreements, availability of courses and awards, and local job demand in related
fields

Program Literature Review

Date Last
Reviewed and
Updated

CPMT 1305 Course Description Fall 2014

IT Essentials I: PC Hardware and Software a

(Formerly CPMT 1405)

Provides comprehensive overview of computer hardware and software and an

introduction to advanced concepts. Lab required. 3 credit hours. (W)

ITCC 1371 Course Description Fall 2014

CCNA 1 Cisco - Introduction to Networks

A course introducing the architecture, structure, functions, components, and models of
the internet. Describes the use of OSI and TCP layered models to examine the nature
and roles of protocols and services at the applications, network, data link, and physical
layers. Covers the principles and structure of IP addressing and the fundamentals of
Ethernet concepts, media, and operations. Explains IPv6 Network Addresses, Design
Considerations for IPv6, Managing IOS Configuration Files, and Integrated Routing
Services. Build simple LAN topologies by applying basic principles of cabling; perform
basic configurations of network devices, including routers and switches; and
implementing IP addressing schemes. Lab required. 3 credit

hours. (W)
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ITCC 1374 Course Description
CCNA 2 - Routing and Switching Essentials Fall 2014
This course describes the architecture, components, and operation of routers, and
explains the principles of routing and routing protocols.
Students analyze, configure, verify, and troubleshoot the primary routing protocols and
OSPF. Recognize and correct common routing issues and problems. Model and
analyze routing processes. This course also describes the architecture, components,
and operation of switches, and explains the principles of switching, VLANs and Inter-
VLAN routing. The essentials of security, address translation and DHCP are also
described. Lab required. Prerequisite: ITCC 1371.
3 credit hours. (W)
ITCC 2371 Course Description
CCNA 3 - Scaling Networks P Fall 2014
This course helps students develop an in -depth understanding of how switches
operate and are implemented in the LAN environment for small
and large networks, how routers operate and are implemented in the LAN environment
for small and large networks. Detailed explanations of LAN
switch operations, Rapid Spanning Tree Protocol (RSTP), router operations, DHCP,
Link Aggregation, EIGRP, Multi-Area OSPF, and 10S File Management and wireless
network operations. Analyze, configure, verify, and troubleshoot RSTP, DHCP, Link
Aggregation, EIGRP, Multi-Area OSPF and wireless networks. Lab required.
Prerequisite: ITCC 1374. 3 credit hours. (W)
ITCC 2372 Course Description Fall 2014

CCNA 4 - Connecting Networks

This course explains the principles of traffic control, Borderless Networks, Virtualization,
Collaboration, Tunneling, IPSec VPN, Syslog Operation, SNMP Operation and provides
an overview of the services and protocols at the data link layer for wide-area access.
Describes user access technologies and devices and discover how to implement and
configure Point-to-Point Protocol

(PPP), Point-to-Point Protocol over Ethernet (PPPoE), DSL, and Frame Relay. WAN
security concepts, tunneling, and VPN basics are introduced.

Discuss the special network services required by converged applications and an
introduction to quality of service (QoS). Lab required. Prerequisite: ITCC 2371. 3 credit

hours. (W)

Primary self-study questions were adapted from Academic Program Review “Structuring the Six Self Study Questions,” Michigan State University, 2008.
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ITMT 1370 Course Description Fall 2014
Configuring and Supporting Microsoft Windows 7 a
Addresses the implementation and desktop support needs of customers that are
planning to deploy and support Microsoft Windows 7 in a variety of stand-alone and
network operating system environments. In-depth, hands-on training for Information
Technology (IT) professionals responsible for the planning, implementation,
management, and support of Windows 7 (MS 70-680). Lab required. Prerequisite:
ITNW 1358 or consent of Program Director. 3 credit hours. (W)
ITMT 2322 Course Description Fall 2014
Windows Server 2008 Applications Infrastructure Configuration (Formerly ITMT a
2422)
A course in the installation, configuring, maintaining, and troubleshooting of an Internet
Information Services (1I1S) 7.0 web server and Terminal Services in Windows Server
2008 (MS 70-643). Lab required. Prerequisite: |
TMT 2301. 3 credit hours. (W)
ITMT 2351 Windows Server 2008: Server Administrator (Formerly ITMT 2451) Course Description Fall 2014
Knowledge and skills for the entry Level server administrator or information technology
(IT) professional to implement, monitor and maintain Windows Server 2008 servers.
(MS 70 - 646). Lab required. Prerequisite: ITMT 2301. 3 credit hours.
(W)
ITNW 1358 Course Description
Network+ Fall 2014
Assists individuals in preparing for Computing Technology Industry Association
(CompTIA) Network+ certification exam and career as a network professional. Prepares
individuals for a career as a Network Engineer in the Information Technology support
industry. Includes the various responsibilities and tasks required for service engineer to
successfully perform in a specific
environment. Lab required. 3 credit hours. (W)
ITSC 1316 Course Description Fall 2014

Linux Installation and Configuration

Introduction to Linux operating system. Includes Linux installation, basic administration,
utilities and commands, upgrading, networking, security, and application installation.
Emphasizes hands-on setup, administration, and management of Linux. Lab required.
Prerequisite: ITNW 1358 or consent of Program Director. 3 credit hours. (W)

Primary self-study questions were adapted from Academic Program Review “Structuring the Six Self Study Questions,” Michigan State University, 2008.
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ITSY 1300 Course Description Fall 2014
Fundamentals of Information Security (Security +) a
(Formerly ITSY 1400)
An introduction to information security including vocabulary and terminology, ethics, the
legal environment, and risk management. Identification of exposures and vulnerabilities
and appropriate countermeasures are addressed. The importance of appropriate
planning, policies and controls is also discussed. Lab required. Prerequisite: ITNW
1358. 3 credit hours. (W)
ITSY 2300 Course Description
Operating System Security
Fall 2014
Safeguard computer operating systems by demonstrating server support skills and
designing and implementing a security system. ldentify security threats and monitor
network security implementations. Use best practices to configure operating systems to
industry security standards. Lab required. Prerequisite: Any ITCC, ITMC, ITMT or ITNW
course, or consent of Program
Director. 3 credit hours. (W)
ITSY 2301 Course Description
Firewalls and Network Security Fall 2014
Identify elements of firewall design, types of security threats and responses to security
attacks. Use Best Practices to design, implement, and monitor a network security plan.
Examine security incident postmortem reporting and ongoing network security activities.
Prerequisite: ITSY 2300 or consent of Program Director. 3 credit hours. (W)
ITSY 2341 Course Description Fall 2014

Security Management Practices

In-depth coverage of security management practices, including asset evaluation and
risk management; cyber law and ethics issues; policies

and procedures; business recovery and business continuity planning; network security
design; and developing and maintaining a security plan. Lab required. Prerequisite:
ITSY 2300 or consent of Program Director. 3 credit hours. (W)

Primary self-study questions were adapted from Academic Program Review “Structuring the Six Self Study Questions,” Michigan State University, 2008.
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ITSY 2342 Course Description
Incident Response and Handling Fall 2014
In-depth coverage of incident response and incident handling, including identifying
sources of attacks and security breaches; analyzing security logs; recovering the
system to normal; performing postmortem analysis; implementing and modifying
security measures. Prerequisite: ITSY 2300 or consent of Instructor or Program
Director. 3 credit hours. (W)
ITSY 2343 Course Description
Computer System Forensics Fall 2014
In-depth study of system forensics including methodologies used for analysis of
computer security breaches. Gather and evaluate evidence to perform postmortem
analysis of a security breach. Lab required. Prerequisite: ITSY 2342 or consent of
Instructor or Program Director. 3 credit hours. (W)
ITSY 2575 Course Description Fall 2014
Certified Information Security Manager (CISM) a
An in-depth study of the five domains covered on the ISACA* -CISM professional
certification exam. Each domain (Information Security Governance, Information Risk
Management, Information Security Program Development, Information Security
Program Management, and Incident Management and Response) covers the
Knowledge and tasks that cybersecurity professionals are expected to know how to
perform in the workplace. *Previously known as Information Systems Audit and Control
Association. Prerequisite: ITSY 1300 or ITSY 2300 or equivalent experience and
consent of Program Director. 5 credit hours. (W)
Program Web Site Web site at

g ! . . Fall 2014

http://www.collin.edu/academics/pr
ograms/cybersecurity.html
Brochures See Appendix H
PP Fall 2014

Primary self-study questions were adapted from Academic Program Review “Structuring the Six Self Study Questions,” Michigan State University, 2008.

Page 42 of 58



http://www.collin.edu/academics/programs/cybersecurity.html
http://www.collin.edu/academics/programs/cybersecurity.html

O 2014-15 WORKFORCE PROGRAM REVIEW
COLLIN
COLLEGE

8. HOW WELL ARE WE LEVERAGING PARTNERSHIP RESOURCES AND BUILDING RELATIONSHIPS, AND HOW DO WE KNOW?

Make a case that the program enlists university/business and industry partnerships to advance the program outcomes; complete the
Partnerships Resources Table below.

Points to consider:

Examples of partnership resources include co-op or internship sites; visiting class presenters; tours of facilities; facility use;
equipment donors; dedicated program scholarship donors; mentors, recruitment, graduate employment, and Advisory Committee
members.

Collin College has been extraordinarily fortunate to draw upon the resources of many local IT-industry businesses to support the
cybersecurity program. We have placed three students into the Alcatel-Lucent Network Operations Center in Plano, TX to gain valuable
work experience as a capstone component of their degree plans, and we have been fortunate to attract a number of high profile
industry experts to speak at the Evening Speaker Series that was instituted in the Engineering Technology department over the last three
years. (Kevin Mellot, Rick Brunner, and Steve Austin are members of the industry advisory board for the cybersecurity program.) In
2012-2013, we were approached by Palo Alto Networks about incorporating their next generation firewalls into our ITYS 2301 course,
and that discussion ultimately led to the donation of approximately $32,000 worth of equipment to the department as well as the
designation of Collin College as Palo Alto Networks Academy, granting the college the benefits of teaching our students the
fundamentals of this powerful new technology. Mike Saylor, the Executive Director of the Cyber Defense Labs at UT-Dallas served as an
associate faculty member for approximately one year before joining the faculty as a FT faculty member in Fall 2014. Finally, the North
Texas chapter of the Information Systems Security Association worked closely with the department to organize the first semi-annual
cybersecurity conference at Collin College, drawing over 300 industry professionals to Collin’s Spring Creek Campus in Plano, TX. This
effort involved the efforts of many local industry experts to organize the event, provide CPE credits for attendees, and to generally
provide an outstanding, low cost professional development opportunity for local businesses. In short, the Cybersecurity program has
strong ties to the local business/industry community.
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The program’s association with the ISSA has resulted in a number of students having Intern opportunities. Unfortunately, those
numbers have not been tracked as of this date. One of the priorities of our new Division, will be the promotion and tracking of these

Intern opportunities.

A major benefit of our outside associations, has been the generation of several thousand dollars of scholarship money, from the North
Texas ISSA chapter over the past 3 years. State Farm Insurance provide Collin a grant of $10,000, part of which was mandated to pursue
an Information Cybersecurity camp for Middle School students. We recently successfully completed that camp this past December.

Partnership Resources

Alcatel-Lucent- Security Operations Center Co-op (3 students placed) N/A
Palo Alto Networks 12 Firewall Devices ~$ 32K
Palo Alto Networks Academic Academy Designation N/A
Kevin Mellot, Erase.com Speaker At Engineering Speaker Series N/A
Matt Hester, Microsoft Corp. Speaker At Engineering Speaker Series N/A
Leo Lorenz, Cisco Corp. Speaker At Engineering Speaker Series N/A
Ed Reynolds, HP Enterprise Solutions Speaker At Engineering Speaker Series N/A
Nick Piagentini. Palo Alto Networks Speaker At Engineering Speaker Series N/A
Rick Brunner, GM Financial Speaker At Engineering Speaker Series N/A

Primary self-study questions were adapted from Academic Program Review “Structuring the Six Self Study Questions,” Michigan State University, 2008.
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Mike Saylor, Cyber Defense Labs Speaker At ISSA Student Chapter Meeting N/A
Steve Austin, Raytheon In Class Speaker N/A
Kevin Mellot, Erase.com In Class Speaker N/A
Steve Austin, Raytheon Speaker At All College Day N/A

9. DO WE SUPPORT THE PROGRAM WELL WITH FACILITIES, EQUIPMENT, AND THEIR MAINTENANCE AND REPLACEMENT,

AND WHO THINKS SO?

Make a case with evidence that current program facilities, equipment, maintenance and replacement plans are adequate and will advance the program over
the next five years. Complete the Resource Tables below as support for your narrative.

Points to consider:

o The useful life of structures and equipment, Special structural requirements, and

e Anticipated technology changes impacting equipment sooner than usual.

e If you plan to include new or renovated facilities or replacement of equipment in your program improvement plan in Sections 13 & 14, be sure to
justify the need in this section with qualitative and/or quantitative data evidence of the need

Primary self-study questions were adapted from Academic Program Review “Structuring the Six Self Study Questions,” Michigan State University, 2008. Page 45 of 58
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Current program facilities include two dedicated computer classrooms at the Preston Ridge campus. Many of the courses in the program can be taught in
computer classrooms (and some can easily be taught in traditional classrooms or completely online). Given the growth in enroliment for this program, we
do anticipate needing to secure additional classroom capacity. The most immediate need is to reorganize/rearrange the computer workstations in H134 at
PRC to achieve two goals. First, the arrangement of the physical layout of the workstations needs to be changed to make the learning environment more
amenable to instruction. Secondly, this should be done while expanding the seating capacity of the room from 22 to 32 computer stations. If we continue
to see enrollment in the Cybersecurity program grow at the rate it has grown over the last two to three years, we anticipate needing to request an
additional computer classroom. There are a number of options open to the program along these lines, including the reassignment of H133. Currently H133
is being utilized for courses in the electronics program, but it is in the wing of Heritage Hall that is shared by H134 and the three Cisco Computer
Networking labs. It already contains a number of computer workstations, and it possesses much of the necessary infrastructure to accommodate additional
IT equipment. Some additional furniture and a few additional computers may be needed to complete this change, but a new classroom for the electronics
and robotics classes that currently are scheduled in H133 will need to be found.

One of the strengths of the Collin Networking programs is the access to actual equipment and network resources. Reconfiguration of some of the
classrooms is required, as the Cybersecurity lab exercises require isolation from the Collin student and production network. Updated lab equipment enhances
the programs strength, as it reflects the work environment as it currently exists. When students are exposed to the actual systems they will be hired to manage, it
makes them more attractive as potential candidates to future employers. We do not have data that backs up that assertion, except the anecdotal comments
from our Advisory Board and other security professionals that we meet with in a professional setting. Again, as we become more integrated in with the review
process, we hope to capture that data.

Since this report was first published, the internet issues with the Allen Center have been resolved. The Allen Center is a critical resource to the department,
as anywhere from 4 to 8 departmental classes are delivered there in any given Academic year. We are currently undergoing another review of facilities
and equipment, that will be a more thorough accounting and predicative model of facility and equipment use.

A focus for the upcoming year will be to put solid figures and projection numbers together, to make the case for renovation of current facilities, and
potential expansion.
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Program Facilities

Will meet
Meets needs for

Room/Office Special Characteristics

Location and (i.e. permanent like ventilator needs:
Designation Size  Type hood) YorN

H134-PRC 1176 sf | Classroom [22 Computer Terminals with Y
software allowing students to

conduct hands-on labs. (The
network connections in this room
can be isolated from the college’s
network which is a benefit for
cybersecurity courses.)

years:

YorN

current nextfive Describe additional needs for

any “N” answer in
columns 5or 6.

The classroom has an adequate number
of workstations, but it needs to upgrade
lecture delivery tools, such as an
installed overhead projector and a
lectern. The back of the room is used for
storage. Some innovative re-design
would yield an excellent isolated cyber-

H241-PRC 756 sf | Conv. Lab |18 Computer Terminals outfitted Y ? Would like to expand capacity to 24, but
with network connectivity physical space won’t allow for
expansion. Future use will continue, but
it is highly likely that an additional
computer lab will be necessary in the
next five years if enrollment continues to
grow at the current rate.
CC103 Allen @800 sf| Computer [Shared computer classroom with Y Y Classrooms are used as combination
Center Classroom 24 computers lecture and lab. The internet connection
has been upgraded, and this has vastly
improved a number of exercises and
presentations that were LMS based.
CC104 Allen @800 sf| Computer [Shared computer classroom with Y Y
Center Classroom 24 computers
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Program Equipment, Maintenance/Repairs - List all equjpment required by the program that you do not consider supplies

Meets Will meet needs
current for next five

Current needs: years: For any no in columns 2 or 3,
Equipment Item or Budget Amount YorN YorN justify needed equipment or budget change
N/A

Financial Resources

Meets Will meet needs
Source of Funds current for next five

(i.e. college budget, grant, needs: years: For any no in columns 2 or 3, For any no in columns 2 or 3, identify expected
explain why source of additional funds

College Budget-STEM Y Y

Division Operating

10. WHAT DIFFERENCE WILL IT MAKE IF WE DON’T CONTINUE TO DO THE THINGS WE’VE BEEN DOING?
Discuss and analyze the intellectual and scholarly value of the program, its activities and functions, and the extent to which those activities are still appropriate.

Points to consider:
° What are the implications for the college should the program cease to engage in some particular areas?
° What are the contributions the program makes to support institutional initiatives and how would that change if the program changed?

The Cybersecurity Program, which was on the verge of termination a few years, has emerged as a potential growth area for the college, with the potential
to positively impact additional disciples. Proof of this Is substantiated in the solid growth in course enrollments (Appendix M), and the Community support
as witnessed by the attendance of over 300+ participants in past ISSA Conferences, hosted at the College, and the tens of thousands of scholarship and
grant funding from organizations like the ISSA and State Farm Insurance. To lose the Cybersecurity program at this time, would forego a very visible and
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high growth potential program, that would satisfy the needs of the local community, and potentially be a solid source of students who wish to pursue this

discipline at a 4-year institution.

The Cybersecurity program adds a tremendous value to the college’s institutional initiatives by supporting the college’s core values, mission and strategic
goals. One specific example is the Cybersecurity Programs plans to add additional workforce certificates and areas of specialization per the Strategic Plan
ltem 2.1 as well as the President’s directive at All College Day August 2015. In addition, as noted in section 2B and 2C, the cybersecurity program also
provides a valuable service to the college as a program that is elevating the college in the eyes of the local business community. The recent Cybersecurity
conference has provided us with a unique opportunity to make Collin a major intellectual center for the field.

11. GIVEN OUR PRESENT STATUS, HOW DO WE INTEND TO CHANGE IN WAYS THAT HELP US ADVANCE?

The discussion about change should be grounded in interpretation of the data used as the basis for analysis in the preceding sections. Issues in this section should
have been discussed and referenced earlier in the program review report. There should be no surprises here! Reasons for targeted changes should be clearly linked
to something such as a strategic plan, accreditation-identified issue, changing discipline standards, state initiatives, retention rates, transfer data, employer data,
etc. For example, a program might have identified issues related to demand for a course and the program’s ability to handle projected capacity as well as student
performance in the course. The discussion of change about this issue should be framed in terms of program priorities as they related to college priorities and it
should address how the intended changes will assist the program/college to move forward.
Use the Institutional and Unit Data and Resources to respond to the following questions:
A. Strengths: What strengths can this program build on in the near future?

-Program is growing with local industry recognition of the business critical importance of cybersecurity.

-Student and faculty interest in this field is strong.

-Program ties to closely related transfer faculty in criminal justice and sociology hold great promise for expanded intellectual development of the program’s
faculty and students.

-Program has developed strong relationships with key D/FW businesses in the financial, defense, security, infrastructure (e.g. utilities) and IT industries, all
of which have strong local presence.

-The program has developed strategic relationship with the north Texas Chapter of the Information Systems Security Association (ISSA), including the
founding of a student chapter of this organization at Collin College.
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-The program has organized an industry-focused cybersecurity conference in order to keep the program, the students, and the faculty at the forefront of
the field.

B. Weaknesses: What program weaknesses must be addressed in the near future?

-We anticipate that the program will need additional IT resources to provide students a more focused, hands-on curriculum. This will allow a shift away
from solely training first-responders to one focused upon students obtaining a more detailed understanding of the methods and modes used to perpetrate
cybercrimes. This is an unresolved recommendation of the advisory board, and it will require the program to seek outside funding sources to acquire the
necessary equipment.

-Program will need to cultivate a larger number of associate faculty members to meet the anticipated need for classes in this program. The extraordinary
need that business has for professionals trained in this field coupled to the workplace demands for travel to distant locations restricts the number of people
that are capable of committing to teach for Collin as associate faculty members. (Industry professionals can have high opportunity costs if they commit to
teach for Collin routinely.)

-The Program needs to focus on future areas of growth and opportunity. The most important asset that Cybersecurity needs to protect is data. The goal of
securing data spreads to multiple disciplines that are currently offered at Collin including:

e Data and database administration
e Medical Information Systems

e  Criminal Justice

e Business Information Systems

The Cybersecurity program must begin to look outwards beyond its Computer Network origins, and begin to see itself in active engagement with the rest of
the Academic Collin Community. This will also expose the program to not just additional student growth, but to a more diverse student population, that
will help it diversify and strengthen as a broad-based curriculum that can enhance multiple disciplines. At this time, we cannot point to specific studies or
research that can support this belief, other than integrating our curriculums with established programs is a proven strategy to grow a program and maintain
relevance. However, pursuing this concept will be a priority with the Discipline Lead and the Division Structure.

-The Program needs to take an aggressive and creative posture in looking for future opportunities for the Program graduates to be able to transfer, credit
for credit to accredited 4 year programs. While existing Cybersecurity related programs are beginning to emerge at local universities, the gestation of those
programs is at an early stage (less than 5 years in most cases), and affords the College an opportunity to begin serious negotiations with 4 year institutions
about necessary enhancements to existing courses, and a blueprint for future curriculum development, with the goal of delivering to our students a
credible and defined transfer path. To that end the Discipline Lead will take the necessary initial steps, working through the good offices at the Division
Level to develop a detailed roadmap for that process, with the goal of having at least some of the curriculum to be transfer ready by the Fall of 2018.

C. What are the perceived consequences if the weakness(es) is(are) not addressed?
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-In our opinion, failure to secure the IT infrastructure necessary to deliver a quality educational experience, puts them and the program in a vulnerable state
as regards future growth and local support. Resolving this issue should make it possible for Collin College to adopt a strong leadership role within the
region for supplying qualified cybersecurity candidates into the local workforce.

-Failure to secure a larger pool of associate faculty members with subject matter expertise in the discipline could diminish our ability to accommodate
student demand for this program.

-Failure to broaden the scope of the program, to incorporate either through modification to existing courses, or the creation and implementation of new
curriculum, may isolate and limit the program’s growth. Long term isolation and the inability to broaden, specifically for a program that is outside the
established academic disciplines, will almost assure extinction over the long term (5 — 10 yr perod).

D. Threats and Opportunities: Describe any forecasted trends or changes in the following areas that may impact the way this program functions five to ten years

from now:
o |legal e Political e Demographic
e Educational e Technological ® Economic
e Environmental ® Social e Cultural

As was stated above, the greatest threat to this program will be missing the opportunity to broaden the scope of the program, and thereby, not have a
defined transfer path, and also lose relevancy with the local business community. While maintaining and exceeding delivery of technical content is always a
concern, the program has been successful in the past by leveraging its outside and community contacts to secure grants and access to funds. This access
comes with an understanding that the College will invest in strengthening the program, both in delivery of curriculum to build required skill sets, but also in
strengthening the program within its Academic Workspace, and that means pursuing integration into the wider Collin College Academic Community and the
4 years Colleges in North Texas.

Strategically, Collin College students need to be exposed to a more dynamic, real-time environment to begin preparing themselves for the demands of the
modern IT workplace, and this will necessitate that the program pursue funding for the technological infrastructure that can support a private cloud
environment in which students can experience various types of attacks in real-time. This type of training represents the next stage of learning/practice for
students pursuing employment as information security analysts, and an inability to deliver on this level of training may render Collin’s students inferior to
students trained at other institutions.

Collins’ strength in the Networking field lay in its ability to provide its students a real world laboratory, that enables them to develop the delicate balance of
becoming familiar with the technology, while respecting the obligations and accountability that goes with this knowledge. The opportunity to train students
in real time with methods of attack that are currently being employed in today’s Enterprise Environment, will give Collin’s students realistic training. The
department is fortunate in having a wide array of subject matter expertise that would allow the faculty to support this infrastructure directly (core expertise
in computer networking, multiple operating systems platforms, security, etc.) without immediately burdening the college with additional expense.
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12. How WILL WE EVALUATE OUR SUCCESS?

This section of the Program Review Report should provide the framework for the action plan the program intends to use to measure progress with particular focus
on the changes discussed in the preceding section. It should set measurable priorities which clearly align with college metrics, particularly student learning outcomes.
This discussion links back to intended change strategies and what those strategies are meant to accomplish and moves forward into the metrics and measurements
which will be used to determine the extent to which the change was successful. Inclusion of incremental steps and a timeline over the next four years will help to
shape realistic goals. Complete the attached Continuous Improvement Plan (CIP) form that follows. This CIP will be implemented next academic year. Include the

data summary and findings on which the improvement action is based.

Name of Administrative or Educational SupportUnit: PRC STEM Division/Information Systems Cybersecurity AAS program
Contact name: Steve Willis Contact Email: SWillis@collin.edu Contact Phone: 972-377-1768 Office Location PRC, H110

Mission:

Collin College’s Cybersecurity programs are designed to produce successful students with fundamental knowledge of computer network security function and design.
Throughout the program students are intellectually challenged to learn the conceptual and practical knowledge required to serve the information technology security
needs of businesses within the college’s service area. Important components of these programs are the development of skill sets and behaviors that develop the
student’s professional character that local businesses are expecting to find.

PART I: Might not change from year to year

A. Outcomes(s) B. Measure(s) C. Target(s)

Results expected in this department/program The instrument or process used to measure results The level of success expected
1. Demonstrate proficiency in Wide Area Networks. (ITCC 2372 - [Final Written and Skills Exam in ITCC 2372. Standard: Appropriate Rubric (Greater Than 70 % of students
CCNA 4). attain a 70% or greater on the Assessment)
2. Demonstrate CyberSecurity policy proficiency skills learned Final Project in ITSY 2300. Standard: Appropriate Rubric (Greater Than 70 % of students
throughout the course by successfully developing a Security attain a 70% or greater on the Assessment)
Policy for a small business (20 or less employees). (ITSY 2300-
Operating System Security)
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3. Demonstrate CyberSecurity Firewall skills learned throughout
the course by composing a journal of what Firewalls are, how
Firewalls function and how they have functioned in the labs
done in the course, and, finally, conclude the journal by
discussing their practical use in business. (ITSY 2301- Firewalls)

Final completed Journal in ITSY 2301.

Standard: Appropriate Rubric (Greater Than 70 % of students

attain a 70% or greater on the Assessment)

Practices)

4. Demonstrate CyberSecurity policy proficiency skills
learned throughout the course by successfully developing a
simple Management Security Policy fora commercial or
industrial corporation. (ITSY 2341- Security Management

Final Project in ITSY 2341

Standard: Appropriate Rubric (Greater Than 70 % of students
attain a 70% or greater on the Assessment)

PART
T

From Part |

v

A. Outcomes(s)

Results expected in this
department/program

D. Action Plan
Years 5 & 2

Based on analysis of previous
assessment, create an action
plan and include it here in
the row of the outcomes it
addresses.

E. Implement Action Plan
Years1 &3

Implement the action
plan and collect data

F. Data Results Summary
Years2 & 4

Summarize the
data collected

G. Findings
Years2 &4

What does data say
about the outcome?
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1. Demonstrate proficiency in Wide Area Networks. (ITCC
2310-CCNA 4).

Spring 2012- in order to
improve student
understanding for the
Skills Test and the Final
Exam, implement
Comprehensive Skills
Challenge Lab to review
concepts in the course.
Therefore, the students
will see critical material
multiple times prior to
taking the Skills Test and
Final Exam. This should
improve understanding
for both assessments.

Spring 2014-Having reviewed

the previous data the action
planned for the next year is
the implementation of a
revised Challenge Lab that is
based on the new Cisco
CCNA curriculum.

Fall 2011, Spring 2012, and
Summer 2012:

Skills Test- 106 out of 106
met std.

Average= 94.9, High= 100,
Low= 70

Final Exam - 96 out of 106
met std.

Average= 80.7, High= 100,
Low= 59

|Fall 2012, Spring 2013, and
Summer 2013:

Skills Test- 74 out of 78 met
std.

Average= 89.0, High= 100,
Low= 0

Final Exam- 74 out of 78 met
std.

Average= 83.8, High= 100,
|Low= 60.4

2011-2012: Students met
standard.

2012-2013: Students met
standard.
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2. Demonstrate CyberSecurity policy proficiency skills learned
throughout the course by successfully developing a Security
Policy for a small business (20 or less employees). (ITSY 2300-
Operating System Security)

[Fall 2011: 21 out of 26 met
standard.

Average: 80.76

|High: 100, Low: 0

Spring 2012: 22 out of 25
|met standard.
Average:87.2

|High: 100, Low: O

|Fall 2012: 25 out of 29 met
standard

Average: 76.72

|High: 100, Low: 0

Spring 2013: 22 out of 26
|met standard
Average:86.53

|High: 100, Low: 0

Fall 2011-Spring 2012:
Students met standard.

2012-2013: Students met
standard.
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3. Demonstrate CyberSecurity Firewall skills learned
throughout the course by composing a journal of what
Firewalls are, how Firewalls function and how they have
functioned in the labs done in the course, and, finally,
conclude the journal by discussing their practical use in
business. (ITSY 2301- Firewalls)

[Fall 2011 Portfolio:

15 out of 15 met standard
Average: 98

|High: 100, Low: 85

Security Project:

14 out of 15 met standard
Average: 96

|High: 100, Low: 50

|Fall 2012 Portfolio:

15 out of 17 met standard
Average: 96.3

|High: 100, Low: 42

Security Project: 13 out of
17 met standard
Average: 86.5

|High: 100, Low: 0

standard.

standard.

Fall 2011: Students met

Fall 2012: Students met

4. Demonstrate CyberSecurity policy proficiency skills
learned throughout the course by successfully developing a
simple Management Security Policy fora commercial or
industrial corporation.

(ITSY 2341- Security Management Practices)

Spring 2012: 9 out of 11 met
standard

Average: 73.6

|High: 100, Low: 0

Spring 2013: 21 out of 25
|met standard

Average: 82.4

|High: 100, Low: 0

standard.

standard.

Spring 2012: Students met

Spring 2013: Students met
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13. How DO OUR IMPROVEMENT PLANS IMPACT THE PROGRAM BUDGET?

A. Within the program’s base budget, what are the plans to do one or more of the following within the next five years? Check all that apply.

Increase and retain enroliment [ ] Increase transfers to related baccalaureate

institutions
Increase completers

Increase effectiveness and/or efficiency
Develop resources

Update facilities Improve student performance levels

Expand curricular opportunities Expand services

Transform services

DOXOXKX

Partner to increase post-graduation employment
opportunities

Do

Anything else? Briefly describe
Enter response here.

What additional resources beyond the program’s base budget are needed to implement your Continuous Improvement Plan? Briefly
describe what resources you will develop to secure these funds.

The CIP program requires three fundamental expenditures. The three areas of need are: CyberSecurity software (some will be free
and some will require funds or a donation), Biometric Devices for classroom/lab use (budgeted department funds will be used,
grant funding will be sought and/or corporate donations will be requested), and the “Private Cloud Ecosystem” (corporate
donations and/or grant funds will be sought).

WHAT HAPPENS NEXT? THE PROGRAM REVIEW REPORT PATHWAY

Completed Program Review Reports should be submitted for evaluation by the appropriate deans and Program Review Steering Committees.
Following approval by the Steering Committee, Program Review Reports will be evaluated by the Leadership Team who will approve the reports
for posting on the intranet. At any point prior to Intranet posting, reports may be sent back for additional development. Program responses to
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the Program Review Steering Committee recommendations received within 30 days will be posted with the Program Review Report at the
request of the deans.

Leadership Team members will work with program supervisors to incorporate Program Review findings into program planning and program
activity changes during the next five years.
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