
•Don't be fooled by a link that has text that is descriptive, but the link 
behind it is not.

•Look closely at the link for subtle misspellings in domain names

•If you get an email with a suspicious link, remember, you should first 
hover over a link with your mouse cursor to help verify its validity.

•If you are unsure, use the Phish Alert button (see next steps on page 
2) and this will forward the email to the HelpDesk and create a ticket 
for investigation.

•Look at the email address, not just 
the company or sender’s name.

Think before you click…

Identifying Phishing emails



Mark Phishing emails using Outlook (Client)

Mark Phishing emails using Outlook (Office365/www.office.com)

1. Next to the “reply”, “Reply All” and 
“Forward” icons there is another menu “…”

2. The “…” menu will activate the 
option to use “Phish Alert”

1. There will be a “Phish Alert” menu 
option below the to: field on the 
email on your inbox 

2. There will be a 
“Phish Alert” button
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