COLLIN COLLEGE

COURSE SYLLABUS

Course Number:  ITNW 2371
Course Title:  Wireless Network Security
Course Description:  This course covers security concepts and implementations on wireless LAN systems.  Course includes wireless LAN discovery, intrusion and attack techniques, protocol analysis, and intrusion prevention.
Course Credit Hours:
3


             Lecture Hours:
2
       Lab Hours:
3 
Prerequisites:  ITNW 1378


Student Learning Outcomes:  Upon successful completion of this course, students will:
1. Perform WLAN discovery techniques.
2. Define and use intrusion and attack techniques.
3. Implement Wireless Intrusion Prevention Systems.
4. Implement Layer 2 and 3 VPNs over 802.11 networks.
5. Implement Enterprise/SMB/SOHO/Public-Network security design models.
6. Implement Managed Endpoint Security Systems authentication and Key.
7. Define and implement management protocols.
Withdrawal Policy:  See the current Collin Registration Guide for the last day to withdraw.

Collin College Academic Policies:  See the current Collin Student Handbook.
Americans with Disabilities Act:  Collin College will adhere to all applicable federal, state and local laws, regulations and guidelines with respect to providing reasonable accommodations as required to afford equal opportunity.  It is the student’s responsibility to contact the ACCESS office, SCC-D140 or 972.881.5898 (V/TTD: 972.881.5950) to arrange for appropriate accommodations.  See the current Collin Student Handbook for additional information.
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