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CURRICULUM ADVISORY BOARD 
September 21, 2018 


1:30 pm 
CHEC 220 


Approved Meeting Minutes 
 
 
Voting Members Present 
Cynthia Gruver – Chair, Rodney Boyd, Catie Brooks, Kathy Fant, Sean Geraghty, Tony Howard, Linda 
Kapocsi, Kim Lower, Gwen Miller, Tom Ottinger, Barry Piazza, Mark Popowski, Clair Robertson, Michael 
Rose, Greg Sherman, Donna Smith 
 
Voting Members Absent 
Kerry Loinette (Cynthia Gruver, proxy), Charles Ring (Greg Sherman, proxy), Diane Schull 
 
Non-Voting Members Present 
Brenda Carter – Deans’ Liaison, Karen Musa – Deans’ Liaison, Gloria Hurtado – Institutional Research 
Liaison, Cindy Pokrywa – Student Enrollment Services Liaison, Diana Hopes, Karen Murph, Indalita Holt, 
Mari Lopez 
 
Non-Voting Members Absent 
Jamie Mills – Academic Partnerships Liaison, Cameron Neal – Academic Partnership Liaison 
 
Others Present 
Ann Blackman, Todd Fields, David Malone, David Liska, De’Aira Holloway, Linda Wee 
 
Cindy called the meeting to order at 1:36 pm. 
 
 
Welcome 


♦ Mari Lopez, Administrative Assistant, Curriculum Office 
♦ Linda Wee, Continuing Education Representative 


 
New Curricular Proposals 


♦ Biomedical Equipment Technology – Mike Coffman 
• New Program 


* AAS – Biomedical Equipment Technology 
• New Courses 


* BIOM 2201 Safety in Health Care Facilities 
* BIOM 2311 General Medical Equipment I 
* BIOM 2315 Physiological Instruments I 
* BIOM 2319 Fundamentals of X-Ray and Medical Imaging Systems 
* BIOM 2331 Biomedical Clinical Instrumentation 
* BIOM 2337 Respiratory Equipment Maintenance 
* BIOM 2343 General Medical Equipment II 


• Teaches installations and maintenance repair of medical equipment. This degree will allow 
graduates to work on all types of equipment in a medical setting – from hospital beds to 
physical therapy treadmill. It may also attract some students interested in electronics.  All 
subgroups will be targeted for enrollment. Certification is not required for employment in the 
field, but two years’ experience is needed before one can take the certification exam. 
Average salary is about $47,000 without holding the certification. With certification, salary can 
go up by about $18,000, and there are currently 30 job openings in the North Texas area. 
This field offers a stable job environment, as layoffs and terminations are not common, and it 







 


does not get outsourced often. This program is not offered at other colleges in this area. 
Allen, Frisco, and McKinney ISDs will be providing transportation for students interested in 
the program. All courses are hands on, and classes could be blended, but not online. 
Additionally, when enrollment gets high enough, more sections will be offered. 


• The committee felt there was a need for this type of program and are in support of the 
proposal.  


• Recommended – Fall 2020 
 


♦ Industrial Automation – Mike Coffman   
• New Program 


* AAS – Industrial Automation 
* Certificate Level 1 – Industrial Automation 
* Certificate Level 2 – Industrial Automation  


• New Courses 
* ELMT 1301 Programmable Logic Controllers 
* ELMT 1305 Basic Fluid Power 
* ELMT 2339 Advanced Programmable Logic Controllers 
* INTC 1357 AC/DC Motor Control 
* INTC 2359 Distributed Control Systems 


• Manufacturing area identified as growing and in need of being addressed, with the highest 
density in the North Texas area. Employment is projected to grow by over 4% in North Texas, 
with the lowest starting salary at $41,000. But some can start at about $64,000, if job 
candidate is willing to travel to different places for the work. In high-end manufacturing areas, 
it is possible to get paid $150,000, if variables are favorable (car manufacturing where cars 
are selling well, for example). Recruiters are out there looking for Industrial Automation 
trained employees. Richland College in Dallas has a similar program. There are 25 different 
certifications for this type of program, but portfolios are given more weight than certifications. 
Certifications are specific, but the AAS program is not geared towards any specific 
certifications. Program would be housed at the new Collin Technical Center in Fall 2020. 


• Concerns: A question was raised if the Technical Algebra and Trigonometry course in the 
outline should come before Conceptual Physics – suggestion was made to switch their order  


• Recommended – Fall 2020 
 


♦ New Four-Year Degree – Re-submit – Mike Coffman   
• BAT (Bachelor of Applied Technology) in Cybersecurity – This proposal is being re-submitted 


since a vote was not taken at the previous CAB meeting due to additional information being 
needed.  


• New Courses 
* XXXX 33YY Introduction to Cryptography 
* XXXX 33YY Digital and Device Forensics 
* XXXX 33YY Advanced Network Topologies and Protocols 
* XXXX 33YY Cyber Crime 
* XXXX 33YY Cyber Privacy 
* XXXX 33YY Mobile Technologies 
* XXXX 43YY Penetration Testing 
* XXXX 43YY Cyber Defense Operations 
* XXXX 43YY Virtualization and Cloud Security 
* XXXX 43YY Information Assurance 
* XXXX 43YY Senior Project 


• With the state approving Collin College to offer Bachelor’s degrees, an examination of 
various fields was performed to find the ones in which there was a high number of job 
openings and the job openings were significantly higher than the number of graduates to fill 







 


those jobs. Although there is a potential start date of Fall 2019, a more realistic start date 
would be Fall 2020. Groundbreaking date for new building is not yet set. This program is an 
academic level degree, but has a strong hands-on technology component and is targeted 
towards workforce. With 9,000 openings in Texas, 200 are in North Texas, and approximately 
50 will require a bachelor’s degree. This program will open up the job market to graduates, so 
no enrollment problems are anticipated. General education requirements were collected from 
surveys sent out to the advisory committee. A major debate was over general education 
mathematics, with a big majority wanting a statistics class as part of the program. However, 
this class isn’t transferable to other schools, so that is the reason why algebra is in there. 
Conceptual Physics was chosen because of the math requirements. A suggestion was made 
that the physics courses be flipped. Faculty will need to be recruited with challenges 
anticipated. The Frisco IT Center will open in Fall 2021, and there will be several spaces 
dedicated to this program. Contained websites and infrastructures will be set up so students 
can have hands-on practice. For student recruitment, the minority population is very high in 
this field; however, the female population is not. Program Description wording for marketing 
the program may be key to attracting the female student population.  


• There were concerns that the presentation was premature since all paperwork was not ready. 
Still a work in process; still needs more components in regards to new program application 
process. It was suggested to have a “paperwork meeting” once missing components are 
submitted, with CAB committee voting electronically so there will not be a longer delay in 
submitting to leadership. Motion to vote provisionally on the program – with recommendation 
contingent on receipt of missing paperwork (POCA, assessment plan, enrollment plan, 
advisory board minutes, budget breakdown, and market analysis). Vote – pending and will be 
expedited and be voted on before next meeting, if possible. CAB strongly supports this BAT. 


 
Expedited Proposal 


♦ Sport and Recreation Management 
• Certificate Level 2 – Sport and Recreation Management 


* The two level one certificates previously submitted and recommended are being 
combined to make a level two, to give students an additional option.  


• Recommended – Fall 2019 
 
Deans’ Liaison Report – Discussion Items 


♦ Discipline leads 
• Selection process  
• Role and duties 
• New discipline leads for 2019-2022  


♦ District Discipline Dean (DDD) – Role and duties 
♦ Online courses should not cannibalize the on-site classroom, but the virtual classroom is coming. 
♦ Price of books for some online courses will be built into course fees and will be lowest possible 


price. Students can use ISBN to find books, but they cannot be told they have to buy from a 
certain publisher. Students don’t have to buy the book and can opt out and can get a refund 
before census. Cost of material is fully refunded. 


♦ Labs are paid at 80%, and John Hardesty is looking at cost of paying labs at 100%. 
♦ Recommendation to look at personal leave going into hour increments – was approved to go to 


Leadership. 
 
Faculty Council Report – No report. The next meeting is next Friday. 
 
Discussion Items – None 
 
 







 


CAB Business 
♦ Status of CAB Recommendations – August 23 recommendations are pending. 
♦ Transferring WECM (Workforce) Courses  


• To make it more clear in the catalog to students that some WECM courses aren’t 
transferable  


• Articulation agreements make it easier for WECM courses to transfer  
• Faculty who teach WECM courses that currently do not have an articulation agreement and 


have high enrollment can look into getting the courses into the ACGM. 
♦ CAB Membership Review – New Associate Deans – Discussion needed for the possible addition 


of three new CAB members next year due to new associate dean positions added recently.  
♦ January 2019 Meeting Date – January 18 
♦ August 23 Meeting Minutes – Approved 
♦ Other Business – None 


 
Next Meeting – October 26 
 
Meeting ended at 3:50 p.m. 
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COLLIN COLLEGE 
 



COURSE SYLLABUS  
 
 
 
Course Number:  ELMT 1305 
 
Course Title:  Basic Fluid Power 
 
Course Description:  Basic fluid power course covering pneumatic and hydraulic systems, fluid 



power symbols, operating theory, components, and basic electrical and manual controls. 
 
Course Credit Hours: 3  
             Lecture Hours: 2 



       Lab Hours: 3  
 
Prerequisites:  TECM 1343   
                                                       
Student Learning Outcomes 
 State-mandated Outcomes: Upon successful completion of this course, students will: 



1. Identify fluid power symbols. 
2. Demonstrate knowledge of basic fluid power theory. 
3. Demonstrate knowledge of component operation. 
4. Generate basic fluid power circuits. 
5. Demonstrate fluid power circuits using electrical and manual controls. 



 
Withdrawal Policy:  See the current Collin Registration Guide for the last day to withdraw. 
 
Collin College Academic Policies:  See the current Collin Student Handbook. 
 
Americans with Disabilities Act:  Collin College will adhere to all applicable federal, state and 



local laws, regulations and guidelines with respect to providing reasonable accommodations 
as required to afford equal opportunity.  It is the student’s responsibility to contact the 
ACCESS office, SCC-D140 or 972.881.5898 (V/TTD: 972.881.5950) to arrange for 
appropriate accommodations.  See the current Collin Student Handbook for additional 
information. 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



Fall 2020 New 



COURSE INFORMATION 








			Course Number:  ELMT 1305










 



COLLIN COLLEGE 
 



COURSE SYLLABUS  
 
 
 
Course Number:  ELMT 2339 
 
Course Title:  Advanced Programmable Logic Controllers 
 
Course Description:  Advanced applications of programmable logic controllers as used in 



industrial environments including concepts of programming, industrial applications, 
troubleshooting ladder logic, and interfacing to equipment. 



 
Course Credit Hours: 3  
             Lecture Hours: 2 



       Lab Hours: 3  
 
Prerequisites:  ELMT 1301   
                                                       
Student Learning Outcomes 
 State-mandated Outcomes: Upon successful completion of this course, students will: 



1. Develop ladder logic to utilize advanced PLC functions. 
2. Compose a ladder logic program to demonstrate an advanced industrial control 



application. 
3. Apply advanced programming techniques for specialized applications. 
Additional Collin College Outcomes 
1. Develop PLC programs using Function Blocks. 
2. Develop PLC programs using Sequential Function Charts. 
3. Develop PLC programs using Structured Text. 



 
Withdrawal Policy:  See the current Collin Registration Guide for the last day to withdraw. 
 
Collin College Academic Policies:  See the current Collin Student Handbook. 
 
Americans with Disabilities Act:  Collin College will adhere to all applicable federal, state and 



local laws, regulations and guidelines with respect to providing reasonable accommodations 
as required to afford equal opportunity.  It is the student’s responsibility to contact the 
ACCESS office, SCC-D140 or 972.881.5898 (V/TTD: 972.881.5950) to arrange for 
appropriate accommodations.  See the current Collin Student Handbook for additional 
information. 



 
 
 
 
 
 
 
 
 
 
 
 
 
 



Fall 2020 New 



COURSE INFORMATION 








			Course Number:  ELMT 2339










Appendix E: Enrollment Plan 



 
ENROLLMENT PLAN 



 
Industrial Automation 



Program Name: _______________________________________________________________________  



 
The plan is a replicable sequence of actions to bring about a goal defined, in part, by targets. 
Be specific. Include sufficient detail in an enrollment plan so that another person could execute it. 



 
Address three elements in an Enrollment Plan: 



1. Recruitment, including Special Populations 
2. Retention 
3. Completion 



A fourth element, 4. Placement, is desired because the US Department of Education requires colleges to 
post placement rates for each workforce program. Placement rates may be viewed as a recruiting tool. 
 



RECRUITMENT, INCLUDING SPECIAL POPULATIONS 
 
Find out how many students are needed to offer a full complement of scheduled classes. This is your 
optimum enrollment number: ______15____________  
How you get there depends on recruitment, conversion to enrollment, retention and completion. 
 



 For each subpopulation, complete steps 1-7. 
 
1. Identify each subpopulation that you believe to be a potential source of program prospects. 



(i.e. graduating high school students, incumbent workers, members in special interest groups) 
 
Note: Do not include in your enrollment plan Collin College students who are currently enrolled 
in another program. The aim of new programs is to serve employers and to attract new 
populations of prospective students. 











Use this table to document your recruitment subpopulations. 
 



Sub population Subpopulation size Recruitment Target 



Allen ISD students enrolled in CTE 



programs 



5,500 3 



Collin County High School students 



in CTE programs 



Frisco ISD = 10,000+ 



McKinney ISD = 6,200+ 



5 



Nontraditional & Special 



Populations, including Veterans, 



retired professional athletes, 



Latinos, students with disabilities, 



displaced workers, women 



returning to workforce, 



underemployed, and recent 



immigrants 



2,500+ 5 



General population/transfers 27,500 2 



Total Recruited/Enrollment 



Projection 



 15 



 
 



2. Include special populations appropriate for the program; choose as many as apply: 
X racial/ethnic group - Latino high school students; 
X Veterans;  



 students with disabilities; 
X displaced workers; 
X gender disparities by occupation; 
X nontraditional students; 
X women returning to workforce after children and/or divorce; 



 people recently released from incarceration; 
X underemployed; 



 recent immigrants; 



 □ Others :  
describe__________________________________________________________ 



 
3. Describe how you will identify who is in the subpopulation:  



 
Work collaboratively with Collin College career counselors embedded at the high schools and high 
school administrators charged with advising and enrolling students in CTE programs.  



 
4. Describe how you intend to contact members of each subpopulation. 



 
 
 



1. Sub population 2. Target 3 Method of Identification 4 Method of Contact 



ISD students in appropriate 



STEM Courses 



10 High School administrators will 



identify high school students 



appropriate courses 



In-class presentation; 



Embedded Career 



Counselor and selected 











industrial automation 



representatives 



High School students in  



appropriate STEM related 



programs 



5 High School administrators in the 



Allen ISD, McKinney ISD, and 



Frisco ISD will identify high school 



students appropriate programs 



In-class presentation;  



Embedded Career 



Counselor and selected 



automation industrial 



representatives 



Underemployed and Veterans 3 Underemployed and Veterans will 



be identified by Texas Workforce 



Commission and through walk-ins 



to Collin’s Veterans Center and 



Career Center. 



Texas Workforce 



Commission program 



listing;  



In-class presentation; 



individual meetings with 



Career Coaches 



Non-traditional 3 A marketing program is being 



developed to reach Co-op sites 



and Advisory Board member 



affiliate organizations. 



PR is developing a  



comprehensive marketing 



campaign for all Collin 



technical programs is 



being developed and this 



program will be part of 



that plan 



Veterans 3 Veterans will be identified by 



Texas Workforce Commission 



and through walk-ins to Collin’s 



Veterans Center and Career 



Center 



Letter with follow-up 



phone invitation, 



individual meetings with 



Career Coaches 



Latino  3 Latino high school students in 



Allen ISD (13% of the student 



population), McKinney ISD (23% 



of the student population), and 



Frisco ISD (14% of the student 



population) 



Working with LULAC,  



advisors; embedded Collin 



Career Counselors & HS 



teachers to invite 



prospective Latino 



students to inquire, apply, 



and make appointments 



with Career Coaches  



General population/transfers 3 General population transfers, 



walk-ins  to College Fairs, Career 



Center, an Career Coaches 



 



Collin Advisors will invite 



prospective students who 



are eligible, Career 



Coaches will set up 



individual meetings with 



prospective students. 



 
5. Of the number contacted, what number of students do you think will inquire or begin the enrollment 



process? __50____ 
 



6. What number of students do you think will convert to enrolled status for your program? __15__ 
 











(This is your conversion rate. For example, you contact 100 students for an event. 30 respond. 
Of these 2 enroll. Your conversion rate is 2%. In the future, you should use 2% to help you 
predict how many enrollees you will get from your contact pool. You may also take action to 
increase the effectiveness of your recruitment strategies. If you add a new activity, determine 
the number of responses and the number of students from the respondents who progress to 
enrollment. If it is higher than your expected number, based on your prior conversion rate, the 
strategy was effective.) 
 



 
 Retention is expected to remain at or above 10 out of the 20 (50% +) 



Additional actions that may be taken as needed to boost enrollment:  
 



 Designate program specific scholarships (will seek out members of the Advisory Committee and 
local employers to assist with scholarships) 



 Invite students on campus; Allend ISD and other Dual Credit students to participate in a 
program-related event such as Collin College night and various events and presentations by 
Collin College Career Coaches 



 Approach a local employers who frequently posts job openings in the field to speak with 
students 



 Occupations related to the program 



 Other: ___Partner with local industries to provide C0-Op opportunities    
 



RETENTION  
 
What actions will you take: 



1. To track the progress of your recruits?  Monitor the risk indicators listed in #2.  Both of these 
are done by faculty and Career Coaches 



2. To mitigate signs of risk, the designated Career Coach is used to contact student when the 
following indicators are present: 



X absenteeism 
X failure to turn in assignments 
X poor academic performance  
X lack of engagement 



 Other: _____________________________________________________________ 
3. To motivate students; check all that apply:  



X stackable credentials 
X encourage students to run degree audits 
X tours of facilities of major regional employers or other contact 
X introduction to LinkedIn 



 student membership in professional associations 
X guided participation in professional opportunities 



 ambassador program to mentor new recruits 



 clinical(s) 
X Career Coaches Ask the Expert Events 
X celebrations/recognitions of milestone achievements 



 Other: ___________________________________________ 











4. What is the minimum number of students that enables offering a full schedule of slated 
courses?  ____15_________What percentage is this of your recruitment/enrollment?  _62.5% 



5. What percentage of students are you targeting for retention?  _50%+_______ (this number 
impacts your ability to offer a complete schedule of courses in the latter semesters of the 
degree or certificate. Follow through with your target retention from semester to semester, 
identifying places where there are barrier courses that reduce enrollment and places where the 
employment siren calls your students away before completion. Make sure that you will have 
sufficient enrollment during the last semester to offer required courses that enable student 
completion.  
 



COMPLETION 
 
Given the demographics of your program, what actions will you take to support completion? Check all 
that apply. 
X Analyze the program points where students leave for employment or face curriculum barriers, prior 



to completing credential and where possible, craft certificates that recognize these employment 
entry points 



X Make curricular changes that might be needed to enable students to progress normally through 
the curriculum 



 Curriculum is designed in load and sequence so that part-time students can succeed 
X Notify students of approaching completion of award (i.e. only 12 SCHs remaining; only 6 SCHs 



remaining, etc.) 
X Momentum actions – Build a matrix of Intentional engagement actions that build momentum 



toward graduation, including Tours of facilities of major regional employers; co-op opportunities; 
Advisory Committee events; introduction to LinkedIn by Career Coaches; invitation to participate in 
college job fairs; introduction to the various industry certifications available;  



X Celebrations – via e-mail class events 



 Other:  
 



 













COLLIN COLLEGE 



Proposed Budget Outline  2019- 2020



COURSE 



CIP



Funding 



Code Funding Rate Lec Hrs Lab Hrs Ext Hrs



Contact 



Hrs



Credit 



Hrs



(STATE) 



Contact 



Hr * 



Funding 



(COLLIN 



TUITION) 



$48*Credit 



Hrs Total for 20 students



First Semester



CETT 1407 15.1201 19 $2.26 3 2 0 80 4 $180.80 $192.00



CETT 1425 15.1201 19 $2.26 3 3 0 96 4 $216.96 $192.00



TECM 1343 27.0301 01 $1.00 2 3 0 80 3 $80.00 $144.00



ENGL 1301 23.1301 12 $1.00 3 1 0 64 3 $64.00 $144.00



320 14 $541.76 $672.00



Second Semester



CETT 1409 15.1201 19 $2.26 3 3 0 96 4 $216.96 $192.00



RBTC 1405 15.0405 19 $2.26 3 2 0 80 4 $180.80 $192.00



ELMT 1305 15.0403 19 $2.26 2 3 0 80 3 $180.80 $144.00



SPCH 1321 23.1304 01 $2.89 3 0 0 48 3 $138.72 $144.00



304 14 $717.28 $672.00



SECOND YEAR



First Semester



INTC 1307 15.0404 19 $2.26 2 3 0 80 3 $180.80 $144.00



RBTC 2345 15.0405 19 $2.26 2 3 0 80 3 $180.80 $144.00



ELMT 1301 15.0403 19 $2.26 2 3 0 80 3 $180.80 $144.00



INTC 1357 15.0404 19 $2.26 2 3 0 80 3 $180.80 $144.00



PHYS 1405 40.0801 2 $1.78 3 3 0 96 4 $170.88 $192.00



416 16 $894.08 $768.00



Second Semester



CETT 1445 15.1201 19 $2.26 3 3 0 96 4 $216.96 $192.00



ELMT 2339 15.0403 19 $2.26 2 3 0 80 3 $180.80 $144.00



INTC 2359 15.0404 19 $2.26 2 3 0 80 3 $180.80 $144.00



ECON 1301 19.0402 07 $1.10 3 0 0 48 3 $138.72 $144.00



GEN ED XXXX TBD 01 $2.89 3 0 0 48 3 $138.72 $144.00



352 16 $856.00 $768.00



1392 60 $3,009.12 $2,880.00 $5,889.12



20



$117,782.40



NOTE:



If there's any changes on the courses - CIP number and funding rate might change. Therefore, there will be a slight difference on the amount. 



60 credit hours



Automation Engineer Technology/Technician



AAS - Industrial Automation PROGRAM CIP: 15.0406.00



FIRST YEAR



 As of Fall 2018 In-County rate is $48 per credit hours



Total



Total



Total



Total



GRAND TOTAL 













COLLIN COLLEGE 



Proposed Budget Outline  2019- 2020



COURSE 



RUBRIC



COURSE 



NUMBER



COURSE 



CIP



Funding 



Code



Funding 



Rate Lec Hrs Lab Hrs Ext Hrs Contact Hrs Credit Hrs



(STATE) 



Contact Hr 



* Funding 



Rate



(COLLIN 



TUITION) 



$48*Credit 



Hrs Total for 50 students



First Semester



CETT 1407 15.1201 19 $2.26 3 2 0 80 4 $180.80 $192.00



CETT 1425 15.1201 19 $2.26 3 3 0 96 4 $216.96 $192.00



TECM 1343 27.0301 01 $1.00 2 3 0 80 3 $80.00 $144.00



Second Semester



CETT 1409 15.1201 19 $2.26 3 3 0 96 4 $216.96 $192.00



RBTC 1405 15.0405 19 $2.26 3 2 0 80 4 $180.80 $192.00



ELMT 1305 15.0403 19 $2.26 2 3 0 80 3 $180.80 $144.00



INTC 1307 15.0404 19 $2.26 2 3 0 80 3 $180.80 $144.00



RBTC 2345 15.0405 19 $2.26 2 3 0 80 3 $180.80 $144.00



ELMT 1301 15.0403 19 $2.26 2 3 0 80 3 $180.80 $144.00



INTC 1357 15.0404 19 $2.26 2 3 0 80 3 $180.80 $144.00



832 34 $1,779.52 $1,632.00 $3,411.52



50



$170,576.00



NOTE:



Third Semester



Automation Engineer Technology/Technician



Certificate Level 1 - Industrial Automation PROGRAM CIP: 15.0406.00
34 credit hours



GRAND TOTAL 



 As of Fall 2018 In-County rate is $48 per credit hours



Total













COLLIN COLLEGE 



Proposed Budget Outline  2019- 2020



COURSE 



RUBRIC



COURSE 



NUMBER



COURSE 



CIP



Funding 



Code



Funding 



Rate Lec Hrs Lab Hrs Ext Hrs Contact Hrs Credit Hrs



(STATE) 



Contact Hr 



* Funding 



Rate



(COLLIN 



TUITION) 



$48*Credit 



Hrs



Total for 50 



students



First Semester



CETT 1407 15.1201 19 $2.26 3 2 0 80 4 $180.80 $192.00



CETT 1425 15.1201 19 $2.26 3 3 0 96 4 $216.96 $192.00



TECM 1343 27.0301 01 $1.00 2 3 0 80 3 $80.00 $144.00



256 11 $477.76 $528.00



Second Semester



CETT 1409 15.1201 19 $2.26 3 3 0 96 4 $216.96 $192.00



RBTC 1405 15.0405 19 $2.26 3 2 0 80 4 $180.80 $192.00



ELMT 1305 15.0403 19 $2.26 2 3 0 80 3 $180.80 $144.00



256 11 $578.56 $528.00



SECOND YEAR



First Semester



INTC 1307 15.0404 19 $2.26 2 3 0 80 3 $180.80 $144.00



RBTC 2345 15.0405 19 $2.26 2 3 0 80 3 $180.80 $144.00



ELMT 1301 15.0403 19 $2.26 2 3 0 80 3 $180.80 $144.00



INTC 1357 15.0404 19 $2.26 2 3 0 80 3 $180.80 $144.00



320 12 $723.20 $576.00



Second Semester



CETT 1445 15.1201 19 $2.26 3 3 0 96 4 $216.96 $192.00



ELMT 2339 15.0403 19 $2.26 2 3 0 80 3 $180.80 $144.00



INTC 2359 15.0404 19 $2.26 2 3 0 80 3 $180.80 $144.00



256 10 $578.56 $480.00



1088 44 $2,358.08 $2,112.00 $4,470.08



50



$223,504.00GRAND TOTAL 



Total



Total



21 credit hours



Automation Engineer Technology/Technician



Certificate Level II - Industrial Automation  PROGRAM CIP: 15.0406.00



FIRST YEAR



Total



Total













 



COLLIN COLLEGE 
 



COURSE SYLLABUS  
 
 
 
Course Number:  INTC1357 
 
Course Title:  AC/DC Motor Control 
 
Course Description:  A study of electric motors and motor control devices common to a modern 



industrial environment. A presentation of motor characteristics with emphasis on starting, 
speed control, and stopping systems. 



 
Course Credit Hours: 3  
             Lecture Hours: 2 



       Lab Hours: 3  
 
Prerequisites:  CETT 1409   
                                                       
Student Learning Outcomes 



State-mandated Outcomes: Upon successful completion of this course, students will: 
1. Describe the types of electric motors. 
2. Explain the function of various motor control devices. 
3. Explain the operation of various motor control devices. 



Additional Collin College Outcomes 
1. Install motors and control devices. 
2. Program soft start controls. 
3. Program Variable Frequency Drives (VFD). 



 
Withdrawal Policy:  See the current Collin Registration Guide for the last day to withdraw. 
 
Collin College Academic Policies:  See the current Collin Student Handbook. 
 
Americans with Disabilities Act:  Collin College will adhere to all applicable federal, state and 



local laws, regulations and guidelines with respect to providing reasonable accommodations 
as required to afford equal opportunity.  It is the student’s responsibility to contact the 
ACCESS office, SCC-D140 or 972.881.5898 (V/TTD: 972.881.5950) to arrange for 
appropriate accommodations.  See the current Collin Student Handbook for additional 
information. 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



Fall 2020 New 



COURSE INFORMATION 








			Course Number:  INTC1357










 



COLLIN COLLEGE 
 



COURSE SYLLABUS  
 
 
 
Course Number:  INTC 2359 
 
Course Title:  Distributed Control Systems 
 
Course Description:  Philosophy and application of distributed control systems. Includes 



hardware, firmware, software, configuration, communications, and networking systems 
required to implement a distributed control strategy. 



 
Course Credit Hours: 3  
             Lecture Hours: 2 



       Lab Hours: 3  
 
Prerequisites:  ELMT 1301   
                                                       
Student Learning Outcomes: 
 State-mandated Outcomes: Upon successful completion of this course, students will: 



1. Demonstrate measurement, control, data acquisition, and data analysis. 
2. Outline enterprise resource planning and management. 



 Additional Collin College Outcomes 
1. Install information, control, device, and safety networks. 



 
Withdrawal Policy:  See the current Collin Registration Guide for the last day to withdraw. 
 
Collin College Academic Policies:  See the current Collin Student Handbook. 
 
Americans with Disabilities Act:  Collin College will adhere to all applicable federal, state and 



local laws, regulations and guidelines with respect to providing reasonable accommodations 
as required to afford equal opportunity.  It is the student’s responsibility to contact the 
ACCESS office, SCC-D140 or 972.881.5898 (V/TTD: 972.881.5950) to arrange for 
appropriate accommodations.  See the current Collin Student Handbook for additional 
information. 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



Fall 2020 New 



COURSE INFORMATION 








			Course Number:  INTC 2359
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Effective Term: Fall 2020



Additional Fees:    Yes             No   X



          ELMT 2339  Advanced Programmable Logic Controllers



          INTC 1357  AC/DC Motor Control



Rev 06.07.18



Rationale:
See separate attachment



New Program



          AAS - Industrial Automation



          Certificate Level 1 - Industrial Automation



          INTC 2359  Distributed Control Systems



          Certificate Level 2 - Industrial Automation



New Courses



          ELMT 1301  Programmable Logic Controllers



          ELMT 1305   Basic Fluid Power



Program / Course CIP: 150406



Program: Industrial Automation













Justification for AAS in Industrial Automation 



In 2016 Collin College hired an outside firm to investigate several areas for program expansion.  One of 



the areas that was identified as high need was for programs that could support the technology used in 



the manufacturing industry.  Multiple areas were examined, and the industrial automation area was the 



most consistently mentioned of the areas.  This type of program is an outgrowth of the 



electronic/electrical area that includes mechanical areas such as hydraulics and pneumatics. As an 



example of industry need for this type of program, Texas Instruments publishes a guide for their 



technicians.  It lists three categories: Basic Electronics, Technical Sciences, and Applied Electrical.  The 



first two categories Collin College currently meets, the third, Applied Electrical is what this program will 



help to address.  Several of the Advisory Committee members for our Electronics Engineering 



Technology program are involved in manufacturing (such as Raytheon and Texas Instruments) and so 



this was added to the agenda of the last several meetings.  Need for the program was established and 



the curriculum developed with the assistance of the committee.  Additionally, there have been multiple 



discussions with area ISDs on the Dual Credit possibilities for this program.  If started at the junior year, 



it will be possible to complete the entire first year of the program.  The program will be part of the new 



programs that are being implemented in the Technology Center campus and will start fall of 2020.  



There is an equipment budget for the new Technology Center that includes specific equipment for this 



program currently set at $800,000.  There are specific rooms in the plans for the Technology Center 



dedicated to this program that are designed with a target of 18 students utilizing the equipment at one 



time.  



Data from the Bureau of Labor Statistics show the base category as Electro‐Mechanical Technician, and 



this area has a median income of $56,740 per year, and a 4% growth rate.   O’NET indicates a median 



salary of $57.510 for Texas.  Again from the Bureau of Labor Statistics in a related area, Industrial 



Machinery Mechanics, indicates a median income of $50,440 per year, and a 7% growth rate.   O’NET 



indicates a median income for Texas of $52,640.  In an O’NET related occupation, Robotics Technicians, 



O’NET indicates a median income of $56,740 per year, a 4% growth rate, and a median income for Texas 



of $57.510 



Searching Indeed (performed on 9/12/2018) for Industrial Automation positions in Texas returned 943 



job openings with 222 of those jobs in north Texas.  A related search on Indeed of Programmable Logic 



Controller (PLC) related occupations retrieved 356 jobs in North Texas.   



 



 













Program Outcomes and 



Course Alignment (POCA) 
 



Program Name     Industrial Automation 
 



Program Map ▼ 



 



Program 
Courses 



Program 
Outcome 1 



Program 
Outcome 2 



 



Program 
Outcome 3 



 



Program 
Outcome 4 



 



CETT 1407 I,P,E,A    



CETT 1425 I,P,E,A    



CETT 1409 I,P,E,A    



CETT 1445 I,P,E,A    



ELMT 1305  I,P,E,A I,P,E,A I,P,E,A 



ELMT 1301  I,P,E,A I,P,E,A I,P,E,A 



ELMT 2339  I,P,E,A I,P,E,A I,P,E,A 



INTC 1307 I,P,E,A    



INTC 1357  I,P,E,A I,P,E,A I,P,E,A 



INTC 2359  I,P,E,A I,P,E,A I,P,E,A 



RBTC 1405    I,P,E,A 



RBTC 2345    I,P,E,A 



TECM1343 I,A    



     



I=Introduced      P=Practiced     E=Emphasized     A=Assessed 



 
For each program course, indicate how the course will support the program level 



outcomes. For example, if course WXYZ 1234 introduces students to a one of the 
program outcomes, then enter “I” for that specific outcome. Please note that a 
course can be ‘I’ in one column and “P”, “E” and/or “A” in other program outcome 



columns. Courses may also combine “I”, “P”, “E” and/or “A” in any program 
outcome. 



 
Outcomes AAS Degree—Industrial Automation 
 



Program Outcome 1: Develop electronics foundation for industrial automation 
equipment 



 











Program Outcomes and 



Course Alignment (POCA) 
 



Program Outcome 2: Test, evaluate, calibrate, troubleshoot, and repair industrial 
automation equipment 



 
Program Outcome 3: Install industrial automation equipment 



 
Program Outcome 4: Program industrial control and robotic systems 













COLLIN COLLEGE
Curriculum Outline



AAS - Marketing
Effective Fall 2016



FIRST YEAR
First Semester Lec Lab Ext Cont Credit
CETT 1407 Fundamentals of Electronics 3 2 0 80 4
ENGL 1301 Composition I 3 1 0 64 3
CETT 1425 Digital Fundamentals 3 3 0 96 4
TECM 1343 Technical Algebra and Trigonometry 2 3 0 80 3



11 9 0 320 14



Second Semester Lec Lab Ext Cont Credit
SPCH 1321 Business and Professional Communication 3 0 0 48 3
CETT 1409 DC-AC Circuits 3 3 0 96 4
RBTC 1405 Robotic Fundamentals 3 2 0 80 4
ELMT 1305 Basic Fluid Power 2 3 0 80 3



11 8 0 304 14
SECOND YEAR



First Semester Lec Lab Ext Cont Credit
INTC 1307 Instrumentation Test Equipment 2 3 0 80 3
PHYS 1405 Conceptual Physics 3 3 0 96 4
RBTC 2345 Robot Application, Set-up, and Testing 2 3 0 80 3
ELMT 1301 Programmable Logic Controllers 2 3 0 80 3
INTC 1357 AC-DC Motor Control 2 3 0 80 3



11 15 0 416 16



Second Semester Lec Lab Ext Cont Credit
ECON 1301 Introduction to Economics 3 0 0 48 3
HUMA Humanities/Fine Arts 3 0 0 48 3
CETT 1445 Microprocessor 3 3 0 96 4
ELMT 2339 Advanced Programmable Logic Controllers 2 3 0 80 3
INTC 2359 Distributed Control Systems (Capstone) 2 3 0 80 3



13 9 0 352 16



1392 60



Total Hours



GRAND TOTAL HOURS



CIP 15.0406Automation Engineer Technology/Technician



AAS - Industrial Automation 



Total Hours



Total Hours



Total Hours








			AAS Industrial Automation










COSTS



1
st



 Year 2
nd



 Year 3
rd



 Year 4
th



 Year 5
th



 Year



5 Years 



Cumulative Total



with 3% increase with 3% increase with 3% increase with 3% increase



Full time Faculty (1) + benefit (32%)



52,849*32% = $16,911.68



 + 52,849 = $69,760.00 $69,760.00 $71,852.80 $74,008.38 $76,228.64 $78,515.49 $370,365.31



Personnel Subtotal $370,365.31



Classrooms by sqft/rm (1)
891sqft/rm*$250/sqft = 



$222,750.00 $222,750.00 $222,750.00



Computer Lab (1) 1400 sqft/rm*$250/sqft



= $350,000.00 $350,000.00 $350,000.00



Equipment Operation, Maintenance & 



Replacement $369,500.00 $1,500.00 $1,500.00 $1,500.00 $1,500.00 $375,500.00



$3,000.00 $3,000.00 $3,000.00 $3,000.00 $3,000.00 $15,000.00



Sub-Total $963,250.00



Books/ General Supplies $1,500.00 $1,500.00 $1,500.00 $1,500.00 $1,500.00 $7,500.00



Library/Online Resources $1,500.00 $1,500.00 $1,500.00 $1,500.00 $1,500.00 $7,500.00



Computer Based Resources $1,600.00 $1,600.00 $1,600.00 $1,600.00 $1,600.00 $8,000.00



Printing Brochure/ Handbook/Postage $1,000.00 $1,000.00 $1,000.00 $1,000.00 $1,000.00 $5,000.00



Sub-Total $28,000.00



Professional Travel/ Development $5,000.00 $5,000.00 $5,000.00 $5,000.00 $5,000.00 $25,000.00



Promotional/Marketing Activities $10,000.00 $5,000.00 $5,000.00 $5,000.00 $5,000.00 $30,000.00



Meeting Expenses - Advisory Board $450.00 $450.00 $450.00 $450.00 $450.00 $2,250.00



Test/Testing Services $500.00 $500.00 $500.00 $500.00 $500.00 $2,500.00



Professional Membership $1,500.00 $1,500.00 $1,500.00 $1,500.00 $1,500.00 $7,500.00



Sub-Total $67,250.00



$1,428,865.31



FUNDING & REVENUE



Credit Hours per award State Funding Tuition Funding



Total Funding 



Per Student 



(State & Tuition)



Projected 



Completers for 



5 years



Cumulative 5 



Years Total



$3,009.12 $2,880.00 $5,889.12 20 $117,782.40



$1,779.52 $1,632.00 $3,411.52 50 $170,576.00



44 HR Certificate Level II $2,358.08 $2,112.00 $4,470.08 50 $223,504.00



$511,862.40



Classroom size - based on the standard classroom size.



Professional development/travel once a year but if additional training or certification is needed for full time faculty and staff, the budget will increase. 



Benefit for full time personnel is 32% and 20% for part-time.



34 HR Certificate Level I



Full time salary based on the following credentials - Masters + 24 with 5 years directly related experience with 20% FTE - additional role such as a program director or 



Descriptions/Explanations of Calculations:



OTHERS/ SERVICES 



TOTAL REVENUE



AAS Industrial Automation 



TOTAL COSTS



Equipment Acquisitions



SUPPLIES/MISCELLANEOUS (Classroom Supplies, Software, Materials, etc)



Proposed Budget - Industrial Automation



PERSONNEL



EQUIPMENTS / FACILITIES













COLLIN COLLEGE
Curriculum Outline



FIRST YEAR
First Semester Lec Lab Ext Cont Credit
CETT 1407 Fundamentals of Electronics 3 2 0 80 4
CETT 1425 Digital Fundamentals 3 3 0 96 4
TECM 1343 Technical Algebra and Trigonometry 2 3 0 80 3



8 8 0 256 11



Second Semester Lec Lab Ext Cont Credit
CETT 1409 DC-AC Circuits 3 3 0 96 4
RBTC 1405 Robotic Fundamentals 3 2 0 80 4
ELMT 1305 Basic Fluid Power 2 3 0 80 3



8 8 0 256 11
SECOND YEAR



First Semester Lec Lab Ext Cont Credit
INTC 1307 Instrumentation Test Equipment 2 3 0 80 3
RBTC 2345 Robot Application, Set-up, and Testing 2 3 0 80 3
ELMT 1301 Programmable Logic Controllers (Capstone) 2 3 0 80 3
INTC 1357 AC-DC Motor Control 2 3 0 80 3



8 12 0 320 12



832 34GRAND TOTAL HOURS



CIP 15.0406Automation Engineer Technology/Technician



Certificate Level 1 - Industrial Automation 



Total Hours



Total Hours



Total Hours



AAS - Marketing
Effective Fall 2016













Industrial Automation



Rubric Course Course Title Cert 1 Cert 2 AAS



CETT 1407 Fundamentals of Electronics X X X



CETT 1409 DC-AC Circuits X X X



CETT 1425 Digital Fundamentals X X X



ELMT 1301 Programmable Logic Controllers X X X



ELMT 1305 Basic Fluid Power X X X



INTC 1307 Instrumentation Test Equipment X X X



INTC 1357 AC-DC Motor Control X X X



RBTC 1405 Robotic Fundamentals X X X



RBTC 2345 Robot Application, Set-up, and Testing X X X



TECM 1343 Technical Algebra and Trigonometry X X X



CETT 1445 Microprocessor X X



ELMT 2339 Advanced Programmable Logic Controllers X X



INTC 2359 Distributed Control Systems X X



ECON 1301 Introduction to Economics X



ENGL 1301 Composition I X



HUMA 13XX Humanities/Fine Arts X



PHYS 1405 Conceptual Physics X



SPCH 1321 Business and Professional Communications X



Total SCH 34 44 60



Italics = Courses for SACSCOC required distribution of general education component.



Stackable Credentials













COLLIN COLLEGE
Curriculum Outline



FIRST YEAR
First Semester Lec Lab Ext Cont Credit
CETT 1407 Fundamentals of Electronics 3 2 0 80 4
CETT 1425 Digital Fundamentals 3 3 0 96 4
TECM 1343 Technical Algebra and Trigonometry 2 3 0 80 3



8 8 0 256 11



Second Semester Lec Lab Ext Cont Credit
CETT 1409 DC-AC Circuits 3 3 0 96 4
RBTC 1405 Robotic Fundamentals 3 2 0 80 4
ELMT 1305 Basic Fluid Power 2 3 0 80 3



8 8 0 256 11
SECOND YEAR



First Semester Lec Lab Ext Cont Credit
INTC 1307 Instrumentation Test Equipment 2 3 0 80 3
RBTC 2345 Robot Application, Set-up, and Testing 2 3 0 80 3
ELMT 1301 Programmable Logic Controllers 2 3 0 80 3
INTC 1357 AC-DC Motor Control 2 3 0 80 3



8 12 0 320 12



Second Semester Lec Lab Ext Cont Credit
CETT 1445 Microprocessor 3 3 0 96 4
ELMT 2339 Advanced Programmable Logic Controllers 2 3 0 80 3
INTC 2359 Distributed Control Systems (Capstone) 2 3 0 80 3



7 9 0 256 10



1088 44



Total Hours



GRAND TOTAL HOURS



CIP 15.0406Automation Engineer Technology/Technician



Certificate Level 2  - Industrial Automation 



Total Hours



Total Hours



Total Hours



AAS - Marketing
Effective Fall 2016













 



COLLIN COLLEGE 
 



COURSE SYLLABUS  
 
 
 
Course Number:  ELMT 1301 
 
Course Title:  Programmable Logic Controllers 
 
Course Description:  An introduction to programmable logic controllers as used in industrial 



environments including basic concepts, programming, applications, troubleshooting of ladder 
logic, and interfacing of equipment. 



 
Course Credit Hours: 3 
             Lecture Hours: 2 



       Lab Hours: 3  
 
Prerequisites:  CETT 1409 and ELMT 1305   
                                                       
Student Learning Outcomes 
 State-mandated Outcomes: Upon successful completion of this course, students will: 



1. Explain Terminology. 
2. Select Hardware Components. 
3. Predict PLC operation based on ladder logic diagrams. 
4. Program a PLC to perform various control functions. 
Additional Collin Outcomes  
1. Install hardware components. 
2. Install programming software. 



 
Withdrawal Policy:  See the current Collin Registration Guide for the last day to withdraw. 
 
Collin College Academic Policies:  See the current Collin Student Handbook. 
 
Americans with Disabilities Act:  Collin College will adhere to all applicable federal, state and 



local laws, regulations and guidelines with respect to providing reasonable accommodations 
as required to afford equal opportunity.  It is the student’s responsibility to contact the 
ACCESS office, SCC-D140 or 972.881.5898 (V/TTD: 972.881.5950) to arrange for 
appropriate accommodations.  See the current Collin Student Handbook for additional 
information. 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



Fall 2020 New 



COURSE INFORMATION 








			Course Number:  ELMT 1301








For the best experience, open this PDF portfolio in
 
Acrobat X or Adobe Reader X, or later.
 


Get Adobe Reader Now! 



http://www.adobe.com/go/reader
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Authorized Signature (Proposer) - By signing, you attest that you, the other campus deans (if applicable), and your provost support this proposal.
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Rubric Course Course Title Cert 1 Cert 1 Cert 2 AAS
MRKG 1301 Customer Relationship Management S X X
RECL 1303 Athletic Program Planning S X X
ACNT 1303 Introduction to Accounting I S X X
TRVM 1327 Special Event Design S X X
KINE 1336 Introduction to Sports Management S X X
TRVM 1370 Sports Tourism S R X X
MRKG 2333 Principles of Selling S R X X
RECT 1301 Introduction to Therapeutic Recreation R X X
HAMG 1317 Recreational Services R X X
BMGT 1327 Principles of Management R X X
BMGT 1341 Business Ethics R X X
HRPO 2307 Organizational Behavior R X X
MRKG 1311 Principles of Marketing X
BMGT 2309 Leadership (Capstone) X



BMGT 2382
Cooperative Education - Business 
Administration and Management, General



X



ECON 1301 Introduction to Economics X
ENGL 1301 Composition I X
GEN ED Humanities / Fine Arts course X
MATH 1342 Elementary Statistical Methods X
SPCH 1321 Business and Professional Communication X



Total SCH 21 21 36 60



S = Sports Management Certificate Level 1; R = Recreational Management Certificate Level 1



Stackable CredentialsSport and Recreation Management



Italics = Courses for SACSCOC required distribution of general education component.













COLLIN COLLEGE
Curriculum Outline



FIRST YEAR
First Semester Lec Lab Ext Cont Credit
ACNT 1303 Introduction to Accounting I 2 2 0 64 3
KINE 1336 Introduction to Sports Management 3 0 0 48 3
TRVM 1327 Special Event Design 3 0 0 48 3



8 2 0 160 9



Second Semester Lec Lab Ext Cont Credit
MRKG 1301 Customer Relationship Management 3 0 0 48 3
RECL 1303 Athletic Program Planning 3 0 0 48 3
TRVM 1370 Sports Tourism 3 0 0 48 3



9 0 0 144 9
SECOND YEAR
First Semester Lec Lab Ext Cont Credit
BMGT 1327 Principles of Management 3 0 0 48 3
HAMG 1317 Recreational Services 3 0 0 48 3
RECT 1301 Introduction to Therapeutic Recreation 3 0 0 48 3



9 0 0 144 9



Second Semester Lec Lab Ext Cont Credit
BMGT 1341 Business Ethics 3 0 0 48 3
HRPO 2307 Organizational Behavior (Capstone) 3 0 0 48 3
MRKG 2333 Principles of Selling 3 0 0 48 3



9 0 0 144 9



592 36



Total Hours



GRAND TOTAL HOURS



CIP 31.0504Sport and Recreation Management



Certificate Level 2 - Sport and Recreation Management



Total Hours



Total Hours



Total Hours



AAS - Marketing
Effective Fall 2016













Discipline Making Request Effective Term Justification



Move to CAB 
Agenda for 



Discussion (X)



Sport and Recreation Management Fall 2019 To give students an additional option



All items have been reviewed and approved, as necessary, by the Discipline Lead, Associate Dean, Director, Dean, and Provost.



Action



Expedited Proposal(s)



Rev 02.09.18



Certificate Level 2 - Sport and Recreation Management











For the best experience, open this PDF portfolio in
 
Acrobat X or Adobe Reader X, or later.
 


Get Adobe Reader Now! 



http://www.adobe.com/go/reader








BAT in Cybersecurity



First Year First Semester (Fall) First Year Second Semester (Spring)
CPMT 1305 IT Essentials I: PC Hardware and Software 3 ITCC 1314 CCNA 1 3
ITMT 1371 Configuring and Supporting Microsoft Windows 10 3 ITMT 1373 Networking with Windows Server 2016 3
ITMT 1372 Installation, Storage, and Computing with Windows 



Sever 2016 3 ITSC 1316  Linux Installation and Configuration 3
ITNW 1358 Network + 3 ITSY 2300 Operating System Security 3



GEN ED Mathematics ‐ 1314 or 1342 (020) 3
ITSY 1300 Fundamentals of Information Security (Security 



+) 3
Total 15 Total 15



Second Year Third Semester (Fall) Second Year Fourth Semester (Spring)
ITCC 1340 CCNA 2 3 ITSY 2341 Security Management Practices (Capstone) 3
ITSY 2301 Firewalls and Network Security 3 ITSY 2343 Computer Systems Forensics 3
ITSY 2342 Incident Response 3 ITSC 1342 Shell Programming ‐ Scripting 3
GEN ED ENGL 1301 Composition I (010) 3 GEN ED ECON 2302 or SOCI 1306 (080) 3



GEN ED
SPCH 1321 Business and Professional Communication 
(090 Area 1) 3 GEN ED PHIL 2303 Introduction to Formal Logic (040) 3
Total 15 Total 15



Third Year Fifth Semester (Fall) Third Year Sixth Semester (Spring)
XXXX 3YYY Introduction to Cryptography  3 XXXX 3YYY Cyber Crime 3
XXXX 3YYY Digital and Device Forensics  3 XXXX 3YYY Cyber Privacy 3
XXXX 3YYY Advanced Network Topologies and Protocols 3 XXXX 3YYY Mobile Technologies 3
GEN ED PSYC 1100 Learning Framework (090 Area 2) 1 XXXX 4YYY Penetration Testing  3
GEN ED PHYS 1405 Conceptual Physics (030) 4 GEN ED PHYS 1415 Physical Science 1 (030) 4



Total 14 Total 16



Fourth Year Seventh Semester (Fall) Fourth Year Eighth Semester (Spring)
XXXX 4YYY Cyber Defense Operations  3 XXXX 4YYY Information Assurance 3
XXXX 4YYY Virtualization and Cloud Security  3 XXXX 4YYY Senior Project 3
GEN ED ENGL 2311 Technical and Business Writing (010) 3 GEN ED American History Component (060) 3
GEN ED American History Component (060) 3 GEN ED GOVT 2306 Texas Government (070) 3











GEN ED GOVT 2305 Federal Government (070) 3 GEN ED Creative Arts Component (050) 3
Total 15 Total 15













COSTS



1st Year 2nd Year 3rd Year 4th Year 5th Year
5 Years 



Cumulative Total



with 3% increase with 3% increase with 3% increase with 3% increase



Full time Faculty (#1) + benefit (32%)
52,849*32% = $16,911.68



 + 52,849 = $69,760.00 $69,760.00 $71,852.80 $74,008.38 $76,228.64 $78,515.49 $370,365.31



Full time Faculty (#2) + benefit (32%)
52,849*32% = $16,911.68



 + 52,849 = $69,760.00 $69,760.00 $71,852.80 $74,008.38 $76,228.64 $78,515.49 $370,365.31



Full Time Staff (1) + benefits (32%)
30,266 *30% = 9,685.12 
+ 30, 266 = $39,951.12 $39,951.12 $41,149.65 $42,384.14 $43,655.67 $44,965.34 $212,105.92



Adjunct Faculty (#1) 3hr Lec = $2,970 /sem
$2,970*2sem = $ 5,940 /yr $7,128.00 $7,341.84 $7,562.10 $7,788.96 $8,022.63 $37,843.52



Adjunct Benefit (20% per 
individual) $1,188.00 $1,188.00 $1,188.00 $1,188.00 $1,188.00 $1,188.00 $5,940.00



Adjunct Faculty (#2) 
3hr Lec = $2,970 /sem



$2,970*2sem = $ 5,940 /yr $7,128.00 $7,341.84 $7,562.10 $7,788.96 $8,022.63 $37,843.53
Adjunct Benefit (20% per 
individual) $1,188.00 $1,188.00 $1,188.00 $1,188.00 $1,188.00 $1,188.00 $5,940.00



Personnel Subtotal $1,040,403.60



Computer Lab Equipment 
(computers, screen, presentation 
station, 2 high capacity servers)



25 student computer stations, 
presentation station, screen = 
$200,000.00; 2 high capacity 
servers $30,000 each. $260,000.00 $260,000.00



2 Printers $10,000.00 $10,000.00
Equipment Operation, Maintenance 
& Replacement $2,000.00 $2,000.00 $2,000.00 $2,000.00 $2,000.00 $10,000.00



$3,000.00 $3,000.00 $3,000.00 $3,000.00 $3,000.00 $15,000.00
Sub-Total $295,000.00



Hardware Firewall $6,000.00 $6,000.00
Sofware $1,000.00 $1,000.00 $1,000.00 $1,000.00 $1,000.00 $5,000.00
Books/ General Supplies $1,500.00 $1,500.00 $1,500.00 $1,500.00 $1,500.00 $7,500.00
Library/Online Resources $1,500.00 $1,500.00 $1,500.00 $1,500.00 $1,500.00 $7,500.00
Computer Based Resources $1,600.00 $1,600.00 $1,600.00 $1,600.00 $1,600.00 $8,000.00
Printing Brochure/ 
Handbook/Postage $1,000.00 $1,000.00 $1,000.00 $1,000.00 $1,000.00 $5,000.00
Sub-Total $39,000.00



Professional Travel/ Development $5,000.00 $5,000.00 $5,000.00 $5,000.00 $5,000.00 $25,000.00
Promotional/Marketing Activities $10,000.00 $10,000.00 $5,000.00 $5,000.00 $5,000.00 $35,000.00
Accreditation Fee $2,000.00 $2,000.00 $2,000.00 $2,000.00 $2,000.00 $10,000.00



Meeting Expenses - Advisory Board $450.00 $450.00 $450.00 $450.00 $450.00 $2,250.00
Test/Testing Services $1,000.00 $1,000.00 $1,000.00 $1,000.00 $1,000.00 $5,000.00
Professional Membership $1,500.00 $1,500.00 $1,500.00 $1,500.00 $1,500.00 $7,500.00
Sub-Total $84,750.00



$1,459,153.60



FUNDING & REVENUE (TBD Pending Upper Division Level Course Selection)



Credit Hours per award State Funding Tuition Funding



Total Funding 
Per Student 



(State & Tuition)



Projected 
Completers for 



5 years
Cumulative 5 
Years Total



80 $0.00



$0.00



$0.00



Proposed Budget - BAT Cyber Security



PERSONNEL



EQUIPMENTS / FACILITIES



TOTAL COSTS



Equipment Acquisitions



SUPPLIES/MISCELLANEOUS (Classroom Supplies, Software, Materials, etc )



Full time salary based on the following credentials - Masters + 24 with 5 years directly related experience with 20% FTE - additional role such as a program director 
or discipline lead



Descriptions/Explanations of Calculations:



OTHERS/ SERVICES 



TOTAL REVENUE



120 HR BAT Cyber Security



Classroom size - based on the standard classroom size.
Professional development/travel  once a year but if additional training or certification is needed for full time faculty and staff, the budget will increase. 
Benefit for full time personnel is 32% and 20% for part-time.
Full time staff salary based on administrative assistant minimum salary $30,266 (Job Code - 2989)



Adjunct salary based on 3 Lec hrs. Calculations of salary per year was done with 1 adjunct * 3% increase 
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Effective Term: Fall 2019



Additional Fees:    Yes             No    X



         XXXX  43YY  Senior Project



         XXXX  33YY  Cyber Privacy



         XXXX  33YY  Mobile Technologies



Rev 06.07.18



Rationale:
See separate document



New Program



         BAT Cybersecurity



New Courses



         XXXX  43YY  Penetration Testing



         XXXX  33YY  Introduction to Cryptography



         XXXX  33YY  Digital and Device Forensics



         XXXX  33YY  Advanced Network Topologies and Protocols



         XXXX  33YY  Cyber Crime



         XXXX  43YY  Cyber Defense Operations



         XXXX  43YY  Virtualization and Cloud Security



         XXXX  43YY  Information Assurance



Program / Course CIP:



Program: Bachelor of Applied Technology (BAT) in Cybersecurity













COLLIN COLLEGE 



COURSE SYLLABUS  



 



Course Number:  XXXX 3YYY 
 



Course Title:  Introduction to Cryptography 
 



Course Description:  This course introduces the inner workings of cryptographic primitives and 
how to correctly use them. Specifically, the course covers cryptographic algorithms, protocols 
and techniques. The algorithms illustrate the art of encryption and secure hashing. The 
cryptographic protocols will expose the students to the world of building trust in an untrusted 
environment. Cryptographic techniques used in key management and algorithm choice will be 
explored. 
 



Course Credit Hours: 3  



             Lecture Hours: 2 
       Lab Hours: 3  



 



Prerequisites:  ITSY 2341 and Math core complete   



                                                     



Student Learning Outcomes:  Upon successful completion of this course, students will: 
1. Identify the elements of a cryptographic system 
2. Describe the differences between symmetric and asymmetric algorithms 
3. Describe which cryptographic protocols, tools, and techniques are appropriate for a 



given situation 
4. Describe how cryptography can be used, strengths and weaknesses, modes, and 



issues that addressed in an implementation 
5. Use existing cryptographic tools to implement security 
6. Analyze cryptographic failures  



 
Withdrawal Policy:  See the current Collin Registration Guide for the last day to withdraw. 
 
Collin College Academic Policies:  See the current Collin Student Handbook. 



Americans with Disabilities Act:  Collin College will adhere to all applicable federal, state and 
local laws, regulations and guidelines with respect to providing reasonable 
accommodations as required to afford equal opportunity.  It is the student’s responsibility to 
contact the ACCESS office, SCC-D140 or 972.881.5898 (V/TTD: 972.881.5950) to arrange 
for appropriate accommodations.  See the current Collin Student Handbook for additional 
information. 



 



Fall 2019 New 



COURSE 











COLLIN COLLEGE 



 



COURSE SYLLABUS  



 



 



Course Number:  XXXX 3YYY 
 



Course Title:  Digital and Device Forensics 
 



Course Description:  This course will help students understand the issues, techniques, and 
vulnerabilities of small scale (non-PC) digital device forensics. Emphasis will be placed on the 
forensically sound acquisition, preservation, analysis and presentation of small scale digital 
devices as evidence.  
 
Course Credit Hours: 3  



             Lecture Hours: 2 
       Lab Hours: 3  



 



Prerequisites:  ITSY 2343 



                                         



Student Learning Outcomes:  Upon successful completion of this course, students will: 
1. Describe the methods of acquisition/analysis of non-PC device data 
2. Explain the legal issues related to non-PC device forensics 
3. Preform forensic analysis using common tools 
4. Present analysis information in legal proceedings format 



 
Withdrawal Policy:  See the current Collin Registration Guide for the last day to withdraw. 
 
Collin College Academic Policies:  See the current Collin Student Handbook. 



Americans with Disabilities Act:  Collin College will adhere to all applicable federal, state and 
local laws, regulations and guidelines with respect to providing reasonable 
accommodations as required to afford equal opportunity.  It is the student’s responsibility to 
contact the ACCESS office, SCC-D140 or 972.881.5898 (V/TTD: 972.881.5950) to arrange 
for appropriate accommodations.  See the current Collin Student Handbook for additional 
information. 



 



 



Fall 2019 New 



 



COURSE 











COLLIN COLLEGE 



COURSE SYLLABUS  



 



 



Course Number:  XXXX 4YYY 
 



Course Title:  Information Assurance 
 



Course Description:  A study of common security architectures for the protection of information 
systems and data. An examination of the common standards related to information assurance. 
Application of architectures and standards within the rules, regulations for compliance.  
 



Course Credit Hours: 3  



             Lecture Hours: 2 
       Lab Hours: 3  



 



Prerequisites:  ITSY 2342  



                                                       



Student Learning Outcomes:  Upon successful completion of this course, students will: 
1. Describe specific Information Assurance (IA) architectures 
2. Identify potential vulnerabilities of various IA architectures 
3. Design a secure architecture for a given application 
4. Compare and contrast voluntary and mandatory compliance requirements 
5. Plan and conduct audits to determine compliance  
6. Describe how standards are applied and assessed for sub-contractors or customers 



 
Withdrawal Policy:  See the current Collin Registration Guide for the last day to withdraw. 
 
Collin College Academic Policies:  See the current Collin Student Handbook. 



 



Americans with Disabilities Act:  Collin College will adhere to all applicable federal, state and 
local laws, regulations and guidelines with respect to providing reasonable 
accommodations as required to afford equal opportunity.  It is the student’s responsibility to 
contact the ACCESS office, SCC-D140 or 972.881.5898 (V/TTD: 972.881.5950) to arrange 
for appropriate accommodations.  See the current Collin Student Handbook for additional 
information. 



 



 



Fall 2019 New 



COURSE 











COLLIN COLLEGE 



COURSE SYLLABUS  



 



Course Number:  XXXX 3YYY 
 



Course Title:  Cyber Crime 
 



Course Description:  An examination of Cyber Crimes and other abuses arising in a cyber 
environment.  Traditional and contemporary forms of cybercrime will be explored, including 
hacking, insider threat, cyberbullying, hacktivism, cyberterrorism and others. Students will learn 
how computers can be either the target or the tool for committing cybercrimes. In addition, 
sociological and psychological aspects associated with cybercrime will be examined.  



 
Course Credit Hours: 3  



             Lecture Hours: 2 
 



Prerequisites:  ITSY 2341   



                                                     



Student Learning Outcomes:  Upon successful completion of this course, students will: 
1. Describe how the internet is used for cybercrime, cyber-staling, and other abusive 



behaviors 
2. Describe the types of cyber crime 
3. Evaluate the effectiveness of applications of cybersecurity in preventing crime and 



abuse 
4. Describe US Federal law and International law related to cyber crime 
5. Describe various sociological, psychological, and criminological theories related to 



cybercrime 
 



Withdrawal Policy:  See the current Collin Registration Guide for the last day to withdraw. 
 
Collin College Academic Policies:  See the current Collin Student Handbook. 



Americans with Disabilities Act:  Collin College will adhere to all applicable federal, state and 
local laws, regulations and guidelines with respect to providing reasonable 
accommodations as required to afford equal opportunity.  It is the student’s responsibility to 
contact the ACCESS office, SCC-D140 or 972.881.5898 (V/TTD: 972.881.5950) to arrange 
for appropriate accommodations.  See the current Collin Student Handbook for additional 
information. 



 



 



Fall 2019 New 



COURSE 











COLLIN COLLEGE 



COURSE SYLLABUS  



 



Course Number:  XXXX 3YYY 
 



Course Title:  Advanced Network Technology and Protocols 
 



Course Description:  This course examines the advanced and novel areas of networks and 
protocols.  Various networks will be examined with secure configurations, analysis, and 
response to threats. 
 
 
Course Credit Hours: 3  



             Lecture Hours: 2 
       Lab Hours: 3  



 



Prerequisites:  ITSY 2343   



                                                       



Student Learning Outcomes:  Upon successful completion of this course, students will: 
1. Identify advanced networks 
2. Describe security issues associated with advanced and novel networks 
3. Define social networks and the associated security issues 
4. Perform deep packet inspections 
5. Define and secure Software Defined Networks 



 
Withdrawal Policy:  See the current Collin Registration Guide for the last day to withdraw. 
 
Collin College Academic Policies:  See the current Collin Student Handbook. 



 



Americans with Disabilities Act:  Collin College will adhere to all applicable federal, state and 
local laws, regulations and guidelines with respect to providing reasonable 
accommodations as required to afford equal opportunity.  It is the student’s responsibility to 
contact the ACCESS office, SCC-D140 or 972.881.5898 (V/TTD: 972.881.5950) to arrange 
for appropriate accommodations.  See the current Collin Student Handbook for additional 
information. 



 



 



 



Fall 2019 New 



 



COURSE 











COLLIN COLLEGE 



COURSE SYLLABUS  



 



Course Number:  XXXX 3YYY 
 



Course Title:  Cyber Privacy 
 



Course Description:  This course examines the diverse components of privacy and the effects 
the Internet has on privacy.  Approaches for individual, organization, and government privacy as 
well as privacy laws will be examined.   
 



Course Credit Hours: 3  



             Lecture Hours: 2 
       Lab Hours: 3  



 



Prerequisites:  XXXX 3YYY Digital and Device Forensics  



                                                       



Student Learning Outcomes:  Upon successful completion of this course, students will: 
1. Define personally identifiable information 
2. Compare and contrast privacy policies 
3. Compare and contrast laws of different jurisdictions 
4. Describe privacy approaches for individuals, organizations, and governments 
5. Describe Fair Information Practices Principles (FIPPs) 
6. Analyze risks to privacy 
7. Apply privacy tools for security of information 



 
Withdrawal Policy:  See the current Collin Registration Guide for the last day to withdraw. 
 
Collin College Academic Policies:  See the current Collin Student Handbook. 



 



Americans with Disabilities Act:  Collin College will adhere to all applicable federal, state and 
local laws, regulations and guidelines with respect to providing reasonable 
accommodations as required to afford equal opportunity.  It is the student’s responsibility to 
contact the ACCESS office, SCC-D140 or 972.881.5898 (V/TTD: 972.881.5950) to arrange 
for appropriate accommodations.  See the current Collin Student Handbook for additional 
information. 



 



 



 



Fall 2019 New 



COURSE 











 



 



COLLIN COLLEGE 



COURSE SYLLABUS  



 



Course Number:  XXXX 4YYY 
 



Course Title:  Penetration Testing 
 



Course Description:  This course provides students with methods of discovering ways of 
exploiting vulnerabilities to gain access to a system.  Students will learn the methods, 
techniques, and tools to test the security of computer networks, infrastructure and applications.  



 
Course Credit Hours: 3  



             Lecture Hours: 2 
       Lab Hours: 3  



 



Prerequisites:  XXXX 3YYY Cyber Crime   



                                                       



Student Learning Outcomes:  Upon successful completion of this course, students will: 
1. Define the types of threats and exploitations used to penetrate products, devices, 



and networks 
2. Define the penetration testing process 
3. Apply tools and techniques for exploiting vulnerabilities and assessing impacts 
4. Plan, organize, and perform penetration testing 
5. Analyze penetration testing results to devise and implement remediation strategies 



 
Withdrawal Policy:  See the current Collin Registration Guide for the last day to withdraw. 
 
Collin College Academic Policies:  See the current Collin Student Handbook. 



 



Americans with Disabilities Act:  Collin College will adhere to all applicable federal, state and 
local laws, regulations and guidelines with respect to providing reasonable 
accommodations as required to afford equal opportunity.  It is the student’s responsibility to 
contact the ACCESS office, SCC-D140 or 972.881.5898 (V/TTD: 972.881.5950) to arrange 
for appropriate accommodations.  See the current Collin Student Handbook for additional 
information. 



 



Fall 2019 New 



COURSE 











COLLIN COLLEGE 



COURSE SYLLABUS  



 



Course Number:  XXXX 4YYYY 
 



Course Title:  Virtualization and Cloud Security 
 



Course Description:  An examination of how modern host virtualization is implemented, deployed, 
and used. Students will understand the interfaces between major components of virtualized 
systems, and the implications these interfaces have for security.  Students will examine the 
technologies and services that enable cloud computing, different types of cloud computing 
models and the security and legal issues associated with cloud computing. 



 
Course Credit Hours: 3  



             Lecture Hours: 2 
       Lab Hours: 3  



 



Prerequisites:  XXXX 3YYY Device Forensics and XXXX 3YYYY Cyber Crime  



                                                       



Student Learning Outcomes:  Upon successful completion of this course, students will: 
1. Describe the fundamental concepts of virtualization 
2. Compare and contrast the different virtualization architectures 
3. Perform digital forensics in virtual environments 
4. Describe each type if service/model of cloud computing 
5. Compare and contrast: local resource requirements, local control, network 



requirements and security related to cloud computing  
 
Withdrawal Policy:  See the current Collin Registration Guide for the last day to withdraw. 
 
Collin College Academic Policies:  See the current Collin Student Handbook. 



 



Americans with Disabilities Act:  Collin College will adhere to all applicable federal, state and 
local laws, regulations and guidelines with respect to providing reasonable 
accommodations as required to afford equal opportunity.  It is the student’s responsibility to 
contact the ACCESS office, SCC-D140 or 972.881.5898 (V/TTD: 972.881.5950) to arrange 
for appropriate accommodations.  See the current Collin Student Handbook for additional 
information. 



 



 



Fall 2019 New 



COURSE 











COLLIN COLLEGE 



COURSE SYLLABUS  



 



Course Number:  XXXX 4YYY 
 



Course Title:  Cyber Defense Operations 
 



Course Description:  An examination of the concepts used in defending a network, and the basic 
tools and techniques that can be used to protect a network and communication assets from 
cyber threats.   
 
 
Course Credit Hours: 3  



             Lecture Hours: 2 
       Lab Hours: 3  



 



Prerequisites:  XXXX 4YYY Penetration Testing   



                                                       



Student Learning Outcomes:  Upon successful completion of this course, students will: 
1. Describe the key concepts in network defense 
2. Explain how network defense tools are used to defend against attacks 
3. Analyze how security policies are implemented on systems to protect a network 
4. Evaluate how network operational procedures relate to network security 
5. Identify Indicators of Compromise and Tactics, Techniques and Procedures 
6. Determine effective remediation strategies 
7. Define perimeter monitoring, internal network monitoring, and endpoint monitoring 
8. Perform defensive operations  



 
Withdrawal Policy:  See the current Collin Registration Guide for the last day to withdraw. 
 
Collin College Academic Policies:  See the current Collin Student Handbook. 



 



Americans with Disabilities Act:  Collin College will adhere to all applicable federal, state and 
local laws, regulations and guidelines with respect to providing reasonable 
accommodations as required to afford equal opportunity.  It is the student’s responsibility to 
contact the ACCESS office, SCC-D140 or 972.881.5898 (V/TTD: 972.881.5950) to arrange 
for appropriate accommodations.  See the current Collin Student Handbook for additional 
information. 



 



 



Fall 2019 New 



COURSE 











COLLIN COLLEGE 



COURSE SYLLABUS  



 



Course Number:  XXXX 3YYY 
 



Course Title:  Mobile Technologies 
 



Course Description:  This course examines how mobile systems function to allow secure voice 
and data access.   
 
Course Credit Hours: 3  



             Lecture Hours: 2 
       Lab Hours: 3  



 



Prerequisites:  XXXX 3YYY Advanced Network Topologies and Protocols   



                                                       



Student Learning Outcomes:  Upon successful completion of this course, students will: 
1. Describe mobile device standards 
2. Describe how mobile devices maintain connectivity 
3. Define various design options 
4. Define encryption techniques 
5. Implement mobile security 



 
Withdrawal Policy:  See the current Collin Registration Guide for the last day to withdraw. 
 
Collin College Academic Policies:  See the current Collin Student Handbook. 



 



Americans with Disabilities Act:  Collin College will adhere to all applicable federal, state and 
local laws, regulations and guidelines with respect to providing reasonable 
accommodations as required to afford equal opportunity.  It is the student’s responsibility to 
contact the ACCESS office, SCC-D140 or 972.881.5898 (V/TTD: 972.881.5950) to arrange 
for appropriate accommodations.  See the current Collin Student Handbook for additional 
information. 



 



 



 



Fall 2019 New 



 



 



COURSE 











COLLIN COLLEGE 



COURSE SYLLABUS  



 



Course Number:  XXXX 4YYY 
 



Course Title:  Senior Project 
 



Course Description:  This course is designed to integrate all previous coursework. 
Under the guidance of the professor, each student completes a practical exercise in a 
cybersecurity role.  
 



Course Credit Hours: 3  



             Lecture Hours: 2 
       Lab Hours: 3  



 



Prerequisites:  XXXX 4YYY Cyber Defense Operations and Virtualization and Cloud Security 
  



                                           



Student Learning Outcomes:  Upon successful completion of this course, students will: 
1. Demonstrate a complete cybersecurity project 



 
Withdrawal Policy:  See the current Collin Registration Guide for the last day to withdraw. 
 
Collin College Academic Policies:  See the current Collin Student Handbook. 



 



Americans with Disabilities Act:  Collin College will adhere to all applicable federal, state and 
local laws, regulations and guidelines with respect to providing reasonable 
accommodations as required to afford equal opportunity.  It is the student’s responsibility to 
contact the ACCESS office, SCC-D140 or 972.881.5898 (V/TTD: 972.881.5950) to arrange 
for appropriate accommodations.  See the current Collin Student Handbook for additional 
information. 



 



 



 



Fall 2019 New 



 



 



COURSE 













Justification for BAT in Cybersecurity 



With the State of Texas approving Collin College to offer Bachelor’s degrees, an examination of various 
fields was performed to find the ones in which there was a high number of job openings and the job 
openings were significantly larger than the number of graduates to fill those jobs.  One of the areas 
examined was Information Technology (IT).  Several areas were examined in IT such as software 
development, network engineering, IT management, and cybersecurity.  While software development 
had the highest number of job openings, most 4-year schools in the area offer Computer 
Science/Software Development degrees.  The area with the next most openings was cybersecurity, and 
there are fewer 4-year schools offering a cybersecurity degree.  In addition, most of the other 4-year 
degrees are theoretical, and the BAT is intended to be a very hands-on degree type (this is a 
recommendation of the committee that we formed to investigate this degree, that it be much more 
hands-on).  The other areas examined did not have as many openings, and there were multiple schools 
serving those areas.  Because of this, the decision was made to develop a Bachelor’s of Applied 
Technology in Cybersecurity. 



Currently, Collin College offers an Associate of Applied Science in Cybersecurity.  While our current AAS 
is adequate for entry into the field, it is not adequate for higher level situations/investigations and is not 
adequate for significant advancement.  In addition, the National Security Agency (NSA) and the 
Department of Homeland Security (DHS) have jointly developed a Knowledge Unit (KU) list applicable to 
the cybersecurity area and is one of the components in their designation of a Center of Excellence in 
Cybersecurity.  This was the basis for the second committee meeting, the ranking of the KUs.  This 
information was used to develop the degree plan. 



For a short summary, the cybersecurity area is in high demand, there are not enough graduates to meet 
that demand, the BAT will be a very hands-on program which will set it apart from other degrees, and 
the courses have been developed so they align with NSA/DHS KUs for a Center of Excellence in 
Cybersecurity designation. 



 













Topics



4 3 2 1 Avg



KU
1



Cybersecurity 
Foundations 
(CSF)



To complete this KU, students should be able to: 
1. Describe the fundamental concepts of the cyber security discipline and use to 
provide system security. 
2. Describe potential system attacks and the actors that might perform them. 
3. Describe cyber defense tools, methods and components and apply cyber 
defense methods to prepare a system to repel attacks. 
4. Describe appropriate measures to be taken should a system compromise occur. 
5. Properly use the Vocabulary associated with cyber security.



1. Threats and Adversaries (threat actors, malware, natural phenomena)
2. Vulnerabilities and Risk management (include backups and recovery)
3. Common Attacks
4. Basic Risk Assessment
5. Security Life-Cycle
6. Applications of Cryptography and PKI
7. Data Security (in transmission, at rest, in processing)
8. Security Models (Bell-La Padula, Biba, Clark Wilson, Brewer Nash, Multi-level 
security)
9. Access Control Models (MAC, DAC, RBAC, Lattice)
10. Confidentiality, Integrity, Availability, Access, Authentication, Authorization, 
Non-Repudiation, Privacy
11. Session Management
12. Exception Management
13. Security Mechanisms (e.g., Identification/Authentication, Audit)
14. Malicious activity detection / forms of attack
15. Appropriate Countermeasures
16. Legal issues
17. Ethics (Ethics associated with cybersecurity profession)



11 4.00



KU
2



Cybersecurity 
Principles 
(CSP)



To complete this KU, students should be able to:
1. Define the principles of cybersecurity.
2. Describe why each principle is important to security and how it enables the 
development of security mechanisms that can implement desired security 
policies.
3. Analyze common security failures and identify specific design principles that 
have been violated.
4. Given a specific scenario, identify the design principles involved or needed.
5. Understand the interaction between security and system usability and the 
importance for minimizing the effects of security mechanisms.



 1. Principles (must cover all of the sub-Topics)
a. Separation (of domains/duties)
b. Isolation
c. Encapsulation
d. Modularity
e. Simplicity of design (Economy of Mechanism)
f. Minimization of implementation (Least Common Mechanism)
g. Open Design
h. Complete Mediation
i. Layering (Defense in depth)
j. Least Privilege
k. Fail Safe Defaults / Fail Secure
l. Least Astonishment (Psychological Acceptability)
m. Minimize Trust Surface (Reluctance to trust)
n. Usability
o. Trust relationships



11 4.00



KU



Collin College BILT for Determination of Knowledge Units for Bachelor of Applied Technology in Cybersecurity



# votes (4 = most important)
Students Should Know/Be able to do



Knowledge 
Units



Core Knowledge Units 



Page 1











Topics



4 3 2 1 Avg



KU



Collin College BILT for Determination of Knowledge Units for Bachelor of Applied Technology in Cybersecurity



# votes (4 = most important)
Students Should Know/Be able to do



Knowledge 
Units



KU
3



IT Systems 
Components 
(ISC)



 To complete this KU, students should be able to:
1. Describe the hardware components of modern computing environments and 
their individual functions.
2. Describe the basic security implications of modern computing environments.
3. Understand the Federal, State and Local Cyber Defense partners/structures
4. Properly use the Vocabulary associated with cyber security.



1. Endpoint protection
a. Workstations, servers, appliances, mobile devices, peripheral devices (Printers, scanners, 
external storage)
2. Storage Devices
3. System Architectures
a. Virtualization / Containers
b. Cloud
4. Alternative environments (SCADA, real time systems, critical infrastructures)
5. Networks (Internet, LANs, wireless)
6. Network mapping (enumeration and identification of network components)
7. Network Security Components (Data Loss Prevention, VPNs / Firewalls)
8. Intrusion Detection and Prevention Systems, Incident Response
9. Managed Services
10. Software Security (secure coding principles, software issues by type)
11. Configuration Management
12. Patching
a. OS and Application Updates
13. Vulnerability Scanning (core)
a. Vulnerability Windows (0-day to patch availability)
14. People and security (social engineering)
15. Physical and environmental security concerns
16. Internet Of Things (IOT)
17. Cyber Defense Partnerships (Federal, State, Local, Industry)



11 4.00



KU
4



Technical Core - 
Basic 
Cryptography 
(BCY)



 To complete this KU, students should be able to do some of the following:
1. Students will be able to identify the elements of a cryptographic system.
2. Students will be able to describe the differences between symmetric and 
asymmetric algorithms.
3. Students will be able to describe which cryptographic protocols, tools and 
techniques are appropriate for a given situation.
4. Students will be able to describe how crypto can be used, strengths and 
weaknesses, modes, and issues that have to be addressed in an implementation 
(e.g., key management), etc.



1. Common cryptographic uses
a. Security Functions (data protection, data integrity, authentication, non-repudiation)
b. Block vs. stream data
c. Digital Signatures (Authentication)
2. Hash Functions (MD4, MD5, SHA-1, SHA-2, SHA-3)
a. Integrity checking
b. For protecting authentication data
c. Collision resistance
3. Symmetric Cryptography (DES, Twofish)
4. Public Key Cryptography (Diffie-Hellman, RSA, ECC, ElGamal, DSA)
a. Public Key Infrastructure
b. Certificates
c. Key Management (creation, exchange/distribution)
5. Cryptography in practice
a. Common Cryptographic Protocols
b. DES -> AES (evolution from DES to AES)
c. Cryptographic Modes (and their strengths and weaknesses)
d. Cryptographic standards (FIPS 140 series)
6. Cryptographic failures
a. Types of Attacks (brute force, chosen plaintext, known plaintext, differential and 
linear cryptanalysis, etc.)
b. Implementation failures



11 4.00
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5



Technical Core - 
Basic 
Networking 
(BNW)



 To complete this KU, students should be able to do some of the following:
1. Describe the fundamental concepts, technologies, components and issues 
related to communications and data networks.
2. Design a basic network architecture given a specific need and set of 
hosts/clients.
3. Track and identify the packets involved in a simple TCP connection (or a trace 
of such a connection).
4. Use a network monitoring tools to observe the flow of packets (e.g., 
WireShark).
5. Perform network mapping (enumeration and identification of network 
components) (e.g., Nmap).
6. Describe common network vulnerabilities.



1. Networking models (OSI and IP).
2. Network media (wired, optical, and wireless)
3. Network Architectures and topologies (PAN, LAN/WAN, DMZ, Enclaves, 
VLAN, NAT, subnetting, supernetting)
4. Common Network Devices and their role in the network. (Routers, Switches, 
Hosts, VPNs, Firewalls)
5. Network Protocols introduction (IP, TCP, UDP, ICMP)
6. Network Services and protocols introduction (DNS, NTP, VLAN, etc.).
7. Network Applications and protocols introduction (SMTP, HTTP, VoIP, SSH, 
etc.).
8. Use of basic network administration tools.
9. Overview of Network Security Issues



11 4.00



KU
6



Technical Core - 
Basic Scripting 
and 
Programming 
(BSP)



To complete this KU, students should be able to:
1. Demonstrate their proficiency in the use of scripting languages to write simple 
scripts (e.g., to automate system administration tasks).
2. Write simple linear and looping scripts.
3. Write simple and compound conditions within a programming language or 
similar environment (e.g., scripts, macros, SQL).
4. Demonstrate proficiency in the use of a programming language to solve 
complex problems in a secure and robust manner.



1. Implement basic security concepts
a. Permissions, bounds checking, input validation, type checking and parameter 
validation
2. Be familiar with the concept and basic implementation of regular expressions.
3. Understand basic data structures and algorithms
4. Basic Boolean logic/operations.
a. AND / OR / XOR / NOT
5. Scripting on both Windows and Linux
a. Language (e.g. PERL, Python, BASH, JAVA, VB Scripting, Powershell)
6. Properly apply basic programming constructs and concepts including:
a. Variables and types (int, float, char, etc.)
b. Strings, arrays, structures
c. Sequential and parallel execution
d. Assignments (:=, =, ++, --, etc.)
e. Decisions and branching (if, if ... else, elseif, switch, case, etc.)
f. Loops (for, while, repeat, etc.)
g. Functions, procedures, and calls
h. Debugging techniques



9 2 3.82
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Technical Core - 
Network 
Defense (NDF)



To complete this KU, students should be able to do some of the following:
1. Describe the key concepts in network defense (defense in depth, minimizing 
exposure, etc.).
2. Explain how network defense tools (firewalls, IDS, etc.) are used to defend 
against attacks and mitigate vulnerabilities.
3. Analyze how security policies are implemented on systems to protect a 
network.
4. Evaluate how network operational procedures relate to network security.



1. Outline concepts of network defense, such as:
a. Defense in Depth
b. Network attacks
c. Network Hardening
d. Minimizing Exposure (Attack Surface and Vectors)
2. Network defense/monitoring tools:
a. Implementing Firewalls
b. DMZs / Proxy Servers
c. VPNs
d. Honeypots and Honeynets
e. Implementing IDS/IPS
3. Network Operations
a. Network Security Monitoring
b. Network Traffic Analysis
4. Network security policies as they relate to network defense/security:
a. Network Access Control (internal and external)
b. Network Policy Development and Enforcement



11 4.00



KU
8



Technical Core - 
Operating 
Systems 
Concepts 
(OSC)



To complete this KU, students should be able to do the following:
1. Describe the role and basic functions of an operating system, and how 
operating systems interact with hardware and software applications.
2. Identify and describe basic security issues of operating systems.



1. Privileged and non-privileged states
2. Application processes and threads
3. Memory (real, virtual, and management)
4. Files systems
5. Virtualization / hypervisors
6. Creation and operation of virtualization technology
7. Fundamental security design principles as applied to an OS
8. Access controls (models and mechanisms)
9. Domain separation, process isolation, resource encapsulation, least privilege



10 1 3.91
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Non-technical 
Core - Cyber 
Threats (CTH)



To complete this KU, students should be able to:
1. Identify the bad actors in cyberspace and compare and contrast their 
resources, capabilities/techniques, motivations and aversion to risk.
2. Describe different types of attacks and their characteristics.



1. Motivations and Techniques
2. The Adversary Model (resources, capabilities, intent, motivation, risk aversion, 
access)
3. Types of Attacks (and vulnerabilities that enable them)
a. Password guessing / cracking
b. Backdoors / trojans / viruses / wireless attacks
c. Sniffing / spoofing / session hijacking
d. Denial of service / distributed
e. DOS / BOTs
f. MAC spoofing / web app attacks / 0-day exploits
g. Advanced Persistent Threat (APT)
4. Events that indicate an attack is/has happened
5. Attack Timing (within x minutes of being attached to the net)
6. Attack surfaces / vectors, and trees
7. Covert Channels
8. Social Engineering
9. Insider problem
10. Threat Information Sources (e.g., CERT)
11. Legal Issues associated with cyber threats



11 4.00



KU
10



Non-technical 
Core - 
Cybersecurity 
Planning and 
Management 
(CPM)



To complete this KU, students should be able to:
1. Examine the placement of security functions in a system and describe the 
strengths and weaknesses
2. Develop contingency plans for various size organizations to include: business 
continuity, disaster recovery and incident response.
3. Develop system specific plans for:
a. The protection of intellectual property
b. The implementation of access controls
c. Patch and change management
4. Outline and explain the roles of personnel in planning and managing security, 
including:
a. Board of Directors
b. Senior Management
c. Chief Information Security Officer (CISO)
d. IT Management (CIO, IT Director, etc)
e. Functional Area Management
f. Information Security personnel
g. End users



1. Broad coverage of the cybersecurity Common Body of Knowledge (CBK) and 
how it affects planning and management.
2. Differentiate and provided examples of Operational, Tactical, and Strategic 
Planning and Management
3. Examine C-Level Functions which impact cybersecurity.
4. Making cybersecurity a strategic essential (part of core organizational strategy)
5. Identify requirements and create plans for Business Continuity / Disaster 
Recovery
6. Develop processes and procedures for incident response
7. Planning for protection of intellectual property
8. Managing the implementation of access controls
9. Managing patch and change control



1 4 6 2.55
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11



Non-technical 
Core - Policy, 
Legal, Ethics, 
and 
Compliance 
(PLE)



To complete this KU, students should be able to:
1. List the applicable laws and policies related to cyber defense and describe the 
major components of each pertaining to the storage and transmission of data.
2. Describe their responsibilities related to the handling of data as it pertains to 
legal, ethical and/or agency auditing issues.
3. Describe how the type of legal dispute (civil, criminal, private) affects the 
evidence used to resolve it.



1. Federal Laws and Authorities
a. Computer Security Act
b. Sarbanes – Oxley
c. Gramm – Leach – Bliley
d. Privacy (COPPA) HIPAA / FERPA
e. USA Patriot Act
f. Americans with Disabilities Act, Section 508
g. Other Federal laws and regulations
2. State, US and international standards / jurisdictions
3. Payment Card Industry Data Security Standard (PCI DSS)
4. BYOD issues



4 6 1 3.27



Page 6











Topics



4 3 2 1 Avg



KU



Collin College BILT for Determination of Knowledge Units for Bachelor of Applied Technology in Cybersecurity



# votes (4 = most important)
Students Should Know/Be able to do



Knowledge 
Units



KU
12



Non-technical 
Core - Security 
Program 
Management 
(SPM)



To complete this KU, students should be able to:
1. Apply their knowledge to develop a security program, identifying goals, 
objectives and metrics.
2. Apply their knowledge to effectively manage a security program.
3. Assess the effectiveness of a security program.



1. Goals and objectives of a security program.
2. Measuring the effectiveness of a security program (metrics).
3. Roles and Responsibilities of the Security Organization
4. Security Policies.
a. Compliance with Applicable Laws and Regulations
b. Security best practices and frameworks.
5. Security Baselining
6. Program Monitoring and Control
7. Security Awareness, Training and Education
8. Security program addresses:
a. Physical Security
b. Personnel Security
c. System and Data Identification
d. System security plans.
e. Configuration and Patch management
f. System Documentation
g. Incident Response Program
h. Disaster Recovery Program.
i. Certification and Accreditation



5 6 3.45



KU
13



Non-technical 
Core - Security 
Risk Analysis 
(SRA)



To complete this KU, students should be able to:
1. Describe how risk relates to a system security policy.
2. Describe various risk analysis methodologies.
3. Evaluate and categorize risk 1) with respect to technology; 2) with respect to 
individuals, and 3) in the enterprise, and recommend appropriate responses.
4. Compare the advantages and disadvantages of various risk assessment 
methodologies
5. Select the optimal methodology based on needs, advantages and 
disadvantages.



1. Risk Assessment/Analysis Methodologies
2. Risk Measurement and Evaluation Methodologies
3. Risk Management Models
4. Risk Management Processes
5. Risk Mitigation Economics
6. Risk Transference/Acceptance/Mitigation
7. Communication of Risk



6 4 3.60
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Optional 
Advanced 
Network 
Technology and 
Protocols 
(ANT)



To complete this KU, students should be able to:
1. Explore in depth advanced and novel areas of networks and protocols.
2. Describe and discuss the security issues and implications of advanced and 
novel networks and protocols.
3. Develop the intellectual tools to explore and understand advance network 
concepts and protocols.



1. Advanced Routing algorithms and protocols
a. BGP
b. OSPF
c. MPLS
2. Software Defined Networking
a. Principles, protocols, implications
3. IPv6 Networking Suite
a. IPv6 Security Issues
4. Quality of Service
5. Network Services
6. Social Network implementation and security issues.
7. Voice over IP (VoIP)
8. Multicasting
9. Advanced Network Security Topics
a. Secure DNS
b. Network Address Translation
c. Deep Packet Inspection
d. Transport Layer Security



2 4 3 2.89



KU
15



Optional Basic 
Cyber 
Operations 
(BCO)



To complete this KU, students should be able to:
1. Describe the laws that provide US entities the authority to perform cyber 
operations.
2. List the phases of a well-organized cyber operation and describe the goals and 
objectives of each phase.
3. Identify specific phases of a cyber operation in network traffic.
4. Describe potential motivations that might prompt an entity to perform a cyber 
operation.



1. Legal Authorities and Ethics
2. Stages of a Cyber Operation (and details of each phase)
a. Target Identification
b. Reconnaissance o Gaining Access o Hiding Presence
c. Establishing Persistence
d. Execution
e. Assessment
3. Basic Process Modeling
4. Validating Procedures
5. Handling failures to follow procedures
6. Case studies of actual cyber operations



1 4 4 2.67



KU
16



Optional Cloud 
Computing 
(CCO)



To complete this KU, students should be able to:
1. Describe each type of service/model of cloud computing
2. Compare and contrast: local resource requirements, local control, network 
requirements, and security (attacks, mitigations, overall vulnerability)



1. Virtualization platforms
2. Cloud Services
a. SaaS, PaaS, DaaS, IaaS
3. Service Oriented Architectures
4. Deployment Models
a. private, public, community, hybrid
5. Security
6. Storage
7. Legal/Privacy Issues



6 3 3.67
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Optional KU - 
Cyber Crime 
(CCR)



To complete this KU, students should be able to:
1. Examine how the internet is used for cybercrime, cyber-stalking, and other 
abusive behaviors.
2. Evaluate the effectiveness of applications of cybersecurity in preventing crime 
and abuse.



1. Cyber Crime Types
a. Intrusions
b. Ransomware
c. Espionage
d. Intellectual Property
e. Fraud and Financial
2. Cyber Stalking and Predators
3. Cyber Bullying
4. Sexual Exploitation
5. Identity Theft
6. Cyber Assisted Crimes
7. Cyber Terrorism
8. Cyber Crime Laws
a. US Federal Laws
b. International Laws
c. Treaties



2 4 3 2.89



KU
18



Optional KU - 
Cybersecurity 
Ethics (CSE)



To complete this KU, students should be able to:
1. Explain how ethical foundations are applied to situations arising from the 
interconnected world.
2. Examine diverse ethical dilemmas.
3. Describe the role of cybersecurity in supporting and encouraging ethics, as 
well as where cybersecurity practices can cause ethical conflicts.



1. Ethical Codes and Frameworks
2. Ethics and Cyberspace
3. Ethical Issues
4. Property Availability Rights of others
5. Respect and principles of community Resource use, allocation, and abuse 
Censorship
6. Ethics-based decision tools
7. Cybersecurity and social responsibility



6 3 3.67



KU
19



Optional KU - 
Device 
Forensics 
(DVF)



To complete this KU, students should be able to:
1. Describe methods for the acquisition/analysis of widespread, non-PC devices.
2. Explain the legal issues related to non-PC device forensic activities.



1. Mobile Device Analysis (e.g. smart phones, tablets)
2. Embedded Systems (e.g. GPS, games consoles, Smart TVs)
3. Internet of Things Devices (e.g. consideration of potential for evidence storage)
4. Must include hands-on activities using devices mentioned above 2 4 4 2.80



KU
20



Optional KU - 
Digital 
Communication
s (DCO)



To complete this KU, students should be able to:
1. Describe digital communications systems in terms of subsystems and 
modulation techniques.
2. Describe the current state of the art in digital communications.
3. Compare and contrast different approaches to digital communications and 
describe the advantages and disadvantages of each.



1. Components of a digital communications system
2. Coding schemes
3. Digital Signaling
4. Spread Spectrum Signals
5. Multi-User Communication Access Techniques
a. CDMA, TDMA, FDMA, SDMA, PDMA



1 2 3 3 2.11
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Optional KU - 
Digital 
Forensics 
(DFS)



To complete this KU, students should be able to:
1. Discuss the rules, laws, policies, and procedures that affect digital forensics
2. Use one or more common DF tools, such as EnCase, FTK, ProDiscover, 
Xways, SleuthKit.
3. Describe the steps in performing digital forensics from the initial recognition 
of an incident through the steps of evidence gathering, preservation and analysis, 
through the completion of legal proceedings.



1. Legal Compliance
a. Applicable Laws
b. Affidavits
c. How to Testify
d. Case Law
e. Chain of custody
2. Digital Investigations
a. E-Discovery
b. Authentication of Evidence
c. Chain of Custody Procedures
d. Metadata
e. Root Cause Analysis
f. Using Virtual Machines for Analysis



1 5 4 2.70
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Optional KU - 
Hardware and 
Firmware 
Security (HFS)



To complete this KU, students should be able to:
1. Outline physical vulnerabilities of hardware devices.
2. Explain and make use of security capabilities implemented in hardware.
3. Describe how systems are initialized and how software is validated and 
loaded.
4. Describe the security role of intermediate software such as hardware 
abstraction layers or other forms of middleware.



1. Physical Vulnerabilities.
a. Unused, unsecured communications channels
b. Test pads and test paths
c. Back doors, trojans, and hidden circuits
d. Doping and Induced Faults
e. Reverse Engineering
f. Unauthorized memory access
2. Hardware side channel attacks
a. Timing
b. Power Analysis
c. Electromagnetic
d. RF analysis
e. Hardware insertion (smartcards, USB, bus devices)
f. Access through out-of-band management channels
3. Sourcing attacks
a. Pirated, Fake, and Counterfeit Parts
b. Supply chain disruption
4. Equipment Destruction Attacks
5. Hardware Security Components
a. Verifiable device IDs
b. Random Number Generators
c. Boot ROM Digital Signatures
d. Hardware-base encryption modules
e. Security Co-processors/Controllers
6. Physical Security Attributes
a. Device validation
b. Open and Accepted security algorithms
c. Strong Random Number Generation
d. Secure time source
e. Standardized developer interface
f. Clear documentation
g. Key backup/Protection
h. Tamper-resistance
i. Scalability
7. Bootloader vulnerabilities
a. Boot sector attacks
b. Single User Mode
c. Boot to non-secure OS's
d. Boot loader reconfiguration
8. Microcode vulnerabilities
9. Firmware vulnerabilities
a. Reflashing BIOS/PROMs
10. Security role of intermediate layers
a. Hardware Abstraction Layer
b. Virtualization Layers



KU
22



5 5 2.50
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9 2 3.82



1. Deep Packet Inspection
2. Log File Analysis
3. Log Aggregation
4. Cross Log Comparison and Analysis
5. Anomaly Detection
a. Establishing profiles
b. Anomaly algorithms, such as:
i. Statistical Techniques
ii. Correlation Techniques
iii. Fuzzy Logic Approaches
iv. Artificial Intelligence
v. Filtering Algorithms
vi. Neural Networks
6. Misuse Detection (Signature Detection)
7. Specification-based Detection
8. Host-based Intrusion Detection and Prevention
9. Network-based Intrusion Detection and Prevention
a. Stealth mode
10. Distributed Intrusion Detection
11. Hierarchical IDS's
12. Honeynets/Honeypots
13. Intrusion response
a. Device Reconfiguration
b. Notifications
i. Logging
ii. SNMP Trap
iii. Email
iv. Visual/Audio Alert
c. Trace Recording
d. Opening Application
e. Session Interruption
f. Reach back



Optional KU - 
Intrusion 
Detection/Preve
ntion Systems 
(IDS)



To complete this KU, students should be able to:
1. Detect, identify, resolve and document host or network intrusions.
2. Use tools and algorithms to detect various types of malware (keyloggers, 
rootkits) and unauthorized devices (rogue wireless access points) on a live 
network.
3. Configure IDS/IPS systems to reduce false positives and false negatives.
4. Deploy reactive measures to respond to detected intrusion profiles.



KU
23
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24



Optional KU - 
Linux System 
Administration 
(LSA)



To complete this KU, students should be able to apply the knowledge gained to 
successfully install and securely configure, operate and maintain a LINUX distro 
OS, to include:
1. Setting up user accounts
2. Configuring appropriate authentication policies
3. Configuring audit capabilities
4. Performing back-ups and restoring the system from a backup
5. Installing patches and updates
6. Reviewing security logs



1. OS Installation
2. User accounts management (Access controls, Password Policies, Authentications 
Methods, Group Policies)
3. Command Line Interfaces
4. Configuration Management
5. Updates and patches
6. Event Logging and Auditing (for performance and security)
7. Managing System Services
8. Virtualization
9. Backup and Restoring Data
10. File System Security
11. Network Configuration (port security)
12. Host (Workstation/Server) Intrusion Detection
13. Security Policy Development



5 4 1 3.40



KU
25



Optional KU - 
Mobile 
Technologies 
(MOT)



To complete this KU, students should be able to:
1. Outline how mobile systems function to allow secure voice and data access.
2. Describe how a mobile device maintains connectivity to the network while in 
motion, to include how infrastructure nodes handle passing the mobile device 
from one node to the next.



1. 2G -> 3G -> 4G / LTE -> 5G
a. Standards Heritage
b. Core Architecture Evolution
2. Design Choices
3. Encryption
4. Mobile Use of SS7
5. RRC Signaling
6. Billing/Charging
7. Mobile Security



3 2 4 1 2.70



KU
26



Optional KU - 
Network 
Forensics 
(NWF)



To complete this KU, students should be able to:
1. Describe the methodologies used in network forensics.
2. Analyze and decipher network traffic, identify anomalous or malicious 
activity, and provide a summary of the effects on the system.



1. Packet Capture and Analysis (Wifi, LAN)
2. Intrusion Detection and Prevention
3. Interlacing of device and network forensics
4. Log-file Analysis
5. Forensic Imaging and Analysis
 (must include hands-on activities)



7 2 1 3.60
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Optional KU - 
Network 
Security 
Administration 
(NSA)



To complete this KU, students should be able to:
1. Analyze problems, recommend solutions, products, and technologies to meet 
business objectives.
2. Recommend best security practices to achieve stated business objectives based 
on risk assumptions.
3. Actively protect information technology assets and infrastructure from 
external and internal threats.
4. Monitor systems for anomalies, proper updating, and patching.
5. Assist in incident responses for any breaches, intrusions, or theft.
6. Evaluate and perform planning, testing, and implementation of software and 
hardware deployed.



1. Coverage of mapping of business objectives to technology objectives and 
solutions.
2. Broad coverage of different security solutions and product categories and 
features.
3. Discussion of information security issues and conflicts between potential 
solutions.
4. Outline of cyber security best practices.
5. Applying network security policies.
6. Describe and explain risk posture, risk appetite.
7. Experience with a variety of network and systems monitoring tools.
8. Issue evaluation, response, and management.
9. Incident identification.
10. Incident response processes and management.
11. Deployment/upgrade processes.
12. User acceptance testing.
13. Backout plans.
14. Maintenance windows and management.



3 5 1 3.22



KU
28



Optional KU - 
Network 
Technology and 
Protocols 
(NTP)



To complete this KU, students should be able to:
1. Demonstrate an understanding of layer 2 networking (Ethernet).
2. Demonstrate an understanding of the structure and use of key networking 
protocols (IPv4 and IPv6).
3. Identify and describe a variety of common network vulnerabilities.
4. Identify and mitigate security concerns at layer 2 and layer 3 of a network.
5. Demonstrate the use of multiple tools to analyze and troubleshoot a network.
6. Explain the weaknesses of WEP and which weaknesses have been addressed 
and how.



1. Network Switching (Ethernet)
a. ARP and RARP
b. Layer 2 security issues
2. IPv4 suite
a. IPv4 Addressing
3. IPv6 suite
a. IPv6 Addressing
4. Routing in IPv4 and v6.
a. Routing tables and metrics
b. Layer 3 security issues
c. IPsec
5. Network naming
a. DNS
b. NetBIOS
6. Network Analysis/Troubleshooting
a, Netflow



2 7 3.22



KU
29



Optional KU - 
Operating 
System 
Hardening 
(OSH)



To complete this KU, students should be able to:
1. Describe, for a given OS, the steps necessary for hardening the OS with 
respect to various applications.
2. Securely install a given OS, remove or shut down unnecessary components 
and services, close unnecessary ports, and ensure that all patches and updates are 
applied.



1. Secure Installation
2. Removing unnecessary components
3. File system maintenance (isolation of sensitive data)
4. User restrictions (access and authorizations)
5. User/Group/File Management
6. Password Standards and Requirements
7. Shutting Down Unnecessary/Unneeded Services
8. Closing Unnecessary/Unneeded Ports
9. Patch Management/Software Updates
10. Virtualization
11. Vulnerability Scanning



3 6 1 3.20
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Optional KU - 
Penetration 
Testing (PTT)



Outcomes
1. Students should be able to plan, organize and perform penetration testing on a 
simple network.



1. Flaw Hypothesis Methodology
2. Other methodologies (e.g., OSSTMM)
3. Identifying flaws from documentation
4. Identifying flaws from source code analysis
5. Vulnerability Scanning
6. Understanding families of attacks
7. Understanding flaws that lead to vulnerabilities
8. Enumeration, foot printing
9. Attack Surface Discovery
10. Attack Vectors



5 4 1 3.40



KU
31



Optional KU - 
Radio 
Frequency 
Principles 
(RFP)



To complete this KU, students should be able to:
1. Identify methods for isolating RF emissions
2. Identify techniques for obfuscating RF transmissions
3. Discuss the tradeoffs associated with bandwidth data rate, modulation, 
complexity, acceptable BER, and signal spreading



1. Basics of electromagnetic radiation
2. Antennas
3. Information Modulation
4. Digital Modulation
5. Spectral representation
6. Bandwidth
7. BER
8. Eb/No vs. S/N
9. Limiting Access in RF
10. Propagation Principles



6 4 1.60



KU
32



Optional KU - 
System Security 
Engineering 
(SSE)



To complete this KU, students should be able to:
1. Analyze system components and determine how they will interact in a 
composed system.
2. Analyze a system design and determine if the design will meet the system 
security requirements.



1. Design of testing
2. Testing methodologies
3. Emergent Properties
4. Systems Engineering
5. System Integration
6. Make or Buy Analysis
7. Systems Security Analysis
8. Enterprise system components



1 4 5 2.60



KU
33



Optional KU - 
Virtualization 
Technologies(V
TT)



To complete this KU, students should be able to:
1. Describe the fundamental concepts of virtualization.
2. Compare and contrast the different virtualization architectures.



1. Virtualization Architectures
2. Virtualization techniques for code execution
3. Memory management in virtual environments
4. Networking in virtual environments
5. Storage in virtual environments
6. Scheduling of virtual machines
7. Migration and snapshots
8. Virtual management layers
9. Digital Forensics in virtual environments



8 2 3.80
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4 3 2 1 Avg



KU



Collin College BILT for Determination of Knowledge Units for Bachelor of Applied Technology in Cybersecurity



# votes (4 = most important)
Students Should Know/Be able to do



Knowledge 
Units



KU
34



Optional KU - 
Vulnerabilty 
Analysis (VLA)



To complete this KU, students should be able to:
1. Apply tools and techniques for identifying vulnerabilities.
2. Create and apply a vulnerability map of a system.
3. Apply techniques to trace a vulnerability to its root cause.
4. Propose and analyze countermeasures to mitigate vulnerabilities.
5. Explain the circumstances under which a vulnerability must be disclosed.



1. Definition of “vulnerability”
2. System modeling techniques
3. Vulnerability mapping.
4. Vulnerability characteristics and classification.
5. Taxonomy
a. Buffer overflows, privilege escalation, rootkits
b. Trojans/backdoors/viruses
c. Return oriented programming
d. Social Engineering Vulnerabilities
e. Administrative Privileges and their effect on vulnerabilities
6. Root causes of vulnerabilities
7. Mitigation strategies
8. Analyze the expected and actual effectiveness of proposed countermeasures.
9. Explain when vulnerabilities must be disclosed.
10. Tools and techniques for identifying vulnerabilities



3 7 3.30



KU
35



Optional KU - 
Windows 
System 
Administration 
(WSA)



To complete this KU, students should be able to:
1. Set up user accounts.
2. Configure appropriate authentication policies.
3. Configure audit capabilities.
4. Perform back-ups.
5. Install patches and updates.
6. Review security logs, and restore the system from a backup.



1. OS Installation
2. User accounts management (Access controls, Password Policies, Authentications 
Methods, Group Policies)
3. Command Line Interfaces
4. Configuration Management
5. Updates and patches
6. Event Logging and Auditing (for performance and security)
7. Managing System Services
8. Virtualization
9. Backup and Restoring Data
10. File System Security
11. Network Configuration (port security)
12. Host (Workstation/Server) Intrusion Detection
13. Security Policy Development



4 4 2 3.20
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KU
37



Optional KU - 
Host Forensics 
(HOF)



To complete this KU, students should be able to:
1. Describe what can/cannot be retrieved from various Operating Systems,
2. Describe the methodologies used in host forensics.



More than one operating system should be demonstrated.
1. File Systems and File System Forensics
2. Hypervisor Analysis
3. Cryptanalysis
4. Rainbow Tables
5. Known File Filters (KFF)
6. Steganography
7. File Carving
8. Live System Investigations
9. Timeline Analysis
10. Include samples of hands-on activities
Examples of acceptable operating system specific Topics may include:
1. Registry Analysis, NTFS (Microsoft Windows)
2. Preference List Analysis, HFS+/AFS (Apple MacOS)
3. System configuration Analysis, EXT2/3/4 (Linux, e.g. /etc)



5 4 2.56



3 4 2 2.11



Optional KU - 
Wireless Sensor 
Networks 
(WSN)



To complete this KU, students should be able to:
1. Diagram and deploy a wireless sensor network.
2. Describe the challenges associated with wireless sensor networks, including 
coordination, energy efficiency, and self-organization.
3. Propose and analyze appropriate security measures for wireless sensor 
networks.



KU
36



1. Managed vs. Ad-hoc network participation
2. Cross Layer Optimization
3. Network Architecture
a. Mesh
b. Structured
c. Hierarchical
4. MAC approaches
a. Coordination
b. Self-organization
5. Routing Protocols
6. Membership Management
a. Authentication Hash Tables
7. Security Issues
a. Data Integrity
b. Data Poisoning
c. Resource Starvation
8. Encryption.
9. Energy Efficiency
a. Power budget
b. Energy Optimization
c. Energy Harvesting
10. Radio Frequencies
a. RF selection and management
b. Interference
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Students Should Know/Be able to do
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KU
38



Optional KU - 
IA Architecture 
(IAA)



To complete this KU, students should be able to:
1. Examine a specific architecture and identify potential vulnerabilities.
2. Design a secure architecture for a given application.



1. Defense in Depth
2. DMZs
3. Proxy Servers
4. Composition and Security
5. Cascading
6. Emergent Properties
7. Dependencies
8. TCB Subsets
9. Enterprise Architectures / Security Architectures
10. Secure network design



1 5 4 2.70



KU
39



Optional KU -  
Privacy (PRI)



 To complete this KU, students should be able to:
1. Examine concepts of privacy.
2. Explore the effects the Internet has on privacy
3. Describe approaches individuals, organizations, and governments have taken 
to protect privacy.
4. Compare and contrast privacy policies and laws of different jurisdictions.



1. Personally Identifiable Information
2. Fair Information Practice Principles (FIPPs)
a. Transparency
b. Individual Participation
c. Purpose Specification
d. Data Minimization
e. Use Limitation
f. Data Quality and Integrity
g. Security
h. Accountability and Auditing
3. Privacy Impact Assessments
4. Anonymity and Pseudonymity
5. Privacy Policies, Laws and Regulations
6. Risks to Privacy
7. Tracking and Surveillance
8. Privacy tools
a. Encryption
b. VPNs
c. Scramblers
9. Privacy Laws and legal basis



1 5 4 2.70



KU
40 
V1



Optional KU - 
Formal 
Methods 
(FMD)



1. Students should be able to apply formal security policy models to real world 
scenarios.



1. Concept of Formal Methods
2. Mathematical Logic
3. Applications
a. Role in system design
b. Role in software engineering
4. Limitations
5. Bell-LaPadula (as an example formal model)
6. Automated Reasoning Tools
7. System Modeling and Specification
8. Proofs and #



10 1.00
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KU
40 
V2



Optional KU - 
Formal 
Methods 
(FMD)



1. Students should have awareness of applying formal security policy models to 
real world scenarios.



1. Concept of Formal Methods
2. Mathematical Logic
3. Applications
a. Role in system design
b. Role in software engineering
4. Limitations
5. Bell-LaPadula (as an example formal model)
6. Automated Reasoning Tools
7. System Modeling and Specification
8. Proofs and #



1 5 3 1 2.60



KU 
41



Optional KU - 
IA Standards 
(IAS)



To complete this KU, students should be able to:
1. Compare and contrast different types of standards including: laws, regulations, 
policies, voluntary, and framework-based standards.
2. Map the processes for the creation and/or changes to different types of 
standards.
3. Describe the impact of legal/regulatory standards on a given system.
4. Describe how standards may be applied and assessed for a sub-contractor or 
customer.
5. List and describe key provisions of common standards.



1. Laws
a. HIPAA
b. FERPA
c. Sarbanes-Oxley
d. FISMA
e. Data breach disclosure laws
2. Regulations
3. NIST 800-53
a. FDA 21 CFR part 820/806
b. Rainbow Series
4. Commercial Standards
a. PCI/DSS
5. Open Standards
a. OWASP



1 8 1 3.00



KU 
42 



Optional KU - 
Industrial 
Control 
Ssytems (ICS)



To complete this KU, students should be able to:
1. Describe the use and application of PLCs in automation.
2. Describe the components and applications of industrial control systems.
3. Explain various control schemes and their differences.
4. Demonstrate the ability to understand, evaluate and implement security 
functionality across an industrial network.
5. Understand and compare the basics of the most used protocols.



1. SCADA Firewalls
2. Hardware Components
3. Programmable Logic Controllers (PLCs)
4. Protocols (MODBUS, PROFINET, DNP3, OPC, ICCP, SERIAL)
5. Networking (RS232/485, ZIGBEE, 900MHz, BlueTooth, X.25)
6. Types of ICSs (e.g., power distribution systems, manufacturing)
7. Models of ICS systems (time driven vs. event driven)
8. Common Vulnerabilities in Critical Infrastructure Systems
9. Ladder Logic



9 1 1.90
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KU 
43



Optional KU - 
Media 
Forensics 
(MEF)



1. Students should be able to describe methods and approaches for forensic 
analysis on specified media.



1. Drive Acquisition
2. Authentication of Evidence
a. Verification and Validation
b. Hashes
3. Metadata
4. Live vs. Static Acquisition
5. Sparse vs. Full Imaging
6. Slack Space
7. Hidden Files/clusters/partitions
(must include hands-on activities)



1 7 2 1.90
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Rubric Course Course Title Cert 1 Cert 1 AAS BAT



ITNW 1358 Network+ P I X X
ITSY 2341 Security Management Practices (Capstone) P I X X
XXXX Y3YY Select one of the electives listed below. P* I**
ITSY 1300 Fundamentals of Information Security (Security +) P X



ITSY 2572
Certified Information Systems Security Professional (CISSP) Common 
Body of Knowledge Domain Instruct



P



ITMT 1372 Installation, Storage and Computing with Windows Server 2016 I X X
ITCC 1314 CCNA 1 Cisco - Introduction to Networks I X X
ITMT 1373 Networking with Windows Server 2016 I X X
ITSY 2300 Operating System Security I X X
ITCC 1340 CCNA 2 - Routing and Switching Essentials I X X
ITSY 2301 Firewalls and Network Security I X X
ITSY 2342 Incident Response and Handling I X X
ITSY 2343 Computer System Forensics I X X
CPMT 1305 IT Essentials I: PC Hardware and Software X X
ITMT 1371 Configuring and Supporting Microsoft Windows 10 X X
ITSC 1316 Linux Installation and Configuration X X
ENGL 1301 Composition I X X
GEN ED Y3YY Select one Humanities/Fine Arts General Education course X X
GEN ED Y3YY Select one Mathematics General Education course X X
GEN ED Y3YY Select one Social/Behavioral Sciences course X X
SPCH 1321 Business and Professional Communication X X
Elective Select 6 credit hours from the list below for the AAS X***
XXXX 33YY Introduction to Cryptography X
XXXX 33YY Digital and Device Forensics X
XXXX 33YY Advanced Network Topologies and Protocols X
XXXX 33YY Cyber Crime X
XXXX 33YY Privacy X
XXXX 33YY Mobile Technologies X
XXXX 43YY Penetration Testing X
XXXX 43YY Cyber Defense Operations X
XXXX 43YY Virtualization and Cloud Security X
XXXX 43YY Information Assurance X
XXXX 43YY Senior Project X
ITSC 1342 Shell Programming - Scripting X
GOVT 2305 Federal Government X
GOVT 2306 Texas Government X
GEN ED Y4YY Life & Physical Sciences Core course X
GEN ED Y4YY Life & Physical Sciences Core course X
GEN ED Y3YY Creative Arts Core course X
GEN ED Y3YY American History Core course X
GEN ED Y3YY American History Core course X
GEN ED Y3YY Collin Options (EDUC 1300, KINE 4497,1304,1338 or Psyc 1100 or 1300) X
ENGL Y3YY Either 1302 or 2311 X



Total SCH 17-19 33-35 60 120



Italics = Courses for SACSCOC required distribution of general education component.



*** AAS Elective Options:  ITSC 1342 (pending CAB) or ITSY 1300 or  ITSY 2572 or any ITCC, ITNW, ITMT, or ITSY course not listed above
** Cert 1 (I) Elective Options (3-5 credit hours):  ITMT 2304, ITSY 1300, or ITSY 2572
* Cert 1 (P) Elective Options (3-5 credit hours):  Any ITSY course not listed above, with consent of the Associate Dean (3-5 credit hours)



Stackable Credentials
I = Information Systems Cybersecurity; P = CISSP Information Systems Cybersecurity Professional



XXXX = Course Rubric
3YYY = 3000-Level Course
4YYY = 4000-Level Course



Cybersecurity
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COLLIN COLLEGE 
 



COURSE SYLLABUS  
 
 
 
Course Number:  BIOM 2337 
 
Course Title:  Respiratory Equipment Maintenance 
 
Course Description:  Principles of operation, theory, and maintenance of respiratory equipment. 
 
Course Credit Hours: 3  
             Lecture Hours: 2 



       Lab Hours: 3  
 
Prerequisites:  BIOM 2343   
                                                       
Student Learning Outcomes 



State-mandated Outcomes:  Upon successful completion of this course, students will: 
1. Apply principles of operation of respiratory equipment 
2. Operate, troubleshoot, and repair instruments 



Additional Collin Outcomes  
1. Demonstrate proper operation of respiratory equipment 
2. Perform calibration of respiratory equipment  
3. Perform analysis, troubleshoot, and repair respiratory equipment 
4. Apply required safety procedures     
5. Perform an electrical equipment safety analysis 
6. Properly document all tests, calibrations, and repairs  



 
Withdrawal Policy:  See the current Collin Registration Guide for the last day to withdraw. 
 
Collin College Academic Policies:  See the current Collin Student Handbook. 
 
Americans with Disabilities Act:  Collin College will adhere to all applicable federal, state and 



local laws, regulations and guidelines with respect to providing reasonable accommodations 
as required to afford equal opportunity.  It is the student’s responsibility to contact the 
ACCESS office, SCC-D140 or 972.881.5898 (V/TTD: 972.881.5950) to arrange for 
appropriate accommodations.  See the current Collin Student Handbook for additional 
information. 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



Fall 2020 New 



COURSE INFORMATION 













COLLIN COLLEGE 
 



COURSE SYLLABUS  
 
 
 
Course Number:  BIOM 2343 
 
Course Title:  General Medical Equipment II 
 
Course Description:  Theory and principles of operation of a variety of basic electro-mechanical 



equipment with emphasis on repair and service of actual medical equipment. 
 
Course Credit Hours: 3  
             Lecture Hours: 2 



       Lab Hours: 3 
 
Prerequisites:  BIOM 2311   
                                                       
Student Learning Outcomes 



State-mandated Outcomes:  Upon successful completion of this course, students will: 
1. Demonstrate the management of applications and operating principles of medical 



electro-mechanical equipment. 
2. Operate, troubleshoot, and repair medical equipment. 
3. Plan for preventative maintenance and safety.  



Additional Collin Outcomes  
1. Perform calibration of medical electro-mechanical equipment. 
2. Perform an electrical equipment safety analysis. 
3. Properly document all tests, calibrations, and repairs.  



 
Withdrawal Policy:  See the current Collin Registration Guide for the last day to withdraw. 
 
Collin College Academic Policies:  See the current Collin Student Handbook. 
 
Americans with Disabilities Act:  Collin College will adhere to all applicable federal, state and 



local laws, regulations and guidelines with respect to providing reasonable accommodations 
as required to afford equal opportunity.  It is the student’s responsibility to contact the 
ACCESS office, SCC-D140 or 972.881.5898 (V/TTD: 972.881.5950) to arrange for 
appropriate accommodations.  See the current Collin Student Handbook for additional 
information. 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



Fall 2020 New 



COURSE INFORMATION 
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          AAS - Biomedical Equipment Technology



New Courses
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Program: Biomedical Equipment Technology













Certified Biomedical Equipment Technician Content Outline – Beginning in May 2018  
Anatomy & Physiology – Approximately 12%  



1. Understand the functions, abnormal functions, and interactions of the physiological systems (e.g., Respiratory, 
Gastrointestinal, Nervous, Circulatory, Musculoskeletal, Endocrine).  



2. Identify components and function of the major organs (Heart, Lungs, Liver, Kidneys, Brain, Gallbladder, Pancreas, 
Skin, Blood).  



 
Public (employee, patient, visitor) Safety in the Healthcare Facility – Approximately 15%  



1. Understand and apply NFPA99 to the use of medical equipment.  
2. Interpret information from safety data sheets, apply PPE, and identify standard hazard symbolism and 



signage.  
3. Identify blood-borne pathogen hazards, follow universal precautions, and determine appropriate infection 



control procedures.  
4. Apply expectations from relevant accrediting organizations (Joint Commission, DNV, CMS, etc.) as 



applicable to healthcare environments.  
 



Fundamentals of Electricity & Electronics – Approximately 10%  
1. Understand and apply foundational electronic theories as they apply to voltage, resistance, current, resistors, 



active and passive devices, transducers, capacitors, and inductors including the utilization of schematics.  
2. Understand the purpose and usage of various power conditioning, distribution, and storage systems 



(Transformers, Batteries).  
 



Healthcare Technology and Function – Approximately 25%  
1. Understand physiological concepts as applicable to healthcare technology (e.g., PEEP sphygmomanometer, 



manometer, Korotkoff sounds, Einthoven’s triangle, 10-20-10 EEG pattern).  
2. Understand normal function, use, and underlying technology of test equipment (electrical safety analyzer, defibrillator  



analyzer, electro surgical analyzer, physiologic simulators, DVM, meters).  
 



Monitoring Equipment  
1. Understand normal function and underlying technology of monitoring systems (e.g., EtCO2, ECG, EEG, non-



invasive blood pressure, invasive blood pressure, pulse oximetry, fetal monitor, respiration).  
 



Diagnostic Equipment  
2. Understand normal function and underlying technology of laboratory equipment (e.g., centrifuges, water 



baths, analyzers, cryostats, microtomes).  
3. Understand normal function and underlying technology of imaging devices (e.g., Ultrasound, 



Radiographic/Fluoroscopy).  
4. Understand normal function and underlying technology of diagnostic equipment (e.g., otoscope, 



ophthalmoscope, audiometer, uroflow meter).  
 



Therapeutic Equipment  
1. Understand normal function and underlying technology of infusion equipment (e.g., feeding pumps, infusion 



devices, syringe pumps, PCA pumps).  
2. Understand normal function and underlying technology of life support equipment (e.g., defibrillators, anesthesia 



machines, ventilators, balloon pumps, external pacemakers).  
3. Understand normal function and underlying technology of therapeutic equipment (e.g., infant warmers, 



ultrasound therapy, hypo/hyperthermia, aspirators, SCD, Bilirubin light).  
4. Understand normal function and underlying technology of operating room equipment (e.g., electro surgical 



generators, video equipment, lasers, tourniquets, sterilizers, warmers).  
 



Healthcare Technology Problem Solving – Approximately 25%  
1. Identify and resolve fault conditions of modules/subsystems including power supplies.  
2. Prioritize repairs of medical devices based on level of risk and/or urgency.  
3. Differentiate between a device error and a use error (User Training, Applications) to determine appropriate action.  











 
Monitoring Equipment  



1. Differentiate between an issue with a localized monitoring device on a network and a system-wide problem.  
2. Identify the fault conditions and apply appropriate corrective action for monitoring systems (EtCO2, ECG, EEG, 



non-invasive blood pressure, invasive blood pressure, pulse oximetry, fetal monitor, respiration).  
 
Diagnostic Equipment  



1. Identify the fault conditions and apply appropriate corrective action for laboratory equipment (Centrifuges, 
Water Baths, Analyzers, cryostats, microtomes).  



2. Identify the fault conditions and apply appropriate corrective action for diagnostic equipment (otoscope, 
ophthalmoscope, audiometer, uroflow meter).  



 
Therapeutic Equipment  



1. Identify the fault conditions and apply appropriate corrective action for infusion equipment (feeding pumps, 
infusion devices, syringe pumps, PCA pumps).  



2. Identify the fault conditions and apply appropriate corrective action for therapeutic equipment (infant warmers, 
ultrasound therapy, hypo/hyperthermia, aspirators, SCD, Bilirubin light, defibrillators, external pacemakers).  



3. Identify the fault conditions and apply appropriate corrective action for operating room equipment (electro surgical 
generators, video equipment, tourniquets, sterilizers, warmers).  



 
Healthcare Information Technology – Approximately 13%  



1. Understand and apply protective standards and regulation for protected data (HITECH, Medical Device Data 
Systems [MDDS], IEC 80001 – Application of Risk Management for IT Networks, Health Insurance Portability and 
Accountability Act [HIPAA], Manufacturer Disclosure Statement for Medical Device Security, Digital Millennium 
Copyright Act [DMCA]).  



2. Identify and troubleshoot PC hardware and networking components (wired and wireless) with use of appropriate 
diagnostic tools (e.g., cable tracers, cable testers, PING).  



3. Understand the interrelatedness of computer applications.  



4. Understand and apply the fundamentals of network configuration.  



 













Appendix E: Enrollment Plan 



 
ENROLLMENT PLAN 



 
Biomedical Equipment Technology 



Program Name: _______________________________________________________________________  



 
The plan is a replicable sequence of actions to bring about a goal defined, in part, by targets. 
Be specific. Include sufficient detail in an enrollment plan so that another person could execute it. 



 
Address three elements in an Enrollment Plan: 



1. Recruitment, including Special Populations 
2. Retention 
3. Completion 



A fourth element, 4. Placement, is desired because the US Department of Education requires colleges to 
post placement rates for each workforce program. Placement rates may be viewed as a recruiting tool. 
 



RECRUITMENT, INCLUDING SPECIAL POPULATIONS 
 
Find out how many students are needed to offer a full complement of scheduled classes. This is your 
optimum enrollment number: ______15____________  
How you get there depends on recruitment, conversion to enrollment, retention and completion. 
 



 For each subpopulation, complete steps 1-7. 
 
1. Identify each subpopulation that you believe to be a potential source of program prospects. 



(i.e. graduating high school students, incumbent workers, members in special interest groups) 
 
Note: Do not include in your enrollment plan Collin College students who are currently enrolled 
in another program. The aim of new programs is to serve employers and to attract new 
populations of prospective students. 











Use this table to document your recruitment subpopulations. 
 



Sub population Subpopulation size Recruitment Target 



Allen ISD students enrolled in 



STEM/CTE programs 



5,500 3 



Collin County High School students 



in STEM/CTE programs 



Frisco ISD = 10,000+ 



McKinney ISD = 6,200+ 



5 



Nontraditional & Special 



Populations, including Veterans, 



retired professional athletes, 



Latinos, students with disabilities, 



displaced workers, women 



returning to workforce, 



underemployed, and recent 



immigrants 



2,500+ 5 



General population/transfers 27,500 2 



Total Recruited/Enrollment 



Projection 



 15 



 
 



2. Include special populations appropriate for the program; choose as many as apply: 
X racial/ethnic group - Latino high school students; 
X veterans - medics;  



 students with disabilities; 
X displaced workers; 
X gender disparities by occupation; 
X nontraditional students; 
X women returning to workforce after children and/or divorce; 



 people recently released from incarceration; 
X underemployed; 



 recent immigrants; 



 □ Others :  
describe__________________________________________________________ 



 
3. Describe how you will identify who is in the subpopulation:  



 
Work collaboratively with Collin College career counselors embedded at the high schools and high 
school administrators charged with advising and enrolling students in CTE programs.  



 
 



4. Describe how you intend to identify members of each subpopulation. 
  











 
 
 
 



1. Sub population 2. Target 3 Method of Identification 4 Method of Contact 



High school students in 



appropriate STEM/CTE 



Courses 



10 High School administrators will 



identify high school students 



appropriate courses for the 



program 



In-class presentation; 



Embedded Career 



Counselor and 



representatives from the 



Biomedical industry 



High School students in 



appropriate STEM/CTE 



related programs 



5 High School administrators Allen 



ISD, McKinney ISD, and Frisco ISD 



will identify high school students 



in appropriate programs 



In-class presentation;  



Embedded Career 



Counselor and 



representatives from the 



Biomedical industry 



Underemployed and Veterans 3 Underemployed and Veterans will 



be identified by Texas Workforce 



Commission and through walk-ins 



to Collin’s Veterans Center and 



Career Center. 



Texas Workforce 



Commission program 



listing; In-class 



presentation; individual 



meetings with Career 



Coaches 



Non-traditional 3 A marketing program is being 



developed to reach Co-op sites 



and Advisory Board member 



affiliate organizations. 



PR is developing a  



comprehensive marketing 



campaign for all Collin 



technical programs is 



being developed and this 



program will be part of 



that plan,  



Veterans 3 Veterans will be identified by 



Texas Workforce Commission 



and through walk-ins to Collin’s 



Veterans Center and Career 



Center 



Letter with follow-up 



phone invitation, 



individual meetings with 



Career Coaches 



Latino  3 Latino high school students in 



Allen ISD (13% of the student 



population), McKinney ISD (23% 



of the student population), and 



Frisco ISD (14% of the student 



population) 



Working with LULAC,  



advisors; embedded Collin 



Career Counselors & HS 



teachers to invite 



prospective students to 



inquire, apply, and make 



appointments with Career 



Coaches  



General population/transfers 3 General population transfers, 



walk-ins  to College Fairs, Career 



Center, and Career Coaches 



 



Collin Advisors will invite 



prospective students who 



are eligible, Career 



Coaches will set up 



individual meetings with 



prospective students. 



 











5. Of the number contacted, what number of students do you think will inquire or begin the enrollment 
process? __50____ 



 
6. What number of students do you think will convert to enrolled status for your program? __15__ 



 
(This is your conversion rate. For example, you contact 100 students for an event. 30 respond. 
Of these 2 enroll. Your conversion rate is 2%. In the future, you should use 2% to help you 
predict how many enrollees you will get from your contact pool. You may also take action to 
increase the effectiveness of your recruitment strategies. If you add a new activity, determine 
the number of responses and the number of students from the respondents who progress to 
enrollment. If it is higher than your expected number, based on your prior conversion rate, the 
strategy was effective.) 
 



 
 Retention is expected to remain at or above 10 out of the 20 (50% +) 



Additional actions that may be taken as needed to boost enrollment:  
 



 Designate program specific scholarships where possible (will seek out members of the Advisory 
Committee and local employers to assist with scholarships) 



 Invite students on campus; Allen ISD and other Dual Credit students to participate in a program-
related event such as Collin College night and various events and presentations by Collin College 
Career Coaches 



 Approach local employers who frequently posts job openings in the field to speak with students 



 Other: ___Partner with local hospitals and service providers for Co-Op opportunities  
 



RETENTION  
 
What actions will you take: 



1. To track the progress of your recruits?  Monitor the risk indicators listed in #2.  Both of these 
are done by faculty and Career Coaches. 



2. To mitigate signs of risk, the designated Career Coach is used to contact student when the 
following indicators are present: 



X absenteeism 
X failure to turn in assignments 
X poor academic performance  
X lack of engagement 



 Other: _____________________________________________________________ 
3. To motivate students; check all that apply:  



 stackable credentials 
X encourage students to run degree audits 
X tours of facilities of major regional employers or other contact 
X introduction to LinkedIn 



 student membership in professional associations 
X guided participation in professional opportunities 



 ambassador program to mentor new recruits 



 clinical(s) 
X Career Coaches Ask the Expert Events 











X celebrations/recognitions of milestone achievements 



 Other: ___________________________________________ 
4. What is the minimum number of students that enables offering a full schedule of slated 



courses?  ____15_________What percentage is this of your recruitment/enrollment?  _62.5% 
5. What percentage of students are you targeting for retention?  _50%+_______ (this number 



impacts your ability to offer a complete schedule of courses in the latter semesters of the 
degree or certificate. Follow through with your target retention from semester to semester, 
identifying places where there are barrier courses that reduce enrollment and places where the 
employment siren calls your students away before completion. Make sure that you will have 
sufficient enrollment during the last semester to offer required courses that enable student 
completion.  
 



COMPLETION 
 
Given the demographics of your program, what actions will you take to support completion? Check all 
that apply. 
X Analyze the program points where students leave for employment or face curriculum barriers, prior 



to completing credential and where possible, craft certificates that recognize these employment 
entry points 



X Make curricular changes that might be needed to enable students to progress normally through 
the curriculum 



 Curriculum is designed in load and sequence so that part-time students can succeed 
X Notify students of approaching completion of award (i.e. only 12 SCHs remaining; only 6 SCHs 



remaining, etc.) 
X Momentum actions – Build a matrix of Intentional engagement actions that build momentum 



toward graduation, including Tours of facilities of major regional employers; co-op opportunities; 
Advisory Board events; introduction to LinkedIn in by the Career Coaches; invitation to participate in 
college job fairs; introduction to the Association for the Advancement of Medical Instrumentation 
(AAMI) and the certification for Biomedical Equipment Technician (BMET) 



X Celebrations – Via e-mail and class events 



 Other:  
 



 













COLLIN COLLEGE 



Proposed Budget Outline  2019- 2020



COURSE 



CIP



Funding 



Code Funding Rate Lec Hrs Lab Hrs Ext Hrs



Contact 



Hrs



Credit 



Hrs



(STATE) 



Contact 



Hr * 



Funding 



(COLLIN 



TUITION) 



$48*Credit 



Hrs



Total for 20 



students



First Semester



CETT 1407 15.1201 19 $2.26 3 2 0 80 4 $180.80 $192.00



CETT 1425 15.1201 19 $2.26 3 3 0 96 4 $216.96 $192.00



TECM 1343 27.0301 01 $1.00 2 3 0 80 3 $80.00 $144.00



HITT 1305 51.0707 14 $1.07 3 0 0 48 3 $51.36 $144.00



304 14 $529.12 $672.00



Second Semester



CETT 1409 15.1201 19 $2.26 3 3 0 96 4 $216.96 $192.00



BIOL 2404 26.0707 02 $1.78 3 4 0 112 4 $199.36 $192.00



BIOM 2201 15.0401 19 $2.26 2 2 0 64 2 $144.64 $96.00



ENGL 1301 23.1301 12 $2.52 3 1 0 64 3 $161.28 $144.00



BIOM 2311 15.0401 19 $2.26 2 3 0 80 3 $180.80 $144.00



416 16 $903.04 $768.00



SECOND YEAR



First Semester



SPCH 1321 23.1304 01 $2.89 3 0 0 48 3 $138.72 $144.00



CPMT 1305 47.0104 12 $1.45 2 3 0 80 3 $116.00 $144.00



BIOM 2315 15.0401 19 $2.26 2 3 0 80 3 $180.80 $144.00



BIOM 2343 15.0401 19 $2.26 2 3 0 80 3 $180.80 $144.00



GEN ED XXXX TBD 01 $2.89 3 0 0 48 3 $138.72 $144.00



336 15 $755.04 $720.00



Second Semester



ITNW 1358 11.0901 06 $2.38 2 3 0 80 3 $190.40 $144.00



BIOM 2319 15.0401 19 $2.26 2 3 0 80 3 $180.80 $144.00



BIOM 2331 15.0401 19 $2.26 2 3 0 80 3 $180.80 $144.00



BIOM 2337 15.0401 19 $2.26 2 3 0 80 3 $190.40 $144.00



ECON 1301 19.0402 07 $1.10 3 0 0 48 3 $52.80 $144.00



368 15 $795.20 $720.00



$5,862.40



1424 60 $2,982.40 $2,880.00 20



$117,248.00



NOTE:



If there's any changes on the courses - CIP number and funding rate might change. Therefore, there will be a slight difference on the amount. 



60 credit hours



Biomedical Technology/Technician



AAS - Biomedical Equipment Technology PROGRAM CIP: 15.0401.00



FIRST YEAR



 As of Fall 2018 In-County rate is $48 per credit hours



Total



Total



Total



Total



GRAND TOTAL 













Justification for Biomedical Equipment Technology 



In an initial planning meeting for new programs in fall of 2016, biomedical equipment technology was 



one of the programs that was identified as an area with strong potential.  This program was added as 



one to be investigated for a fall of 2020 start with the opening of the new technical campus.  A 



committee was formed made up of area hospitals, emergency facilities, clinics, medical labs, equipment 



contractors, and medical equipment sales.  It was determined that there is a need in the area for this 



type of program.  It was the recommendation of the committee that the curriculum be developed 



around the Association for the Advancement of Medical Instrumentation’s (AAMI) Certification for 



Biomedical Equipment Technician (BMET).  The program was developed using the standards for this 



certification with input from the committee.  There is an equipment budget for the new Technology 



Center that includes specific equipment for this program, and room/lab space has been included in the 



plans specifically for this program. Current budget level is at $500,000 distributed over two years. 



Bureau of Labor Statistics indicates a 4% growth in the area with an average annual salary of $48,820.  



O’Net indicates an average annual salary of $47,980 for Texas.  An Indeed job search for Biomedical 



Equipment Technician conducted on 9/11/2018 indicated 130 open positions in Texas, with 30 open in 



north Texas.   



 













Program Outcomes and 



Course Alignment (POCA) 
 



Program Name     Biomedical Equipment Technology 
 



Program Map ▼ 



 



Program 
Courses 



Program 
Outcome 1 



Program 
Outcome 2 



 



Program 
Outcome 3 



 



Program 
Outcome 4 



 



CETT1407 P,A    



CETT 1409 P,A    



CETT 1425 P,A    



TECM 1343 E,A    



HITT 1305    P,A 



BIOM 2201  I,P,E,A I,P,E,A  



BIOM 2311  I,P,E,A I,P,E,A I,P,E,A 



BIOM 2315  I,P,E,A I,P,E,A I,P,E,A 



BIOM 2319  I,P,E,A I,P,E,A I,P,E,A 



BIOM 2331  I,P,E,A I,P,E,A I,P,E,A 



BIOM 2337  I,P,E,A I,P,E,A I,P,E,A 



BIOM 2343  I,P,E,A I,P,E,A I,P,E,A 



CPMT 1305 P,A    



ITNW 1358 P,A    



I=Introduced      P=Practiced     E=Emphasized     A=Assessed 



 
For each program course, indicate how the course will support the program level 



outcomes. For example, if course WXYZ 1234 introduces students to a one of the 
program outcomes, then enter “I” for that specific outcome. Please note that a 
course can be ‘I’ in one column and “P”, “E” and/or “A” in other program outcome 



columns. Courses may also combine “I”, “P”, “E” and/or “A” in any program 
outcome. 



 
Outcomes AAS Degree—Biomedical Equipment Technology 
 



Program Outcome 1: Develop electronics and networking foundation for biomedical 
equipment 



 











Program Outcomes and 



Course Alignment (POCA) 
 



Program Outcome 2: Test, evaluate, calibrate, troubleshoot, and repair biomedical 
equipment safely 



 
Program Outcome 3: Perform preventative maintenance on biomedical equipment 



safely 
 



Program Outcome 4: Keep records of maintenance, repair, and calibration using 
proper terminology  













COSTS



1
st



 Year 2
nd



 Year 3
rd



 Year 4
th



 Year 5
th



 Year



5 Years 



Cumulative Total



with 3% increase with 3% increase with 3% increase with 3% increase



Full time Faculty (1) + benefit (32%)



52,849*32% = $16,911.68



 + 52,849 = $69,760.00 $69,760.00 $71,852.80 $74,008.38 $76,228.64 $78,515.49 $370,365.31



Personnel Subtotal $370,365.31



Classrooms by sqft/rm (1)
891sqft/rm*$250/sqft = 



$222,750.00 $222,750.00 $222,750.00



Computer Lab (1) 1400 sqft/rm*$250/sqft



= $350,000.00 $350,000.00 $350,000.00



Equipment Operation, Maintenance & 



Replacement $1,000.00 $100.00 $1,000.00 $1,000.00 $1,000.00 $4,100.00



$250,000.00 $250,000.00 $2,500.00 $2,500.00 $2,500.00 $507,500.00



Sub-Total $1,084,350.00



Books/ General Supplies $1,500.00 $1,500.00 $1,500.00 $1,500.00 $1,500.00 $7,500.00



Library/Online Resources $1,500.00 $1,500.00 $1,500.00 $1,500.00 $1,500.00 $7,500.00



Computer Based Resources $1,600.00 $1,600.00 $1,600.00 $1,600.00 $1,600.00 $8,000.00



Printing Brochure/ Handbook/Postage $1,000.00 $1,000.00 $1,000.00 $1,000.00 $1,000.00 $5,000.00



Sub-Total $28,000.00



Professional Travel/ Development $5,000.00 $5,000.00 $5,000.00 $5,000.00 $5,000.00 $25,000.00



Promotional/Marketing Activities $10,000.00 $5,000.00 $5,000.00 $5,000.00 $5,000.00 $30,000.00



Accreditation Fee $0.00 $0.00 $0.00 $0.00 $0.00 $0.00



Meeting Expenses - Advisory Board $450.00 $450.00 $450.00 $450.00 $450.00 $2,250.00



Test/Testing Services $500.00 $500.00 $500.00 $500.00 $500.00 $2,500.00



Professional Membership $1,500.00 $1,500.00 $1,500.00 $1,500.00 $1,500.00 $7,500.00



Sub-Total $67,250.00



$1,549,965.31



FUNDING & REVENUE



Credit Hours per award State Funding Tuition Funding



Total Funding 



Per Student 



(State & Tuition)



Projected 



Completers for 



5 years



Cumulative 5 



Years Total



$2,877.92 $2,880.00 $5,757.92 20 $115,158.40



$115,158.40



Equipment Acquisitions



SUPPLIES/MISCELLANEOUS (Classroom Supplies, Software, Materials, etc)



Proposed Budget - Biomedical Equipment Technology



PERSONNEL



EQUIPMENTS / FACILITIES



OTHERS/ SERVICES 



TOTAL REVENUE



AAS Biomedical Equipment Technology



TOTAL COSTS



Classroom size - based on the standard classroom size.



Professional development/travel once a year but if additional training or certification is needed for full time faculty and staff, the budget will increase. 



Benefit for full time personnel is 32% and 20% for part-time.



Adjunct salary based on 3 Lec hrs. Calculations of salary per year was done with 1 adjunct * 3% increase then multiply by 2 (for 2 adjunct)



Descriptions/Explanations of Calculations:













COLLIN COLLEGE
Curriculum Outline



FIRST YEAR
First Semester Lec Lab Ext Cont Credit
CETT 1407 Fundamentals of Electronics 3 2 0 80 4
CETT 1425 Digital Fundamentals 3 3 0 96 4
HITT 1305 Medical Terminology I 3 0 0 48 3
TECM 1343 Technical Algebra and Trigonometry 2 3 0 80 3



11 8 0 304 14



Second Semester Lec Lab Ext Cont Credit
BIOL 2404 Human Anatomy and Physiology Basic 3 4 0 112 4
CETT 1409 DC-AC Circuits 3 3 0 96 4
BIOM 2201 Safety in Health Care Facilities 2 2 0 64 2
BIOM 2311 General Medical Equipment I 2 3 0 80 3
ENGL 1301 Composition I 3 1 0 64 3



13 13 0 416 16
SECOND YEAR



First Semester Lec Lab Ext Cont Credit
SPCH 1321 Business and Professional Communication 3 0 0 48 3



CPMT 1305 IT Essentials I:PC Hardware and Software 2 3 0 80 3
BIOM 2315 Physiological Instruments I 2 3 0 80 3
BIOM 2343 General Medical Equipment II 2 3 0 80 3
HUMA Humanities/Fine Arts 3 0 0 48 3



12 9 0 336 15



Second Semester Lec Lab Ext Cont Credit
ECON 1301 Introduction to Economics 3 0 0 48 3
ITNW 1358 Network + 2 3 0 80 3
BIOM 2319 Fundamentals of X-Ray and Medical Imaging 



Systems (Capstone) 2 3 0 80 3
BIOM 2331 Biomedical Clinical Instrumentation 2 3 0 80 3
BIOM 2337 Respiratory Equipment Maintenance 2 3 0 80 3



11 12 0 368 15



1424 60



Total Hours



GRAND TOTAL HOURS



CIP 15.0401Biomedical Technology/Technician 



AAS - Biomedical Equipment Technology 



Total Hours



Total Hours



Total Hours



AAS - Marketing
Effective Fall 2016













COLLIN COLLEGE 
 



COURSE SYLLABUS  
 
 
 
Course Number:  BIOM 2201 
 
Course Title:  Safety in Health Care Facilities 
 
Course Description:  Study of codes, standards and management principles related to 



biomedical instrumentation. Emphasizes application of safety test equipment, preventive 
maintenance procedures, and documentation of work performed. 



 
Course Credit Hours: 2  
             Lecture Hours: 2 



       Lab Hours: 1  
 
Prerequisites:  HITT 1305   
                                                       
Student Learning Outcomes 



State-mandated Outcomes:  Upon successful completion of this course, students will: 
1. Apply safety codes and regulations.  
2. Demonstrate the use of test equipment.  
3. Analyze the test results.  



Additional Collin Outcomes 
1. List the medical equipment regulatory bodies. 
2. Describe the tests performed by an electrical equipment analyzer. 
3. Perform an electrical equipment safety analysis. 



 
Withdrawal Policy:  See the current Collin Registration Guide for the last day to withdraw. 
 
Collin College Academic Policies:  See the current Collin Student Handbook. 
 
Americans with Disabilities Act:  Collin College will adhere to all applicable federal, state and 



local laws, regulations and guidelines with respect to providing reasonable accommodations 
as required to afford equal opportunity.  It is the student’s responsibility to contact the 
ACCESS office, SCC-D140 or 972.881.5898 (V/TTD: 972.881.5950) to arrange for 
appropriate accommodations.  See the current Collin Student Handbook for additional 
information. 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



Fall 2020 New 



COURSE INFORMATION 













COLLIN COLLEGE 
 



COURSE SYLLABUS  
 
 
 
Course Number:  BIOM 2311 
 
Course Title:  General Medical Equipment I 
 
Course Description:  Analysis of selected current paths from a larger schematic. Discussion of 



equipment and disassembly and reassembly of equipment. 
 
Course Credit Hours: 3  
             Lecture Hours: 2 



       Lab Hours: 3  
 
Prerequisites:  CETT 1407, CETT1425, and HITT 1305   
                                                       
Student Learning Outcomes 



State-mandated Outcomes:  Upon successful completion of this course, students will: 
1. Describe medical equipment applications and principles. 
2. Demonstrate disassembly and reassembly of equipment. 



Additional Collin Outcomes  
1. Perform equipment calibration. 
2. Apply required safety procedures. 
3. Perform electrical safety analysis on equipment. 
4. Properly document all tests, calibrations, and repairs. 



 
Withdrawal Policy:  See the current Collin Registration Guide for the last day to withdraw. 
 
Collin College Academic Policies:  See the current Collin Student Handbook. 
 
Americans with Disabilities Act:  Collin College will adhere to all applicable federal, state and 



local laws, regulations and guidelines with respect to providing reasonable accommodations 
as required to afford equal opportunity.  It is the student’s responsibility to contact the 
ACCESS office, SCC-D140 or 972.881.5898 (V/TTD: 972.881.5950) to arrange for 
appropriate accommodations.  See the current Collin Student Handbook for additional 
information. 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



Fall 2020 New 



COURSE INFORMATION 













COLLIN COLLEGE 
 



COURSE SYLLABUS  
 
 
 
Course Number:  BIOM 2315 
 
Course Title:  Physiological Instruments I 
 
Course Description:  Theory of operation, circuit analysis, and troubleshooting physiological 



instruments. 
 
Course Credit Hours: 3  
             Lecture Hours: 2 



       Lab Hours: 3 
 
Prerequisites:  BIOM 2311   
                                                       
Student Learning Outcomes 



State-mandated Outcomes:  Upon successful completion of this course, students will: 
1. Describe principles of operation of physiological instruments. 
2. Demonstrate operation of physiological instruments. 
3. Demonstrate troubleshooting and repair of physiological instruments. 



Additional Collin Outcomes  
1. Perform calibration or physiological instruments. 
2. Apply required safety procedures.  
3. Perform an electrical equipment safety analysis. 
4. Properly document all tests, calibrations, and repairs.  



 
Withdrawal Policy:  See the current Collin Registration Guide for the last day to withdraw. 
 
Collin College Academic Policies:  See the current Collin Student Handbook. 
 
Americans with Disabilities Act:  Collin College will adhere to all applicable federal, state and 



local laws, regulations and guidelines with respect to providing reasonable accommodations 
as required to afford equal opportunity.  It is the student’s responsibility to contact the 
ACCESS office, SCC-D140 or 972.881.5898 (V/TTD: 972.881.5950) to arrange for 
appropriate accommodations.  See the current Collin Student Handbook for additional 
information. 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



Fall 2020 New 



COURSE INFORMATION 













COLLIN COLLEGE 
 



COURSE SYLLABUS  
 
 
 
Course Number:  BIOM 2319 
 
Course Title:  Fundamentals of X-Ray and Medical Imaging Systems 
 
Course Description:  Radiation theory and safety hazards, fundamental circuits, and application 



of X-ray systems including circuit analysis and troubleshooting.  Additionally, ultra sound 
systems and magnetic resonance systems. 



 
Course Credit Hours: 3  
             Lecture Hours: 2 



       Lab Hours: 3  
 
Prerequisites:  BIOM 2343   
                                                       
Student Learning Outcomes 



State-mandated Outcomes:  Upon successful completion of this course, students will: 
1. Assess the basic principles and operations of X-ray and image modalities. 
2. Explain and/or apply troubleshooting principles to medical imaging systems. 



Additional Collin Outcomes  
1. Demonstrate proper operation of medical imaging systems. 
2. Perform calibration of medical imaging systems. 
3. Perform analysis and repair of medical imaging systems. 
4. Apply required safety procedures.  
5. Perform an electrical equipment safety analysis. 
6. Properly document all tests, calibrations, and repairs.  



 
Withdrawal Policy:  See the current Collin Registration Guide for the last day to withdraw. 
 
Collin College Academic Policies:  See the current Collin Student Handbook. 
 
Americans with Disabilities Act:  Collin College will adhere to all applicable federal, state and 



local laws, regulations and guidelines with respect to providing reasonable accommodations 
as required to afford equal opportunity.  It is the student’s responsibility to contact the 
ACCESS office, SCC-D140 or 972.881.5898 (V/TTD: 972.881.5950) to arrange for 
appropriate accommodations.  See the current Collin Student Handbook for additional 
information. 



 
 
 
 
 
 
 
 
 
 
 
 
 



Fall 2020 New 



COURSE INFORMATION 













COLLIN COLLEGE 
 



COURSE SYLLABUS  
 
 
 
Course Number:  BIOM 2331 
 
Course Title:  Biomedical Clinical Instrumentation 
 
Course Description:  A study of theory, application, and principles of operation of instruments 



commonly used in a medical laboratory. 
 
Course Credit Hours: 3  
             Lecture Hours: 2 



       Lab Hours: 3  
 
Prerequisites:  BIOM 2343   
                                                       
Student Learning Outcomes 



State-mandated Outcomes:  Upon successful completion of this course, students will: 
1. Utilize principles of operation of medical laboratory instruments. 
2. Troubleshoot and repair medical laboratory instruments.  



Additional Collin Outcomes  
1. Demonstrate proper operation of medical laboratory equipment. 
2. Perform calibration of medical laboratory equipment. 
3. Apply required safety procedures.  
4. Perform an electrical equipment safety analysis. 
5. Properly document all tests, calibrations, and repairs.  



 
Withdrawal Policy:  See the current Collin Registration Guide for the last day to withdraw. 
 
Collin College Academic Policies:  See the current Collin Student Handbook. 
 
Americans with Disabilities Act:  Collin College will adhere to all applicable federal, state and 



local laws, regulations and guidelines with respect to providing reasonable accommodations 
as required to afford equal opportunity.  It is the student’s responsibility to contact the 
ACCESS office, SCC-D140 or 972.881.5898 (V/TTD: 972.881.5950) to arrange for 
appropriate accommodations.  See the current Collin Student Handbook for additional 
information. 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



Fall 2020 New 



COURSE INFORMATION 








