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BAT in Cybersecurity



First Year First Semester (Fall) First Year Second Semester (Spring)
CPMT 1305 IT Essentials I: PC Hardware and Software 3 ITCC 1314 CCNA 1 3
ITMT 1371 Configuring and Supporting Microsoft Windows 10 3 ITMT 1373 Networking with Windows Server 2016 3



ITMT 1372
Installation, Storage, and Computing with Windows Sever 
2016 3 ITSC 1316 Linux Installation and Configuration 3



ITNW 1358 Network + 3 ITSY 2300 Operating System Security 3
GEN ED Mathematics 3 ITSY 1300 Fundamentals of Information Security (Security +) 3



Total 15 Total 15



Second Year Third Semester (Fall) Second Year Fourth Semester (Spring)
ITCC 1340 CCNA 2 3 ITSY 2341 Security Management Practices (Capstone) 3
ITSY 2301 Firewalls and Network Security 3 ITSY 2343 Computer Systems Forensics 3
ITSY 2342 Incident Response 3 ITSC 1342 Shell Programming - Scripting 3
GEN ED ENGL 1301 Composition I 3 GEN ED Social/Behavioral Sciences 3



GEN ED SPCH 1321 Business and Professional Communication 3 GEN ED Humanities/Fine Arts 3
Total 15 Total 15



Third Year Fifth Semester (Fall) Third Year Sixth Semester (Spring)
XXXX 3YYY Introduction to Cryptography 3 XXXX 3YYY Cyber Crime 3
XXXX 3YYY Digital and Device Forensics 3 XXXX 3YYY Privacy 3
XXXX 3YYY Advanced Network Topologies and Protocols 3 XXXX 3YYY Mobile Technologies 3
GEN ED 3 XXXX 4YYY Penetration Testing 3
GEN ED 3 GEN ED 3



Total 15 Total 15



Fourth Year Seventh Semester (Fall) Fourth Year Eighth Semester (Spring)
XXXX 4YYY Cyber Defense Operations 3 XXXX 4YYY Information Assurance 3
XXXX 4YYY Virtualization and Cloud Security 3 XXXX 4YYY Senior Project 3
GEN ED 3 GEN ED 3
GEN ED 3 GEN ED 3
GEN ED 3 GEN ED 3



Total 15 Total 15













COSTS



1st Year 2nd Year 3rd Year 4th Year 5th Year
5 Years 



Cumulative Total



with 3% increase with 3% increase with 3% increase with 3% increase



Full time Faculty (#1) + benefit (32%)
52,849*32% = $16,911.68



 + 52,849 = $69,760.00 $69,760.00 $71,852.80 $74,008.38 $76,228.64 $78,515.49 $370,365.31



Full time Faculty (#2) + benefit (32%)
52,849*32% = $16,911.68



 + 52,849 = $69,760.00 $69,760.00 $71,852.80 $74,008.38 $76,228.64 $78,515.49 $370,365.31



Full Time Staff (1) + benefits (32%)
30,266 *30% = 9,685.12 
+ 30, 266 = $39,951.12 $39,951.12 $41,149.65 $42,384.14 $43,655.67 $44,965.34 $212,105.92



Adjunct Faculty (#1) 3hr Lec = $2,970 /sem
$2,970*2sem = $ 5,940 /yr $7,128.00 $7,341.84 $7,562.10 $7,788.96 $8,022.63 $37,843.52



Adjunct Benefit (20% per 
individual) $1,188.00 $1,188.00 $1,188.00 $1,188.00 $1,188.00 $1,188.00 $5,940.00



Adjunct Faculty (#2) 
3hr Lec = $2,970 /sem



$2,970*2sem = $ 5,940 /yr $7,128.00 $7,341.84 $7,562.10 $7,788.96 $8,022.63 $37,843.53
Adjunct Benefit (20% per 
individual) $1,188.00 $1,188.00 $1,188.00 $1,188.00 $1,188.00 $1,188.00 $5,940.00



Personnel Subtotal $1,040,403.60



Computer Lab Equipment 
(computers, screen, presentation 
station, 2 high capacity servers)



25 student computer stations, 
presentation station, screen = 
$200,000.00; 2 high capacity 
servers $30,000 each. $260,000.00 $260,000.00



2 Printers $10,000.00 $10,000.00
Equipment Operation, Maintenance 
& Replacement $2,000.00 $2,000.00 $2,000.00 $2,000.00 $2,000.00 $10,000.00



$3,000.00 $3,000.00 $3,000.00 $3,000.00 $3,000.00 $15,000.00
Sub-Total $295,000.00



Hardware Firewall $6,000.00 $6,000.00
Sofware $1,000.00 $1,000.00 $1,000.00 $1,000.00 $1,000.00 $5,000.00
Books/ General Supplies $1,500.00 $1,500.00 $1,500.00 $1,500.00 $1,500.00 $7,500.00
Library/Online Resources $1,500.00 $1,500.00 $1,500.00 $1,500.00 $1,500.00 $7,500.00
Computer Based Resources $1,600.00 $1,600.00 $1,600.00 $1,600.00 $1,600.00 $8,000.00
Printing Brochure/ 
Handbook/Postage $1,000.00 $1,000.00 $1,000.00 $1,000.00 $1,000.00 $5,000.00
Sub-Total $39,000.00



Professional Travel/ Development $5,000.00 $5,000.00 $5,000.00 $5,000.00 $5,000.00 $25,000.00
Promotional/Marketing Activities $10,000.00 $10,000.00 $5,000.00 $5,000.00 $5,000.00 $35,000.00
Accreditation Fee $2,000.00 $2,000.00 $2,000.00 $2,000.00 $2,000.00 $10,000.00



Meeting Expenses - Advisory Board $450.00 $450.00 $450.00 $450.00 $450.00 $2,250.00
Test/Testing Services $1,000.00 $1,000.00 $1,000.00 $1,000.00 $1,000.00 $5,000.00
Professional Membership $1,500.00 $1,500.00 $1,500.00 $1,500.00 $1,500.00 $7,500.00
Sub-Total $84,750.00



$1,459,153.60



FUNDING & REVENUE (TBD Pending Upper Division Level Course Selection)



Credit Hours per award State Funding Tuition Funding



Total Funding 
Per Student 



(State & Tuition)



Projected 
Completers for 



5 years
Cumulative 5 
Years Total



80 $0.00



$0.00



$0.00



Proposed Budget - BAT Cyber Security



PERSONNEL



EQUIPMENTS / FACILITIES



TOTAL COSTS



Equipment Acquisitions



SUPPLIES/MISCELLANEOUS (Classroom Supplies, Software, Materials, etc )



Full time salary based on the following credentials - Masters + 24 with 5 years directly related experience with 20% FTE - additional role such as a program director 
or discipline lead



Descriptions/Explanations of Calculations:



OTHERS/ SERVICES 



TOTAL REVENUE



120 HR BAT Cyber Security



Classroom size - based on the standard classroom size.
Professional development/travel  once a year but if additional training or certification is needed for full time faculty and staff, the budget will increase. 
Benefit for full time personnel is 32% and 20% for part-time.
Full time staff salary based on administrative assistant minimum salary $30,266 (Job Code - 2989)



Adjunct salary based on 3 Lec hrs. Calculations of salary per year was done with 1 adjunct * 3% increase 
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Rationale:



See separate document; further details will be explained in the formal presentation.
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         BAT Cybersecurity



New Courses













COLLIN COLLEGE 



COURSE SYLLABUS  



 



Course Number:  XXXX 3YYY 
 



Course Title:  Introduction to Cryptography 
 



Course Description:  This course introduces the inner workings of cryptographic primitives and 
how to correctly use them. Specifically, the course covers cryptographic algorithms, protocols 
and techniques. The algorithms illustrate the art of encryption and secure hashing. The 
cryptographic protocols will expose the students to the world of building trust in an untrusted 
environment. Cryptographic techniques used in key management and algorithm choice will be 
explored. 
 



Course Credit Hours: 3  



             Lecture Hours: 2 
       Lab Hours: 3  



 



Prerequisites:  ITSY 2341 and Math core complete   



                                                     



Student Learning Outcomes:  Upon successful completion of this course, students will: 
1. Identify the elements of a cryptographic system 
2. Describe the differences between symmetric and asymmetric algorithms 
3. Describe which cryptographic protocols, tools, and techniques are appropriate for a 



given situation 
4. Describe how cryptography can be used, strengths and weaknesses, modes, and 



issues that addressed in an implementation 
5. Use existing cryptographic tools to implement security 
6. Analyze cryptographic failures  



 
Withdrawal Policy:  See the current Collin Registration Guide for the last day to withdraw. 
 
Collin College Academic Policies:  See the current Collin Student Handbook. 



Americans with Disabilities Act:  Collin College will adhere to all applicable federal, state and 
local laws, regulations and guidelines with respect to providing reasonable 
accommodations as required to afford equal opportunity.  It is the student’s responsibility to 
contact the ACCESS office, SCC-D140 or 972.881.5898 (V/TTD: 972.881.5950) to arrange 
for appropriate accommodations.  See the current Collin Student Handbook for additional 
information. 



 



Fall 2019 New 



COURSE 











COLLIN COLLEGE 



 



COURSE SYLLABUS  



 



 



Course Number:  XXXX 3YYY 
 



Course Title:  Digital and Device Forensics 
 



Course Description:  This course will help students understand the issues, techniques, and 
vulnerabilities of small scale (non-PC) digital device forensics. Emphasis will be placed on the 
forensically sound acquisition, preservation, analysis and presentation of small scale digital 
devices as evidence.  
 
Course Credit Hours: 3  



             Lecture Hours: 2 
       Lab Hours: 3  



 



Prerequisites:  ITSY 2343 



                                         



Student Learning Outcomes:  Upon successful completion of this course, students will: 
1. Describe the methods of acquisition/analysis of non-PC device data 
2. Explain the legal issues related to non-PC device forensics 
3. Preform forensic analysis using common tools 
4. Present analysis information in legal proceedings format 



 
Withdrawal Policy:  See the current Collin Registration Guide for the last day to withdraw. 
 
Collin College Academic Policies:  See the current Collin Student Handbook. 



Americans with Disabilities Act:  Collin College will adhere to all applicable federal, state and 
local laws, regulations and guidelines with respect to providing reasonable 
accommodations as required to afford equal opportunity.  It is the student’s responsibility to 
contact the ACCESS office, SCC-D140 or 972.881.5898 (V/TTD: 972.881.5950) to arrange 
for appropriate accommodations.  See the current Collin Student Handbook for additional 
information. 



 



 



Fall 2019 New 



 



COURSE 











COLLIN COLLEGE 



COURSE SYLLABUS  



 



 



Course Number:  XXXX 4YYY 
 



Course Title:  Information Assurance 
 



Course Description:  A study of common security architectures for the protection of information 
systems and data. An examination of the common standards related to information assurance. 
Application of architectures and standards within the rules, regulations for compliance.  
 



Course Credit Hours: 3  



             Lecture Hours: 2 
       Lab Hours: 3  



 



Prerequisites:  ITSY 2342  



                                                       



Student Learning Outcomes:  Upon successful completion of this course, students will: 
1. Describe specific Information Assurance (IA) architectures 
2. Identify potential vulnerabilities of various IA architectures 
3. Design a secure architecture for a given application 
4. Compare and contrast voluntary and mandatory compliance requirements 
5. Plan and conduct audits to determine compliance  
6. Describe how standards are applied and assessed for sub-contractors or customers 



 
Withdrawal Policy:  See the current Collin Registration Guide for the last day to withdraw. 
 
Collin College Academic Policies:  See the current Collin Student Handbook. 



 



Americans with Disabilities Act:  Collin College will adhere to all applicable federal, state and 
local laws, regulations and guidelines with respect to providing reasonable 
accommodations as required to afford equal opportunity.  It is the student’s responsibility to 
contact the ACCESS office, SCC-D140 or 972.881.5898 (V/TTD: 972.881.5950) to arrange 
for appropriate accommodations.  See the current Collin Student Handbook for additional 
information. 



 



 



Fall 2019 New 



COURSE 











COLLIN COLLEGE 



COURSE SYLLABUS  



 



Course Number:  XXXX 3YYY 
 



Course Title:  Cyber Crime 
 



Course Description:  An examination of Cyber Crimes and other abuses arising in a cyber 
environment.  Traditional and contemporary forms of cybercrime will be explored, including 
hacking, insider threat, cyberbullying, hacktivism, cyberterrorism and others. Students will learn 
how computers can be either the target or the tool for committing cybercrimes. In addition, 
sociological and psychological aspects associated with cybercrime will be examined.  



 
Course Credit Hours: 3  



             Lecture Hours: 2 
 



Prerequisites:  ITSY 2341   



                                                     



Student Learning Outcomes:  Upon successful completion of this course, students will: 
1. Describe how the internet is used for cybercrime, cyber-staling, and other abusive 



behaviors 
2. Describe the types of cyber crime 
3. Evaluate the effectiveness of applications of cybersecurity in preventing crime and 



abuse 
4. Describe US Federal law and International law related to cyber crime 
5. Describe various sociological, psychological, and criminological theories related to 



cybercrime 
 



Withdrawal Policy:  See the current Collin Registration Guide for the last day to withdraw. 
 
Collin College Academic Policies:  See the current Collin Student Handbook. 



Americans with Disabilities Act:  Collin College will adhere to all applicable federal, state and 
local laws, regulations and guidelines with respect to providing reasonable 
accommodations as required to afford equal opportunity.  It is the student’s responsibility to 
contact the ACCESS office, SCC-D140 or 972.881.5898 (V/TTD: 972.881.5950) to arrange 
for appropriate accommodations.  See the current Collin Student Handbook for additional 
information. 



 



 



Fall 2019 New 



COURSE 











COLLIN COLLEGE 



COURSE SYLLABUS  



 



Course Number:  XXXX 3YYY 
 



Course Title:  Advanced Network Technology and Protocols 
 



Course Description:  This course examines the advanced and novel areas of networks and 
protocols.  Various networks will be examined with secure configurations, analysis, and 
response to threats. 
 
 
Course Credit Hours: 3  



             Lecture Hours: 2 
       Lab Hours: 3  



 



Prerequisites:  ITSY 2343   



                                                       



Student Learning Outcomes:  Upon successful completion of this course, students will: 
1. Identify advanced networks 
2. Describe security issues associated with advanced and novel networks 
3. Define social networks and the associated security issues 
4. Perform deep packet inspections 
5. Define and secure Software Defined Networks 



 
Withdrawal Policy:  See the current Collin Registration Guide for the last day to withdraw. 
 
Collin College Academic Policies:  See the current Collin Student Handbook. 



 



Americans with Disabilities Act:  Collin College will adhere to all applicable federal, state and 
local laws, regulations and guidelines with respect to providing reasonable 
accommodations as required to afford equal opportunity.  It is the student’s responsibility to 
contact the ACCESS office, SCC-D140 or 972.881.5898 (V/TTD: 972.881.5950) to arrange 
for appropriate accommodations.  See the current Collin Student Handbook for additional 
information. 



 



 



 



Fall 2019 New 



 



COURSE 











COLLIN COLLEGE 



COURSE SYLLABUS  



 



Course Number:  XXXX 3YYY 
 



Course Title:  Cyber Privacy 
 



Course Description:  This course examines the diverse components of privacy and the effects 
the Internet has on privacy.  Approaches for individual, organization, and government privacy as 
well as privacy laws will be examined.   
 



Course Credit Hours: 3  



             Lecture Hours: 2 
       Lab Hours: 3  



 



Prerequisites:  XXXX 3YYY Digital and Device Forensics  



                                                       



Student Learning Outcomes:  Upon successful completion of this course, students will: 
1. Define personally identifiable information 
2. Compare and contrast privacy policies 
3. Compare and contrast laws of different jurisdictions 
4. Describe privacy approaches for individuals, organizations, and governments 
5. Describe Fair Information Practices Principles (FIPPs) 
6. Analyze risks to privacy 
7. Apply privacy tools for security of information 



 
Withdrawal Policy:  See the current Collin Registration Guide for the last day to withdraw. 
 
Collin College Academic Policies:  See the current Collin Student Handbook. 



 



Americans with Disabilities Act:  Collin College will adhere to all applicable federal, state and 
local laws, regulations and guidelines with respect to providing reasonable 
accommodations as required to afford equal opportunity.  It is the student’s responsibility to 
contact the ACCESS office, SCC-D140 or 972.881.5898 (V/TTD: 972.881.5950) to arrange 
for appropriate accommodations.  See the current Collin Student Handbook for additional 
information. 



 



 



 



Fall 2019 New 



COURSE 











 



 



COLLIN COLLEGE 



COURSE SYLLABUS  



 



Course Number:  XXXX 4YYY 
 



Course Title:  Penetration Testing 
 



Course Description:  This course provides students with methods of discovering ways of 
exploiting vulnerabilities to gain access to a system.  Students will learn the methods, 
techniques, and tools to test the security of computer networks, infrastructure and applications.  



 
Course Credit Hours: 3  



             Lecture Hours: 2 
       Lab Hours: 3  



 



Prerequisites:  XXXX 3YYY Cyber Crime   



                                                       



Student Learning Outcomes:  Upon successful completion of this course, students will: 
1. Define the types of threats and exploitations used to penetrate products, devices, 



and networks 
2. Define the penetration testing process 
3. Apply tools and techniques for exploiting vulnerabilities and assessing impacts 
4. Plan, organize, and perform penetration testing 
5. Analyze penetration testing results to devise and implement remediation strategies 



 
Withdrawal Policy:  See the current Collin Registration Guide for the last day to withdraw. 
 
Collin College Academic Policies:  See the current Collin Student Handbook. 



 



Americans with Disabilities Act:  Collin College will adhere to all applicable federal, state and 
local laws, regulations and guidelines with respect to providing reasonable 
accommodations as required to afford equal opportunity.  It is the student’s responsibility to 
contact the ACCESS office, SCC-D140 or 972.881.5898 (V/TTD: 972.881.5950) to arrange 
for appropriate accommodations.  See the current Collin Student Handbook for additional 
information. 



 



Fall 2019 New 



COURSE 











COLLIN COLLEGE 



COURSE SYLLABUS  



 



Course Number:  XXXX 4YYYY 
 



Course Title:  Virtualization and Cloud Security 
 



Course Description:  An examination of how modern host virtualization is implemented, deployed, 
and used. Students will understand the interfaces between major components of virtualized 
systems, and the implications these interfaces have for security.  Students will examine the 
technologies and services that enable cloud computing, different types of cloud computing 
models and the security and legal issues associated with cloud computing. 



 
Course Credit Hours: 3  



             Lecture Hours: 2 
       Lab Hours: 3  



 



Prerequisites:  XXXX 3YYY Device Forensics and XXXX 3YYYY Cyber Crime  



                                                       



Student Learning Outcomes:  Upon successful completion of this course, students will: 
1. Describe the fundamental concepts of virtualization 
2. Compare and contrast the different virtualization architectures 
3. Perform digital forensics in virtual environments 
4. Describe each type if service/model of cloud computing 
5. Compare and contrast: local resource requirements, local control, network 



requirements and security related to cloud computing  
 
Withdrawal Policy:  See the current Collin Registration Guide for the last day to withdraw. 
 
Collin College Academic Policies:  See the current Collin Student Handbook. 



 



Americans with Disabilities Act:  Collin College will adhere to all applicable federal, state and 
local laws, regulations and guidelines with respect to providing reasonable 
accommodations as required to afford equal opportunity.  It is the student’s responsibility to 
contact the ACCESS office, SCC-D140 or 972.881.5898 (V/TTD: 972.881.5950) to arrange 
for appropriate accommodations.  See the current Collin Student Handbook for additional 
information. 



 



 



Fall 2019 New 



COURSE 











COLLIN COLLEGE 



COURSE SYLLABUS  



 



Course Number:  XXXX 4YYY 
 



Course Title:  Cyber Defense Operations 
 



Course Description:  An examination of the concepts used in defending a network, and the basic 
tools and techniques that can be used to protect a network and communication assets from 
cyber threats.   
 
 
Course Credit Hours: 3  



             Lecture Hours: 2 
       Lab Hours: 3  



 



Prerequisites:  XXXX 4YYY Penetration Testing   



                                                       



Student Learning Outcomes:  Upon successful completion of this course, students will: 
1. Describe the key concepts in network defense 
2. Explain how network defense tools are used to defend against attacks 
3. Analyze how security policies are implemented on systems to protect a network 
4. Evaluate how network operational procedures relate to network security 
5. Identify Indicators of Compromise and Tactics, Techniques and Procedures 
6. Determine effective remediation strategies 
7. Define perimeter monitoring, internal network monitoring, and endpoint monitoring 
8. Perform defensive operations  



 
Withdrawal Policy:  See the current Collin Registration Guide for the last day to withdraw. 
 
Collin College Academic Policies:  See the current Collin Student Handbook. 



 



Americans with Disabilities Act:  Collin College will adhere to all applicable federal, state and 
local laws, regulations and guidelines with respect to providing reasonable 
accommodations as required to afford equal opportunity.  It is the student’s responsibility to 
contact the ACCESS office, SCC-D140 or 972.881.5898 (V/TTD: 972.881.5950) to arrange 
for appropriate accommodations.  See the current Collin Student Handbook for additional 
information. 



 



 



Fall 2019 New 



COURSE 











COLLIN COLLEGE 



COURSE SYLLABUS  



 



Course Number:  XXXX 3YYY 
 



Course Title:  Mobile Technologies 
 



Course Description:  This course examines how mobile systems function to allow secure voice 
and data access.   
 
Course Credit Hours: 3  



             Lecture Hours: 2 
       Lab Hours: 3  



 



Prerequisites:  XXXX 3YYY Advanced Network Topologies and Protocols   



                                                       



Student Learning Outcomes:  Upon successful completion of this course, students will: 
1. Describe mobile device standards 
2. Describe how mobile devices maintain connectivity 
3. Define various design options 
4. Define encryption techniques 
5. Implement mobile security 



 
Withdrawal Policy:  See the current Collin Registration Guide for the last day to withdraw. 
 
Collin College Academic Policies:  See the current Collin Student Handbook. 



 



Americans with Disabilities Act:  Collin College will adhere to all applicable federal, state and 
local laws, regulations and guidelines with respect to providing reasonable 
accommodations as required to afford equal opportunity.  It is the student’s responsibility to 
contact the ACCESS office, SCC-D140 or 972.881.5898 (V/TTD: 972.881.5950) to arrange 
for appropriate accommodations.  See the current Collin Student Handbook for additional 
information. 



 



 



 



Fall 2019 New 



 



 



COURSE 











COLLIN COLLEGE 



COURSE SYLLABUS  



 



Course Number:  XXXX 4YYY 
 



Course Title:  Senior Project 
 



Course Description:  This course is designed to integrate all previous coursework. 
Under the guidance of the professor, each student completes a practical exercise in a 
cybersecurity role.  
 



Course Credit Hours: 3  



             Lecture Hours: 2 
       Lab Hours: 3  



 



Prerequisites:  XXXX 4YYY Cyber Defense Operations and Virtualization and Cloud Security 
  



                                           



Student Learning Outcomes:  Upon successful completion of this course, students will: 
1. Demonstrate a complete cybersecurity project 



 
Withdrawal Policy:  See the current Collin Registration Guide for the last day to withdraw. 
 
Collin College Academic Policies:  See the current Collin Student Handbook. 



 



Americans with Disabilities Act:  Collin College will adhere to all applicable federal, state and 
local laws, regulations and guidelines with respect to providing reasonable 
accommodations as required to afford equal opportunity.  It is the student’s responsibility to 
contact the ACCESS office, SCC-D140 or 972.881.5898 (V/TTD: 972.881.5950) to arrange 
for appropriate accommodations.  See the current Collin Student Handbook for additional 
information. 



 



 



 



Fall 2019 New 



 



 



COURSE 













Justification for BAT in Cybersecurity 



With the State of Texas approving Collin College to offer Bachelor’s degrees, an examination of various 
fields was performed to find the ones in which there was a high number of job openings and the job 
openings were significantly larger than the number of graduates to fill those jobs.  One of the areas 
examined was Information Technology (IT).  Several areas were examined in IT such as software 
development, network engineering, IT management, and cybersecurity.  While software development 
had the highest number of job openings, most 4-year schools in the area offer Computer 
Science/Software Development degrees.  The area with the next most openings was cybersecurity, and 
there are fewer 4-year schools offering a cybersecurity degree.  In addition, most of the other 4-year 
degrees are theoretical, and the BAT is intended to be a very hands-on degree type (this is a 
recommendation of the committee that we formed to investigate this degree, that it be much more 
hands-on).  The other areas examined did not have as many openings, and there were multiple schools 
serving those areas.  Because of this, the decision was made to develop a Bachelor’s of Applied 
Technology in Cybersecurity. 



Currently, Collin College offers an Associate of Applied Science in Cybersecurity.  While our current AAS 
is adequate for entry into the field, it is not adequate for higher level situations/investigations and is not 
adequate for significant advancement.  In addition, the National Security Agency (NSA) and the 
Department of Homeland Security (DHS) have jointly developed a Knowledge Unit (KU) list applicable to 
the cybersecurity area and is one of the components in their designation of a Center of Excellence in 
Cybersecurity.  This was the basis for the second committee meeting, the ranking of the KUs.  This 
information was used to develop the degree plan. 



For a short summary, the cybersecurity area is in high demand, there are not enough graduates to meet 
that demand, the BAT will be a very hands-on program which will set it apart from other degrees, and 
the courses have been developed so they align with NSA/DHS KUs for a Center of Excellence in 
Cybersecurity designation. 



 













Topics



4 3 2 1 Avg



KU
1



Cybersecurity 
Foundations 
(CSF)



To complete this KU, students should be able to: 
1. Describe the fundamental concepts of the cyber security discipline and use to 
provide system security. 
2. Describe potential system attacks and the actors that might perform them. 
3. Describe cyber defense tools, methods and components and apply cyber 
defense methods to prepare a system to repel attacks. 
4. Describe appropriate measures to be taken should a system compromise occur. 
5. Properly use the Vocabulary associated with cyber security.



1. Threats and Adversaries (threat actors, malware, natural phenomena)
2. Vulnerabilities and Risk management (include backups and recovery)
3. Common Attacks
4. Basic Risk Assessment
5. Security Life-Cycle
6. Applications of Cryptography and PKI
7. Data Security (in transmission, at rest, in processing)
8. Security Models (Bell-La Padula, Biba, Clark Wilson, Brewer Nash, Multi-level 
security)
9. Access Control Models (MAC, DAC, RBAC, Lattice)
10. Confidentiality, Integrity, Availability, Access, Authentication, Authorization, 
Non-Repudiation, Privacy
11. Session Management
12. Exception Management
13. Security Mechanisms (e.g., Identification/Authentication, Audit)
14. Malicious activity detection / forms of attack
15. Appropriate Countermeasures
16. Legal issues
17. Ethics (Ethics associated with cybersecurity profession)



11 4.00



KU
2



Cybersecurity 
Principles 
(CSP)



To complete this KU, students should be able to:
1. Define the principles of cybersecurity.
2. Describe why each principle is important to security and how it enables the 
development of security mechanisms that can implement desired security 
policies.
3. Analyze common security failures and identify specific design principles that 
have been violated.
4. Given a specific scenario, identify the design principles involved or needed.
5. Understand the interaction between security and system usability and the 
importance for minimizing the effects of security mechanisms.



 1. Principles (must cover all of the sub-Topics)
a. Separation (of domains/duties)
b. Isolation
c. Encapsulation
d. Modularity
e. Simplicity of design (Economy of Mechanism)
f. Minimization of implementation (Least Common Mechanism)
g. Open Design
h. Complete Mediation
i. Layering (Defense in depth)
j. Least Privilege
k. Fail Safe Defaults / Fail Secure
l. Least Astonishment (Psychological Acceptability)
m. Minimize Trust Surface (Reluctance to trust)
n. Usability
o. Trust relationships
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IT Systems 
Components 
(ISC)



 To complete this KU, students should be able to:
1. Describe the hardware components of modern computing environments and 
their individual functions.
2. Describe the basic security implications of modern computing environments.
3. Understand the Federal, State and Local Cyber Defense partners/structures
4. Properly use the Vocabulary associated with cyber security.



1. Endpoint protection
a. Workstations, servers, appliances, mobile devices, peripheral devices (Printers, scanners, 
external storage)
2. Storage Devices
3. System Architectures
a. Virtualization / Containers
b. Cloud
4. Alternative environments (SCADA, real time systems, critical infrastructures)
5. Networks (Internet, LANs, wireless)
6. Network mapping (enumeration and identification of network components)
7. Network Security Components (Data Loss Prevention, VPNs / Firewalls)
8. Intrusion Detection and Prevention Systems, Incident Response
9. Managed Services
10. Software Security (secure coding principles, software issues by type)
11. Configuration Management
12. Patching
a. OS and Application Updates
13. Vulnerability Scanning (core)
a. Vulnerability Windows (0-day to patch availability)
14. People and security (social engineering)
15. Physical and environmental security concerns
16. Internet Of Things (IOT)
17. Cyber Defense Partnerships (Federal, State, Local, Industry)



11 4.00
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Technical Core - 
Basic 
Cryptography 
(BCY)



 To complete this KU, students should be able to do some of the following:
1. Students will be able to identify the elements of a cryptographic system.
2. Students will be able to describe the differences between symmetric and 
asymmetric algorithms.
3. Students will be able to describe which cryptographic protocols, tools and 
techniques are appropriate for a given situation.
4. Students will be able to describe how crypto can be used, strengths and 
weaknesses, modes, and issues that have to be addressed in an implementation 
(e.g., key management), etc.



1. Common cryptographic uses
a. Security Functions (data protection, data integrity, authentication, non-repudiation)
b. Block vs. stream data
c. Digital Signatures (Authentication)
2. Hash Functions (MD4, MD5, SHA-1, SHA-2, SHA-3)
a. Integrity checking
b. For protecting authentication data
c. Collision resistance
3. Symmetric Cryptography (DES, Twofish)
4. Public Key Cryptography (Diffie-Hellman, RSA, ECC, ElGamal, DSA)
a. Public Key Infrastructure
b. Certificates
c. Key Management (creation, exchange/distribution)
5. Cryptography in practice
a. Common Cryptographic Protocols
b. DES -> AES (evolution from DES to AES)
c. Cryptographic Modes (and their strengths and weaknesses)
d. Cryptographic standards (FIPS 140 series)
6. Cryptographic failures
a. Types of Attacks (brute force, chosen plaintext, known plaintext, differential and 
linear cryptanalysis, etc.)
b. Implementation failures
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Technical Core - 
Basic 
Networking 
(BNW)



 To complete this KU, students should be able to do some of the following:
1. Describe the fundamental concepts, technologies, components and issues 
related to communications and data networks.
2. Design a basic network architecture given a specific need and set of 
hosts/clients.
3. Track and identify the packets involved in a simple TCP connection (or a trace 
of such a connection).
4. Use a network monitoring tools to observe the flow of packets (e.g., 
WireShark).
5. Perform network mapping (enumeration and identification of network 
components) (e.g., Nmap).
6. Describe common network vulnerabilities.



1. Networking models (OSI and IP).
2. Network media (wired, optical, and wireless)
3. Network Architectures and topologies (PAN, LAN/WAN, DMZ, Enclaves, 
VLAN, NAT, subnetting, supernetting)
4. Common Network Devices and their role in the network. (Routers, Switches, 
Hosts, VPNs, Firewalls)
5. Network Protocols introduction (IP, TCP, UDP, ICMP)
6. Network Services and protocols introduction (DNS, NTP, VLAN, etc.).
7. Network Applications and protocols introduction (SMTP, HTTP, VoIP, SSH, 
etc.).
8. Use of basic network administration tools.
9. Overview of Network Security Issues



11 4.00
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Technical Core - 
Basic Scripting 
and 
Programming 
(BSP)



To complete this KU, students should be able to:
1. Demonstrate their proficiency in the use of scripting languages to write simple 
scripts (e.g., to automate system administration tasks).
2. Write simple linear and looping scripts.
3. Write simple and compound conditions within a programming language or 
similar environment (e.g., scripts, macros, SQL).
4. Demonstrate proficiency in the use of a programming language to solve 
complex problems in a secure and robust manner.



1. Implement basic security concepts
a. Permissions, bounds checking, input validation, type checking and parameter 
validation
2. Be familiar with the concept and basic implementation of regular expressions.
3. Understand basic data structures and algorithms
4. Basic Boolean logic/operations.
a. AND / OR / XOR / NOT
5. Scripting on both Windows and Linux
a. Language (e.g. PERL, Python, BASH, JAVA, VB Scripting, Powershell)
6. Properly apply basic programming constructs and concepts including:
a. Variables and types (int, float, char, etc.)
b. Strings, arrays, structures
c. Sequential and parallel execution
d. Assignments (:=, =, ++, --, etc.)
e. Decisions and branching (if, if ... else, elseif, switch, case, etc.)
f. Loops (for, while, repeat, etc.)
g. Functions, procedures, and calls
h. Debugging techniques
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Technical Core - 
Network 
Defense (NDF)



To complete this KU, students should be able to do some of the following:
1. Describe the key concepts in network defense (defense in depth, minimizing 
exposure, etc.).
2. Explain how network defense tools (firewalls, IDS, etc.) are used to defend 
against attacks and mitigate vulnerabilities.
3. Analyze how security policies are implemented on systems to protect a 
network.
4. Evaluate how network operational procedures relate to network security.



1. Outline concepts of network defense, such as:
a. Defense in Depth
b. Network attacks
c. Network Hardening
d. Minimizing Exposure (Attack Surface and Vectors)
2. Network defense/monitoring tools:
a. Implementing Firewalls
b. DMZs / Proxy Servers
c. VPNs
d. Honeypots and Honeynets
e. Implementing IDS/IPS
3. Network Operations
a. Network Security Monitoring
b. Network Traffic Analysis
4. Network security policies as they relate to network defense/security:
a. Network Access Control (internal and external)
b. Network Policy Development and Enforcement



11 4.00
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Technical Core - 
Operating 
Systems 
Concepts 
(OSC)



To complete this KU, students should be able to do the following:
1. Describe the role and basic functions of an operating system, and how 
operating systems interact with hardware and software applications.
2. Identify and describe basic security issues of operating systems.



1. Privileged and non-privileged states
2. Application processes and threads
3. Memory (real, virtual, and management)
4. Files systems
5. Virtualization / hypervisors
6. Creation and operation of virtualization technology
7. Fundamental security design principles as applied to an OS
8. Access controls (models and mechanisms)
9. Domain separation, process isolation, resource encapsulation, least privilege



10 1 3.91
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Non-technical 
Core - Cyber 
Threats (CTH)



To complete this KU, students should be able to:
1. Identify the bad actors in cyberspace and compare and contrast their 
resources, capabilities/techniques, motivations and aversion to risk.
2. Describe different types of attacks and their characteristics.



1. Motivations and Techniques
2. The Adversary Model (resources, capabilities, intent, motivation, risk aversion, 
access)
3. Types of Attacks (and vulnerabilities that enable them)
a. Password guessing / cracking
b. Backdoors / trojans / viruses / wireless attacks
c. Sniffing / spoofing / session hijacking
d. Denial of service / distributed
e. DOS / BOTs
f. MAC spoofing / web app attacks / 0-day exploits
g. Advanced Persistent Threat (APT)
4. Events that indicate an attack is/has happened
5. Attack Timing (within x minutes of being attached to the net)
6. Attack surfaces / vectors, and trees
7. Covert Channels
8. Social Engineering
9. Insider problem
10. Threat Information Sources (e.g., CERT)
11. Legal Issues associated with cyber threats



11 4.00
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Non-technical 
Core - 
Cybersecurity 
Planning and 
Management 
(CPM)



To complete this KU, students should be able to:
1. Examine the placement of security functions in a system and describe the 
strengths and weaknesses
2. Develop contingency plans for various size organizations to include: business 
continuity, disaster recovery and incident response.
3. Develop system specific plans for:
a. The protection of intellectual property
b. The implementation of access controls
c. Patch and change management
4. Outline and explain the roles of personnel in planning and managing security, 
including:
a. Board of Directors
b. Senior Management
c. Chief Information Security Officer (CISO)
d. IT Management (CIO, IT Director, etc)
e. Functional Area Management
f. Information Security personnel
g. End users



1. Broad coverage of the cybersecurity Common Body of Knowledge (CBK) and 
how it affects planning and management.
2. Differentiate and provided examples of Operational, Tactical, and Strategic 
Planning and Management
3. Examine C-Level Functions which impact cybersecurity.
4. Making cybersecurity a strategic essential (part of core organizational strategy)
5. Identify requirements and create plans for Business Continuity / Disaster 
Recovery
6. Develop processes and procedures for incident response
7. Planning for protection of intellectual property
8. Managing the implementation of access controls
9. Managing patch and change control
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Non-technical 
Core - Policy, 
Legal, Ethics, 
and 
Compliance 
(PLE)



To complete this KU, students should be able to:
1. List the applicable laws and policies related to cyber defense and describe the 
major components of each pertaining to the storage and transmission of data.
2. Describe their responsibilities related to the handling of data as it pertains to 
legal, ethical and/or agency auditing issues.
3. Describe how the type of legal dispute (civil, criminal, private) affects the 
evidence used to resolve it.



1. Federal Laws and Authorities
a. Computer Security Act
b. Sarbanes – Oxley
c. Gramm – Leach – Bliley
d. Privacy (COPPA) HIPAA / FERPA
e. USA Patriot Act
f. Americans with Disabilities Act, Section 508
g. Other Federal laws and regulations
2. State, US and international standards / jurisdictions
3. Payment Card Industry Data Security Standard (PCI DSS)
4. BYOD issues



4 6 1 3.27
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Non-technical 
Core - Security 
Program 
Management 
(SPM)



To complete this KU, students should be able to:
1. Apply their knowledge to develop a security program, identifying goals, 
objectives and metrics.
2. Apply their knowledge to effectively manage a security program.
3. Assess the effectiveness of a security program.



1. Goals and objectives of a security program.
2. Measuring the effectiveness of a security program (metrics).
3. Roles and Responsibilities of the Security Organization
4. Security Policies.
a. Compliance with Applicable Laws and Regulations
b. Security best practices and frameworks.
5. Security Baselining
6. Program Monitoring and Control
7. Security Awareness, Training and Education
8. Security program addresses:
a. Physical Security
b. Personnel Security
c. System and Data Identification
d. System security plans.
e. Configuration and Patch management
f. System Documentation
g. Incident Response Program
h. Disaster Recovery Program.
i. Certification and Accreditation



5 6 3.45
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Non-technical 
Core - Security 
Risk Analysis 
(SRA)



To complete this KU, students should be able to:
1. Describe how risk relates to a system security policy.
2. Describe various risk analysis methodologies.
3. Evaluate and categorize risk 1) with respect to technology; 2) with respect to 
individuals, and 3) in the enterprise, and recommend appropriate responses.
4. Compare the advantages and disadvantages of various risk assessment 
methodologies
5. Select the optimal methodology based on needs, advantages and 
disadvantages.



1. Risk Assessment/Analysis Methodologies
2. Risk Measurement and Evaluation Methodologies
3. Risk Management Models
4. Risk Management Processes
5. Risk Mitigation Economics
6. Risk Transference/Acceptance/Mitigation
7. Communication of Risk



6 4 3.60
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Optional 
Advanced 
Network 
Technology and 
Protocols 
(ANT)



To complete this KU, students should be able to:
1. Explore in depth advanced and novel areas of networks and protocols.
2. Describe and discuss the security issues and implications of advanced and 
novel networks and protocols.
3. Develop the intellectual tools to explore and understand advance network 
concepts and protocols.



1. Advanced Routing algorithms and protocols
a. BGP
b. OSPF
c. MPLS
2. Software Defined Networking
a. Principles, protocols, implications
3. IPv6 Networking Suite
a. IPv6 Security Issues
4. Quality of Service
5. Network Services
6. Social Network implementation and security issues.
7. Voice over IP (VoIP)
8. Multicasting
9. Advanced Network Security Topics
a. Secure DNS
b. Network Address Translation
c. Deep Packet Inspection
d. Transport Layer Security



2 4 3 2.89



KU
15



Optional Basic 
Cyber 
Operations 
(BCO)



To complete this KU, students should be able to:
1. Describe the laws that provide US entities the authority to perform cyber 
operations.
2. List the phases of a well-organized cyber operation and describe the goals and 
objectives of each phase.
3. Identify specific phases of a cyber operation in network traffic.
4. Describe potential motivations that might prompt an entity to perform a cyber 
operation.



1. Legal Authorities and Ethics
2. Stages of a Cyber Operation (and details of each phase)
a. Target Identification
b. Reconnaissance o Gaining Access o Hiding Presence
c. Establishing Persistence
d. Execution
e. Assessment
3. Basic Process Modeling
4. Validating Procedures
5. Handling failures to follow procedures
6. Case studies of actual cyber operations



1 4 4 2.67
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Optional Cloud 
Computing 
(CCO)



To complete this KU, students should be able to:
1. Describe each type of service/model of cloud computing
2. Compare and contrast: local resource requirements, local control, network 
requirements, and security (attacks, mitigations, overall vulnerability)



1. Virtualization platforms
2. Cloud Services
a. SaaS, PaaS, DaaS, IaaS
3. Service Oriented Architectures
4. Deployment Models
a. private, public, community, hybrid
5. Security
6. Storage
7. Legal/Privacy Issues



6 3 3.67
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Optional KU - 
Cyber Crime 
(CCR)



To complete this KU, students should be able to:
1. Examine how the internet is used for cybercrime, cyber-stalking, and other 
abusive behaviors.
2. Evaluate the effectiveness of applications of cybersecurity in preventing crime 
and abuse.



1. Cyber Crime Types
a. Intrusions
b. Ransomware
c. Espionage
d. Intellectual Property
e. Fraud and Financial
2. Cyber Stalking and Predators
3. Cyber Bullying
4. Sexual Exploitation
5. Identity Theft
6. Cyber Assisted Crimes
7. Cyber Terrorism
8. Cyber Crime Laws
a. US Federal Laws
b. International Laws
c. Treaties



2 4 3 2.89
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Optional KU - 
Cybersecurity 
Ethics (CSE)



To complete this KU, students should be able to:
1. Explain how ethical foundations are applied to situations arising from the 
interconnected world.
2. Examine diverse ethical dilemmas.
3. Describe the role of cybersecurity in supporting and encouraging ethics, as 
well as where cybersecurity practices can cause ethical conflicts.



1. Ethical Codes and Frameworks
2. Ethics and Cyberspace
3. Ethical Issues
4. Property Availability Rights of others
5. Respect and principles of community Resource use, allocation, and abuse 
Censorship
6. Ethics-based decision tools
7. Cybersecurity and social responsibility



6 3 3.67
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Optional KU - 
Device 
Forensics 
(DVF)



To complete this KU, students should be able to:
1. Describe methods for the acquisition/analysis of widespread, non-PC devices.
2. Explain the legal issues related to non-PC device forensic activities.



1. Mobile Device Analysis (e.g. smart phones, tablets)
2. Embedded Systems (e.g. GPS, games consoles, Smart TVs)
3. Internet of Things Devices (e.g. consideration of potential for evidence storage)
4. Must include hands-on activities using devices mentioned above 2 4 4 2.80



KU
20



Optional KU - 
Digital 
Communication
s (DCO)



To complete this KU, students should be able to:
1. Describe digital communications systems in terms of subsystems and 
modulation techniques.
2. Describe the current state of the art in digital communications.
3. Compare and contrast different approaches to digital communications and 
describe the advantages and disadvantages of each.



1. Components of a digital communications system
2. Coding schemes
3. Digital Signaling
4. Spread Spectrum Signals
5. Multi-User Communication Access Techniques
a. CDMA, TDMA, FDMA, SDMA, PDMA



1 2 3 3 2.11
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Optional KU - 
Digital 
Forensics 
(DFS)



To complete this KU, students should be able to:
1. Discuss the rules, laws, policies, and procedures that affect digital forensics
2. Use one or more common DF tools, such as EnCase, FTK, ProDiscover, 
Xways, SleuthKit.
3. Describe the steps in performing digital forensics from the initial recognition 
of an incident through the steps of evidence gathering, preservation and analysis, 
through the completion of legal proceedings.



1. Legal Compliance
a. Applicable Laws
b. Affidavits
c. How to Testify
d. Case Law
e. Chain of custody
2. Digital Investigations
a. E-Discovery
b. Authentication of Evidence
c. Chain of Custody Procedures
d. Metadata
e. Root Cause Analysis
f. Using Virtual Machines for Analysis



1 5 4 2.70
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Optional KU - 
Hardware and 
Firmware 
Security (HFS)



To complete this KU, students should be able to:
1. Outline physical vulnerabilities of hardware devices.
2. Explain and make use of security capabilities implemented in hardware.
3. Describe how systems are initialized and how software is validated and 
loaded.
4. Describe the security role of intermediate software such as hardware 
abstraction layers or other forms of middleware.



1. Physical Vulnerabilities.
a. Unused, unsecured communications channels
b. Test pads and test paths
c. Back doors, trojans, and hidden circuits
d. Doping and Induced Faults
e. Reverse Engineering
f. Unauthorized memory access
2. Hardware side channel attacks
a. Timing
b. Power Analysis
c. Electromagnetic
d. RF analysis
e. Hardware insertion (smartcards, USB, bus devices)
f. Access through out-of-band management channels
3. Sourcing attacks
a. Pirated, Fake, and Counterfeit Parts
b. Supply chain disruption
4. Equipment Destruction Attacks
5. Hardware Security Components
a. Verifiable device IDs
b. Random Number Generators
c. Boot ROM Digital Signatures
d. Hardware-base encryption modules
e. Security Co-processors/Controllers
6. Physical Security Attributes
a. Device validation
b. Open and Accepted security algorithms
c. Strong Random Number Generation
d. Secure time source
e. Standardized developer interface
f. Clear documentation
g. Key backup/Protection
h. Tamper-resistance
i. Scalability
7. Bootloader vulnerabilities
a. Boot sector attacks
b. Single User Mode
c. Boot to non-secure OS's
d. Boot loader reconfiguration
8. Microcode vulnerabilities
9. Firmware vulnerabilities
a. Reflashing BIOS/PROMs
10. Security role of intermediate layers
a. Hardware Abstraction Layer
b. Virtualization Layers



KU
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1. Deep Packet Inspection
2. Log File Analysis
3. Log Aggregation
4. Cross Log Comparison and Analysis
5. Anomaly Detection
a. Establishing profiles
b. Anomaly algorithms, such as:
i. Statistical Techniques
ii. Correlation Techniques
iii. Fuzzy Logic Approaches
iv. Artificial Intelligence
v. Filtering Algorithms
vi. Neural Networks
6. Misuse Detection (Signature Detection)
7. Specification-based Detection
8. Host-based Intrusion Detection and Prevention
9. Network-based Intrusion Detection and Prevention
a. Stealth mode
10. Distributed Intrusion Detection
11. Hierarchical IDS's
12. Honeynets/Honeypots
13. Intrusion response
a. Device Reconfiguration
b. Notifications
i. Logging
ii. SNMP Trap
iii. Email
iv. Visual/Audio Alert
c. Trace Recording
d. Opening Application
e. Session Interruption
f. Reach back



Optional KU - 
Intrusion 
Detection/Preve
ntion Systems 
(IDS)



To complete this KU, students should be able to:
1. Detect, identify, resolve and document host or network intrusions.
2. Use tools and algorithms to detect various types of malware (keyloggers, 
rootkits) and unauthorized devices (rogue wireless access points) on a live 
network.
3. Configure IDS/IPS systems to reduce false positives and false negatives.
4. Deploy reactive measures to respond to detected intrusion profiles.



KU
23
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Optional KU - 
Linux System 
Administration 
(LSA)



To complete this KU, students should be able to apply the knowledge gained to 
successfully install and securely configure, operate and maintain a LINUX distro 
OS, to include:
1. Setting up user accounts
2. Configuring appropriate authentication policies
3. Configuring audit capabilities
4. Performing back-ups and restoring the system from a backup
5. Installing patches and updates
6. Reviewing security logs



1. OS Installation
2. User accounts management (Access controls, Password Policies, Authentications 
Methods, Group Policies)
3. Command Line Interfaces
4. Configuration Management
5. Updates and patches
6. Event Logging and Auditing (for performance and security)
7. Managing System Services
8. Virtualization
9. Backup and Restoring Data
10. File System Security
11. Network Configuration (port security)
12. Host (Workstation/Server) Intrusion Detection
13. Security Policy Development



5 4 1 3.40
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Optional KU - 
Mobile 
Technologies 
(MOT)



To complete this KU, students should be able to:
1. Outline how mobile systems function to allow secure voice and data access.
2. Describe how a mobile device maintains connectivity to the network while in 
motion, to include how infrastructure nodes handle passing the mobile device 
from one node to the next.



1. 2G -> 3G -> 4G / LTE -> 5G
a. Standards Heritage
b. Core Architecture Evolution
2. Design Choices
3. Encryption
4. Mobile Use of SS7
5. RRC Signaling
6. Billing/Charging
7. Mobile Security



3 2 4 1 2.70
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Optional KU - 
Network 
Forensics 
(NWF)



To complete this KU, students should be able to:
1. Describe the methodologies used in network forensics.
2. Analyze and decipher network traffic, identify anomalous or malicious 
activity, and provide a summary of the effects on the system.



1. Packet Capture and Analysis (Wifi, LAN)
2. Intrusion Detection and Prevention
3. Interlacing of device and network forensics
4. Log-file Analysis
5. Forensic Imaging and Analysis
 (must include hands-on activities)



7 2 1 3.60
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Optional KU - 
Network 
Security 
Administration 
(NSA)



To complete this KU, students should be able to:
1. Analyze problems, recommend solutions, products, and technologies to meet 
business objectives.
2. Recommend best security practices to achieve stated business objectives based 
on risk assumptions.
3. Actively protect information technology assets and infrastructure from 
external and internal threats.
4. Monitor systems for anomalies, proper updating, and patching.
5. Assist in incident responses for any breaches, intrusions, or theft.
6. Evaluate and perform planning, testing, and implementation of software and 
hardware deployed.



1. Coverage of mapping of business objectives to technology objectives and 
solutions.
2. Broad coverage of different security solutions and product categories and 
features.
3. Discussion of information security issues and conflicts between potential 
solutions.
4. Outline of cyber security best practices.
5. Applying network security policies.
6. Describe and explain risk posture, risk appetite.
7. Experience with a variety of network and systems monitoring tools.
8. Issue evaluation, response, and management.
9. Incident identification.
10. Incident response processes and management.
11. Deployment/upgrade processes.
12. User acceptance testing.
13. Backout plans.
14. Maintenance windows and management.



3 5 1 3.22
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Optional KU - 
Network 
Technology and 
Protocols 
(NTP)



To complete this KU, students should be able to:
1. Demonstrate an understanding of layer 2 networking (Ethernet).
2. Demonstrate an understanding of the structure and use of key networking 
protocols (IPv4 and IPv6).
3. Identify and describe a variety of common network vulnerabilities.
4. Identify and mitigate security concerns at layer 2 and layer 3 of a network.
5. Demonstrate the use of multiple tools to analyze and troubleshoot a network.
6. Explain the weaknesses of WEP and which weaknesses have been addressed 
and how.



1. Network Switching (Ethernet)
a. ARP and RARP
b. Layer 2 security issues
2. IPv4 suite
a. IPv4 Addressing
3. IPv6 suite
a. IPv6 Addressing
4. Routing in IPv4 and v6.
a. Routing tables and metrics
b. Layer 3 security issues
c. IPsec
5. Network naming
a. DNS
b. NetBIOS
6. Network Analysis/Troubleshooting
a, Netflow



2 7 3.22



KU
29



Optional KU - 
Operating 
System 
Hardening 
(OSH)



To complete this KU, students should be able to:
1. Describe, for a given OS, the steps necessary for hardening the OS with 
respect to various applications.
2. Securely install a given OS, remove or shut down unnecessary components 
and services, close unnecessary ports, and ensure that all patches and updates are 
applied.



1. Secure Installation
2. Removing unnecessary components
3. File system maintenance (isolation of sensitive data)
4. User restrictions (access and authorizations)
5. User/Group/File Management
6. Password Standards and Requirements
7. Shutting Down Unnecessary/Unneeded Services
8. Closing Unnecessary/Unneeded Ports
9. Patch Management/Software Updates
10. Virtualization
11. Vulnerability Scanning



3 6 1 3.20
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Topics



4 3 2 1 Avg



KU



Collin College BILT for Determination of Knowledge Units for Bachelor of Applied Technology in Cybersecurity



# votes (4 = most important)
Students Should Know/Be able to do



Knowledge 
Units



KU
30



Optional KU - 
Penetration 
Testing (PTT)



Outcomes
1. Students should be able to plan, organize and perform penetration testing on a 
simple network.



1. Flaw Hypothesis Methodology
2. Other methodologies (e.g., OSSTMM)
3. Identifying flaws from documentation
4. Identifying flaws from source code analysis
5. Vulnerability Scanning
6. Understanding families of attacks
7. Understanding flaws that lead to vulnerabilities
8. Enumeration, foot printing
9. Attack Surface Discovery
10. Attack Vectors



5 4 1 3.40



KU
31



Optional KU - 
Radio 
Frequency 
Principles 
(RFP)



To complete this KU, students should be able to:
1. Identify methods for isolating RF emissions
2. Identify techniques for obfuscating RF transmissions
3. Discuss the tradeoffs associated with bandwidth data rate, modulation, 
complexity, acceptable BER, and signal spreading



1. Basics of electromagnetic radiation
2. Antennas
3. Information Modulation
4. Digital Modulation
5. Spectral representation
6. Bandwidth
7. BER
8. Eb/No vs. S/N
9. Limiting Access in RF
10. Propagation Principles



6 4 1.60



KU
32



Optional KU - 
System Security 
Engineering 
(SSE)



To complete this KU, students should be able to:
1. Analyze system components and determine how they will interact in a 
composed system.
2. Analyze a system design and determine if the design will meet the system 
security requirements.



1. Design of testing
2. Testing methodologies
3. Emergent Properties
4. Systems Engineering
5. System Integration
6. Make or Buy Analysis
7. Systems Security Analysis
8. Enterprise system components



1 4 5 2.60



KU
33



Optional KU - 
Virtualization 
Technologies(V
TT)



To complete this KU, students should be able to:
1. Describe the fundamental concepts of virtualization.
2. Compare and contrast the different virtualization architectures.



1. Virtualization Architectures
2. Virtualization techniques for code execution
3. Memory management in virtual environments
4. Networking in virtual environments
5. Storage in virtual environments
6. Scheduling of virtual machines
7. Migration and snapshots
8. Virtual management layers
9. Digital Forensics in virtual environments



8 2 3.80
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Topics



4 3 2 1 Avg



KU



Collin College BILT for Determination of Knowledge Units for Bachelor of Applied Technology in Cybersecurity



# votes (4 = most important)
Students Should Know/Be able to do



Knowledge 
Units



KU
34



Optional KU - 
Vulnerabilty 
Analysis (VLA)



To complete this KU, students should be able to:
1. Apply tools and techniques for identifying vulnerabilities.
2. Create and apply a vulnerability map of a system.
3. Apply techniques to trace a vulnerability to its root cause.
4. Propose and analyze countermeasures to mitigate vulnerabilities.
5. Explain the circumstances under which a vulnerability must be disclosed.



1. Definition of “vulnerability”
2. System modeling techniques
3. Vulnerability mapping.
4. Vulnerability characteristics and classification.
5. Taxonomy
a. Buffer overflows, privilege escalation, rootkits
b. Trojans/backdoors/viruses
c. Return oriented programming
d. Social Engineering Vulnerabilities
e. Administrative Privileges and their effect on vulnerabilities
6. Root causes of vulnerabilities
7. Mitigation strategies
8. Analyze the expected and actual effectiveness of proposed countermeasures.
9. Explain when vulnerabilities must be disclosed.
10. Tools and techniques for identifying vulnerabilities



3 7 3.30



KU
35



Optional KU - 
Windows 
System 
Administration 
(WSA)



To complete this KU, students should be able to:
1. Set up user accounts.
2. Configure appropriate authentication policies.
3. Configure audit capabilities.
4. Perform back-ups.
5. Install patches and updates.
6. Review security logs, and restore the system from a backup.



1. OS Installation
2. User accounts management (Access controls, Password Policies, Authentications 
Methods, Group Policies)
3. Command Line Interfaces
4. Configuration Management
5. Updates and patches
6. Event Logging and Auditing (for performance and security)
7. Managing System Services
8. Virtualization
9. Backup and Restoring Data
10. File System Security
11. Network Configuration (port security)
12. Host (Workstation/Server) Intrusion Detection
13. Security Policy Development



4 4 2 3.20
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Topics



4 3 2 1 Avg



KU



Collin College BILT for Determination of Knowledge Units for Bachelor of Applied Technology in Cybersecurity



# votes (4 = most important)
Students Should Know/Be able to do



Knowledge 
Units



KU
37



Optional KU - 
Host Forensics 
(HOF)



To complete this KU, students should be able to:
1. Describe what can/cannot be retrieved from various Operating Systems,
2. Describe the methodologies used in host forensics.



More than one operating system should be demonstrated.
1. File Systems and File System Forensics
2. Hypervisor Analysis
3. Cryptanalysis
4. Rainbow Tables
5. Known File Filters (KFF)
6. Steganography
7. File Carving
8. Live System Investigations
9. Timeline Analysis
10. Include samples of hands-on activities
Examples of acceptable operating system specific Topics may include:
1. Registry Analysis, NTFS (Microsoft Windows)
2. Preference List Analysis, HFS+/AFS (Apple MacOS)
3. System configuration Analysis, EXT2/3/4 (Linux, e.g. /etc)



5 4 2.56



3 4 2 2.11



Optional KU - 
Wireless Sensor 
Networks 
(WSN)



To complete this KU, students should be able to:
1. Diagram and deploy a wireless sensor network.
2. Describe the challenges associated with wireless sensor networks, including 
coordination, energy efficiency, and self-organization.
3. Propose and analyze appropriate security measures for wireless sensor 
networks.



KU
36



1. Managed vs. Ad-hoc network participation
2. Cross Layer Optimization
3. Network Architecture
a. Mesh
b. Structured
c. Hierarchical
4. MAC approaches
a. Coordination
b. Self-organization
5. Routing Protocols
6. Membership Management
a. Authentication Hash Tables
7. Security Issues
a. Data Integrity
b. Data Poisoning
c. Resource Starvation
8. Encryption.
9. Energy Efficiency
a. Power budget
b. Energy Optimization
c. Energy Harvesting
10. Radio Frequencies
a. RF selection and management
b. Interference
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Topics



4 3 2 1 Avg



KU



Collin College BILT for Determination of Knowledge Units for Bachelor of Applied Technology in Cybersecurity



# votes (4 = most important)
Students Should Know/Be able to do



Knowledge 
Units



KU
38



Optional KU - 
IA Architecture 
(IAA)



To complete this KU, students should be able to:
1. Examine a specific architecture and identify potential vulnerabilities.
2. Design a secure architecture for a given application.



1. Defense in Depth
2. DMZs
3. Proxy Servers
4. Composition and Security
5. Cascading
6. Emergent Properties
7. Dependencies
8. TCB Subsets
9. Enterprise Architectures / Security Architectures
10. Secure network design



1 5 4 2.70



KU
39



Optional KU -  
Privacy (PRI)



 To complete this KU, students should be able to:
1. Examine concepts of privacy.
2. Explore the effects the Internet has on privacy
3. Describe approaches individuals, organizations, and governments have taken 
to protect privacy.
4. Compare and contrast privacy policies and laws of different jurisdictions.



1. Personally Identifiable Information
2. Fair Information Practice Principles (FIPPs)
a. Transparency
b. Individual Participation
c. Purpose Specification
d. Data Minimization
e. Use Limitation
f. Data Quality and Integrity
g. Security
h. Accountability and Auditing
3. Privacy Impact Assessments
4. Anonymity and Pseudonymity
5. Privacy Policies, Laws and Regulations
6. Risks to Privacy
7. Tracking and Surveillance
8. Privacy tools
a. Encryption
b. VPNs
c. Scramblers
9. Privacy Laws and legal basis



1 5 4 2.70



KU
40 
V1



Optional KU - 
Formal 
Methods 
(FMD)



1. Students should be able to apply formal security policy models to real world 
scenarios.



1. Concept of Formal Methods
2. Mathematical Logic
3. Applications
a. Role in system design
b. Role in software engineering
4. Limitations
5. Bell-LaPadula (as an example formal model)
6. Automated Reasoning Tools
7. System Modeling and Specification
8. Proofs and #



10 1.00
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Topics



4 3 2 1 Avg



KU



Collin College BILT for Determination of Knowledge Units for Bachelor of Applied Technology in Cybersecurity



# votes (4 = most important)
Students Should Know/Be able to do



Knowledge 
Units



KU
40 
V2



Optional KU - 
Formal 
Methods 
(FMD)



1. Students should have awareness of applying formal security policy models to 
real world scenarios.



1. Concept of Formal Methods
2. Mathematical Logic
3. Applications
a. Role in system design
b. Role in software engineering
4. Limitations
5. Bell-LaPadula (as an example formal model)
6. Automated Reasoning Tools
7. System Modeling and Specification
8. Proofs and #



1 5 3 1 2.60



KU 
41



Optional KU - 
IA Standards 
(IAS)



To complete this KU, students should be able to:
1. Compare and contrast different types of standards including: laws, regulations, 
policies, voluntary, and framework-based standards.
2. Map the processes for the creation and/or changes to different types of 
standards.
3. Describe the impact of legal/regulatory standards on a given system.
4. Describe how standards may be applied and assessed for a sub-contractor or 
customer.
5. List and describe key provisions of common standards.



1. Laws
a. HIPAA
b. FERPA
c. Sarbanes-Oxley
d. FISMA
e. Data breach disclosure laws
2. Regulations
3. NIST 800-53
a. FDA 21 CFR part 820/806
b. Rainbow Series
4. Commercial Standards
a. PCI/DSS
5. Open Standards
a. OWASP



1 8 1 3.00



KU 
42 



Optional KU - 
Industrial 
Control 
Ssytems (ICS)



To complete this KU, students should be able to:
1. Describe the use and application of PLCs in automation.
2. Describe the components and applications of industrial control systems.
3. Explain various control schemes and their differences.
4. Demonstrate the ability to understand, evaluate and implement security 
functionality across an industrial network.
5. Understand and compare the basics of the most used protocols.



1. SCADA Firewalls
2. Hardware Components
3. Programmable Logic Controllers (PLCs)
4. Protocols (MODBUS, PROFINET, DNP3, OPC, ICCP, SERIAL)
5. Networking (RS232/485, ZIGBEE, 900MHz, BlueTooth, X.25)
6. Types of ICSs (e.g., power distribution systems, manufacturing)
7. Models of ICS systems (time driven vs. event driven)
8. Common Vulnerabilities in Critical Infrastructure Systems
9. Ladder Logic



9 1 1.90
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Knowledge 
Units



KU 
43



Optional KU - 
Media 
Forensics 
(MEF)



1. Students should be able to describe methods and approaches for forensic 
analysis on specified media.



1. Drive Acquisition
2. Authentication of Evidence
a. Verification and Validation
b. Hashes
3. Metadata
4. Live vs. Static Acquisition
5. Sparse vs. Full Imaging
6. Slack Space
7. Hidden Files/clusters/partitions
(must include hands-on activities)



1 7 2 1.90
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Rubric Course Course Title Cert 1 Cert 1 AAS BAT



ITNW 1358 Network+ P I X X
ITSY 2341 Security Management Practices (Capstone) P I X X
XXXX Y3YY Select one of the electives listed below. P* I**
ITSY 1300 Fundamentals of Information Security (Security +) P X



ITSY 2572
Certified Information Systems Security Professional (CISSP) Common 
Body of Knowledge Domain Instruct



P



ITMT 1372 Installation, Storage and Computing with Windows Server 2016 I X X
ITCC 1314 CCNA 1 Cisco - Introduction to Networks I X X
ITMT 1373 Networking with Windows Server 2016 I X X
ITSY 2300 Operating System Security I X X
ITCC 1340 CCNA 2 - Routing and Switching Essentials I X X
ITSY 2301 Firewalls and Network Security I X X
ITSY 2342 Incident Response and Handling I X X
ITSY 2343 Computer System Forensics I X X
CPMT 1305 IT Essentials I: PC Hardware and Software X X
ITMT 1371 Configuring and Supporting Microsoft Windows 10 X X
ITSC 1316 Linux Installation and Configuration X X
ENGL 1301 Composition I X X
GEN ED Y3YY Select one Humanities/Fine Arts General Education course X X
GEN ED Y3YY Select one Mathematics General Education course X X
GEN ED Y3YY Select one Social/Behavioral Sciences course X X
SPCH 1321 Business and Professional Communication X X
Elective Select 6 credit hours from the list below for the AAS X***
XXXX 33YY Introduction to Cryptography X
XXXX 33YY Digital and Device Forensics X
XXXX 33YY Advanced Network Topologies and Protocols X
XXXX 33YY Cyber Crime X
XXXX 33YY Privacy X
XXXX 33YY Mobile Technologies X
XXXX 43YY Penetration Testing X
XXXX 43YY Cyber Defense Operations X
XXXX 43YY Virtualization and Cloud Security X
XXXX 43YY Information Assurance X
XXXX 43YY Senior Project X
ITSC 1342 Shell Programming - Scripting X
GOVT 2305 Federal Government X
GOVT 2306 Texas Government X
GEN ED Y4YY Life & Physical Sciences Core course X
GEN ED Y4YY Life & Physical Sciences Core course X
GEN ED Y3YY Creative Arts Core course X
GEN ED Y3YY American History Core course X
GEN ED Y3YY American History Core course X
GEN ED Y3YY Collin Options (EDUC 1300, KINE 4497,1304,1338 or Psyc 1100 or 1300) X
ENGL Y3YY Either 1302 or 2311 X



Total SCH 17-19 33-35 60 120



Italics = Courses for SACSCOC required distribution of general education component.



*** AAS Elective Options:  ITSC 1342 (pending CAB) or ITSY 1300 or  ITSY 2572 or any ITCC, ITNW, ITMT, or ITSY course not listed above
** Cert 1 (I) Elective Options (3-5 credit hours):  ITMT 2304, ITSY 1300, or ITSY 2572
* Cert 1 (P) Elective Options (3-5 credit hours):  Any ITSY course not listed above, with consent of the Associate Dean (3-5 credit hours)



Stackable Credentials
I = Information Systems Cybersecurity; P = CISSP Information Systems Cybersecurity Professional



XXXX = Course Rubric
3YYY = 3000-Level Course
4YYY = 4000-Level Course



Cybersecurity











 


CURRICULUM ADVISORY BOARD 
August 23, 2018 


1:00 pm 
CHEC 220 


Approved Meeting Minutes 
 
 
Voting Members Present 
Cynthia Gruver – Chair, Rodney Boyd, Catie Brooks, Kathy Fant, Sean Geraghty, Tony Howard, Linda 
Kapocsi, Kerry Loinette, Kim Lower, Gwen Miller, Tom Ottinger, Barry Piazza, Mark Popowski, Charles 
Ring, Clair Robertson, Michael Rose, Diane Schull, Greg Sherman, Donna Smith 
 
Voting Members Absent 
  
Non-Voting Members Present 
Brenda Carter – Deans’ Liaison, Karen Musa – Deans’ Liaison, Gloria Hurtado – Institutional Research 
Liaison, Cindy Pokrywa – Student Enrollment Services Liaison, Diana Hopes, Karen Murph, Indalita Holt 
 
Non-Voting Members Absent 
Jamie Mills – Academic Partnership Liaison, Cameron Neal – Academic Partnership Liaison 
 
Others Present 
Ann Blackman, Francis Choy, Mike Coffman, Todd Fields, De’Aira Holloway, Tina Jackson, David Liska, 
Andrea Szlachtowski, Lily Quezada, Don Weasenforth 
 
Cindy called the meeting to order at 1:00 pm. 
 
Introduction of Members 
 
New Curricular Proposals 


 Computer Networking – Mike Coffman 
This proposal is in response to feedback from students and the advisory team to meet the current 
market needs.  Courses align with the requirements for certifications necessary in the field.  
 Program Revisions – New AAS Track 


* AAS – Computer Networking Wireless Track 
* Certificate Level 1 – Wireless Designer 
* New Courses 


o ITNW 1378 Wireless Network Administration 
o ITNW 2371 Wireless Network Security 
o ITNW 2372 Wireless Network Design 
o ITNW 2374 Emerging Wireless Technology 
o ITNW 2378 Fundamentals of IoT 


 All Recommended – Spring 2019 
 Sport and Recreation Management – Karen Musa  


The Sport and Recreation Management degree will provide entry-level employment training 
for individuals interested in careers in the sport and recreation industry.  Employment settings 
include sports and fitness marketing and sales, sport retail management, recreation program 
planning, facilities director, and athletic coaching positions. 


 New Program 
* AAS – Sport and Recreation Management 
* Certificate Level 1 – Recreation Management 
* Certificate Level 1 – Sport Management 
 







 


* New Courses 
o HAMG 1317 Recreational Services 
o RECL 1303 Athletic Program Planning 
o RECT 1301 Introduction to Therapeutic Recreation 
o TRVM 1370 Sports Tourism 


 All Recommended – Fall 2019 
 New Four-Year Degree – Mike Coffman 


The cybersecurity area is in high demand, and there are not enough graduates to meet that 
demand.  The BAT will be a very hands-on program which will set it apart from other degrees, 
and the courses have been developed so they align with NSA/DHS KUs for a Center of 
Excellence in Cybersecurity designation. 
 BAT (Bachelor of Applied Technology) in Cybersecurity 
 New Courses  


o XXXX 33YY Advanced Network Topologies and Protocols 
o XXXX 33YY Cyber Crime 
o XXXX 33YY Digital and Device Forensics 
o XXXX 33YY Introduction to Cryptography 
o XXXX 33YY Mobile Technologies 
o XXXX 33YY Privacy 
o XXXX 43YY Cyber Defense Operations 
o XXXX 43YY Information Assurance 
o XXXX 43YY Penetration Testing 
o XXXX 43YY Senior Project 
o XXXX 43YY Virtualization and Cloud Security 


 A vote was not taken, pending additional information.  The proposal will be re-submitted. 
 
Presentation 


 Ann Blackman – Distance Learning 
 Work is ongoing to assess online courses for compliance with new definitions by the state. 


Since teaching and learning with technology are no longer exclusive to Distance Ed, the 
previous designations will change. Online courses will have to be 100% online. 


 Faculty training and professional development will be offered. 
 There will be an online advisory board and course evaluation. 
 Resources such as ProctorU and Zoom Meeting will be available to enhance Distance Ed. 


 
Deans’ Liaison Report – No meeting this month 
 
Faculty Council Report – No meeting yet this month 
 
Discussion Items  
 
CAB Business 


 Status of CAB Recommendations 
 The recommendation to change the required prerequisite grade for several MATH courses to   


“C or better” was not approved by Leadership and will remain as “D”.  
 The recommendation for adding two courses to the Core was not approved by Leadership.  


 In the future, CAB Minutes will be sent electronically so that the approval process can be 
expedited. Changes can be sent by email. 


 Informational Report – A sub-committee reviewed the process and submitted the following 
recommendations: 
 The report will now be called Expedited Proposal(s). 







 


 Proposals coming to CAB will be formal proposals (presentation required) or expedited 
proposals (presentation not required).  


 Each expedited proposal item will be voted on separately, and any member can request that 
an item be changed to a formal proposal and request a presentation. 


 These recommendations were approved by vote. 
 Meeting Dates 


 The 2018-19 dates were presented. These dates were selected to coincide with leadership 
meeting dates so that proposals can proceed through the approval process more quickly. 


 There is a conflict with the January date, and this was tabled until the next meeting. 
 The remaining meeting dates were approved by vote.  


 
Meeting adjourned at 3:40 pm 
 
Next Meeting – September 21 
 








CAB Sub‐committee Meeting 
“Informational Report” 


DRAFT 
 
 
Consensus is to continue the process with the following recommendations: 
 


 Re‐naming of proposals 
 Formal 
 Expedited 


 Formal Proposals – Presentation required 
 New program (new area/discipline) 
 New certificate (existing area/discipline) 
 New track (existing area/discipline) 
 New Local Need course 
 Addition to or removal from the program of a course that is from another discipline 
 Addition or removal of a prerequisite that is a course from another discipline 


 Expedited Proposals – Presentation not required 
 Revisions impacting only the proposing discipline 
 New course (unless Local Need) 
 Course revision 
 Removal of course 
 Prerequisite change 
 Program revision (unless new certificate or new track) 


 Items/topics will continue to be listed and described as is currently done, on a separate 
document from the agenda.  However, each one will now also be listed under “Expedited 
Proposals” on the agenda and will be discussed and voted on individually.  If there are 
concerns or questions about any item, a member may request it to be added to the next 
meeting’s agenda for a formal presentation. 


 The document will now contain a statement affirming that all items were reviewed and 
approved by the discipline lead, the associate dean (as appropriate), the dean, and the 
provost. 
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Proposed Curriculum Outline



AAS - Computer Networking Wireless Track CIP 11.0901
60 credit hours



FIRST YEAR
Lec Lab Ext Cont Credit



ITCC 1314 CCNA 1: Introduction to Networks 2 3 0 80 3
ITCC 1340 CCNA 2: Routing and Switching Essentials 2 3 0 80 3



ITNW 1351 Fundamentals of Wireless LANs (CWNA Part 1) 2 3 0 80 3
ITNW 1358  Network+ 2 3 0 80 3



Mathematics course 3 1 0 64 3
Total Hours 11 13 0 384 15



Lec Lab Ext Cont Credit
ENGL 1301 Composition I 3 1 0 64 3
ITCC 2312 CCNA 3: Scaling Networks 2 3 0 80 3
ITCC 2313 CCNA 4: Connecting Networks 2 3 0 80 3
ITCC 2341 CCNA Security 2 3 0 80 3
ITNW 1378 Wireless Network Administration (CWNA part 2) 2 3 0 80 3



Total Hours 11 13 0 384 15



SECOND YEAR
Lec Lab Ext Cont Credit



ENGL 2311 Technical and Business Writing 3 0 0 48 3
ITNW 1370 Cloud+ Computing Essentials 2 3 0 80 3
ITNW 2371 Wireless Network Security (CWSP) 2 3 0 80 3
ITSC 1342 Shell Programming - Scripting 2 3 0 80 3



SPCH 1321 Business and Professional Communication 1 3 0 0 48 3
Total Hours 12 9 0 336 15



Lec Lab Ext Cont Credit
ITNW 2372 Wireless Network Design (CWDP) 2 3 0 80 3
ITNW 2374 Emerging Wireless Technology (Capstone) 2 3 0 80 3
ITNW 2378 Fundamentals of IoT (Cisco) (CINS) 2 3 0 80 3



Social / Behavioral Sciences course 3 0 0 48 3
Humanities / Fine Arts course 3 0 0 48 3



Total Hours 12 9 0 336 15



GRAND TOTAL 1440 60



Many ITCC, ITMT, ITNW, and ITSY courses are offered in eight-week express sessions.



First Semester



Second Semester



First Semester



Second Semester



GEN ED



GEN ED



GEN ED



1. May substitute SPCH 1311 or SPCH 1315



AAS - Computer Networking Wireless Track - Spring 2019 - 38/30/2018













Proposed Curriculum Outline



CIP 11.0901



FIRST YEAR
Lec Lab Ext Cont Credit



ITCC 1314 CCNA 1: Introduction to Networks 2 3 0 80 3
ITCC 1340 CCNA 2: Routing and Switching Essentials 2 3 0 80 3



ITNW 1351 Fundamentals of Wireless LANs (CWNA Part 1) 2 3 0 80 3
ITNW 1358  Network+ 2 3 0 80 3



Total Hours 8 12 0 320 12



Lec Lab Ext Cont Credit
ITCC 2312 CCNA 3: Scaling Networks 2 3 0 80 3
ITCC 2313 CCNA 4: Connecting Networks 2 3 0 80 3
ITCC 2341 CCNA Security 2 3 0 80 3
ITNW 1378 Wireless Network Administration (CWNA part 2) 2 3 0 80 3



Total Hours 8 12 0 320 12



SECOND YEAR
Lec Lab Ext Cont Credit



ITNW 1370 Cloud+ Computing Essentials 2 3 0 80 3
ITNW 2371 Wireless Network Security (CWSP) 2 3 0 80 3
ITSC 1342 Shell Programming - Scripting 2 3 0 80 3



Total Hours 6 9 0 240 9



Lec Lab Ext Cont Credit
ITNW 2372 Wireless Network Design (CWDP) 2 3 0 80 3
ITNW 2374 Emerging Wireless Technology (Capstone) 2 3 0 80 3
ITNW 2378 Fundamentals of IoT (Cisco) (CINS) 2 3 0 80 3



Total Hours 6 9 0 240 9



GRAND TOTAL 1120 42



First Semester



Second Semester



Certificate Level 1 - Wireless Designer
42 credit hours



Many ITCC, ITMT, ITNW, and ITSY courses are offered in eight-week express sessions.



First Semester



Second Semester



Certificate Level 1 - Wireless Designer - Spring 2019 - 38/30/2018













Comments:



CAB Chair Signature



Comments:



Designated Academic Officer Signature



Authorized Signature (Proposer) - By signing, you attest that you, the other campus deans (if applicable), and your provost support this proposal.



Rev 09.13.17



  Proposal Not Recommended  (Give Explanation Below)



  Proposal Tabled  (Give Explanation Below)



  Recommendation Tabled  (Give Explanation Below)



CAB Action



Administrative Action



  Proposal Recommended



  Recommendation Approved



  Recommendation Not Accepted  (Give Explanation Below)








			Proposal Tabled  Give Explanation Below: Off


			Proposal Not Recommended  Give Explanation Below: Off


			Recommendation Tabled  Give Explanation Below: Off


			Recommendation Not Accepted  Give Explanation Below: Off


			Proposal Recommended: Off


			Proposal Tabled: Off


			Proposal Not Recommended: Off


			Recommendation Approved: Off


			Recommendation Tabled: Off


			Recommendation Not Accepted: Off


						2018-08-22T10:38:40-0500


			Karen Musa








			Academic Officer Comments: 


			CAB Chair Comments: 













Effective Term: Spring 2019



Additional Fees:    Yes             No    X



          ITNW 2374  Emerging Wireless Technology



Rev 06.07.18



Rationale:



See separate documentation



New Track



          AAS - Computer Networking Wireless Track



New Courses



          ITNW 1378  Wireless Network Administration



          ITNW 2371  Wireless Network Security



          ITNW 2372  Wireless Network Design



          ITNW 2378  Fundamentals of IoT



Program / Course CIP: 11.0901



Program: Computer Networking



          Certificate Level 1 - Wireless Designer













 



COLLIN COLLEGE 
 



COURSE SYLLABUS 
 



 
 
 
Course Number:  ITNW 1378 
 
Course Title:  Wireless Network Administration 
 



Course Description:  A continuation of the Fundamentals of Wireless LANs class covering 
radio frequency technologies, antenna concepts, Wireless LAN Hardware and Software, 
wireless standards, and basic site surveys. 



 
Course Credit Hours: 3  
             Lecture Hours: 2 



       Lab Hours: 3  
 
Prerequisites:  ITNW 1351   
                                                       
Student Learning Outcomes:  Upon successful completion of this course, students will: 



1. Define radio frequency and antenna concepts/technologies.  
2. Install wireless LAN hardware and software. 
3. Define wireless standards. 
4. Perform basic site surveys. 
5. Implement basic wireless LAN security. 
6. Administer a wireless LAN. 



 
Withdrawal Policy:  See the current Collin Registration Guide for the last day to withdraw. 
 
Collin College Academic Policies:  See the current Collin Student Handbook. 
 
Americans with Disabilities Act:  Collin College will adhere to all applicable federal, state and 



local laws, regulations and guidelines with respect to providing reasonable accommodations as 
required to afford equal opportunity.  It is the student’s responsibility to contact the ACCESS 
office, SCC-D140 or 972.881.5898 (V/TTD: 972.881.5950) to arrange for appropriate 
accommodations.  See the current Collin Student Handbook for additional information. 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



Spring 2019 New 



COURSE INFORMATION 













 



COLLIN COLLEGE 
 



COURSE SYLLABUS 
 



 
 
 
Course Number:  ITNW 2371 
 
Course Title:  Wireless Network Security 
 
Course Description:  This course covers security concepts and implementations on wireless LAN 



systems.  Course includes wireless LAN discovery, intrusion and attack techniques, protocol 
analysis, and intrusion prevention. 



 
Course Credit Hours: 3  
             Lecture Hours: 2 



       Lab Hours: 3  
 
Prerequisites:  ITNW 1378   
                                                       
Student Learning Outcomes:  Upon successful completion of this course, students will: 



1. Perform WLAN discovery techniques. 
2. Define and use intrusion and attack techniques. 
3. Implement Wireless Intrusion Prevention Systems. 
4. Implement Layer 2 and 3 VPNs over 802.11 networks. 
5. Implement Enterprise/SMB/SOHO/Public-Network security design models. 
6. Implement Managed Endpoint Security Systems authentication and Key. 
7. Define and implement management protocols. 



 
Withdrawal Policy:  See the current Collin Registration Guide for the last day to withdraw. 
 
Collin College Academic Policies:  See the current Collin Student Handbook. 
 
Americans with Disabilities Act:  Collin College will adhere to all applicable federal, state and 



local laws, regulations and guidelines with respect to providing reasonable accommodations as 
required to afford equal opportunity.  It is the student’s responsibility to contact the ACCESS 
office, SCC-D140 or 972.881.5898 (V/TTD: 972.881.5950) to arrange for appropriate 
accommodations.  See the current Collin Student Handbook for additional information. 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



Spring 2019 New 



COURSE INFORMATION 













 



COLLIN COLLEGE 
 



COURSE SYLLABUS  
 



 
 
 
Course Number:  ITNW 2372 
 
Course Title:  Wireless Network Design 
 
Course Description:  An in-depth wireless LAN design course covering requirement analysis, site 



surveys, WLAN design and deployment, and design validation. 
 
Course Credit Hours: 3  
             Lecture Hours: 2 



       Lab Hours: 3  
 
Prerequisites:  ITNW 2371   
                                                       
Student Learning Outcomes:  Upon successful completion of this course, students will: 



1. Perform WLAN requirements analysis. 
2. Define site survey procedures. 
3. Perform site surveys. 
4. Design WLANs. 
5. Deploy WLANs. 
6. Perform design validation. 
7. Troubleshoot WLAN designs. 



 
Withdrawal Policy:  See the current Collin Registration Guide for the last day to withdraw. 
 
Collin College Academic Policies:  See the current Collin Student Handbook. 
 
Americans with Disabilities Act:  Collin College will adhere to all applicable federal, state and 



local laws, regulations and guidelines with respect to providing reasonable accommodations 
as required to afford equal opportunity.  It is the student’s responsibility to contact the ACCESS 
office, SCC-D140 or 972.881.5898 (V/TTD: 972.881.5950) to arrange for appropriate 
accommodations.  See the current Collin Student Handbook for additional information. 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



Spring 2019 New 



COURSE INFORMATION 













 



COLLIN COLLEGE 
 



COURSE SYLLABUS 
 



 
 
 
Course Number:  ITNW 2374 
 
Course Title:  Emerging Wireless Technology 
 
Course Description:  Topics address recently identified current events, skills, knowledge, and/or 



attitudes and behaviors pertinent to the technology or occupation and relevant to the 
professional development of the student.  



 
Course Credit Hours: 3  
             Lecture Hours: 2 



       Lab Hours: 3 
 
Prerequisites:  ITNW 1370, ITNW 2371, ITSC 1342 
                                                       
Student Learning Outcomes:  Upon successful completion of this course, students will: 



1. Describe new wireless communication equipment. 
2. Integrate emerging technology into existing wireless LANs. 
3. Evaluate emerging technology to determine appropriate performance compared to existing 



technology. 
 
Withdrawal Policy:  See the current Collin Registration Guide for the last day to withdraw. 
 
Collin College Academic Policies:  See the current Collin Student Handbook. 
 
Americans with Disabilities Act:  Collin College will adhere to all applicable federal, state and 



local laws, regulations and guidelines with respect to providing reasonable accommodations 
as required to afford equal opportunity.  It is the student’s responsibility to contact the ACCESS 
office, SCC-D140 or 972.881.5898 (V/TTD: 972.881.5950) to arrange for appropriate 
accommodations.  See the current Collin Student Handbook for additional information. 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



COURSE INFORMATION 











 



 
 



Spring 2019 New 













 



COLLIN COLLEGE 
 



COURSE SYLLABUS 
 



 
 
 
Course Number:  ITNW 2378 
 
Course Title:  Fundamentals of IoT 
 
Course Description:  This course covers standards, devices, protocols, and security concepts 



necessary to design, deploy, and troubleshoot IoT solutions.  
 
Course Credit Hours: 3  
             Lecture Hours: 2 



       Lab Hours: 3  
 
Prerequisites:  ITNW 1370, ITNW 2371, ITSC 1342   
                                                       
Student Learning Outcomes:  Upon successful completion of this course, students will: 



1. Describe and design an IoT network architecture. 
2. Describe, select, and connect smart objects. 
3. Describe and implement networking and application protocols. 
4. Implement secure devices and transactions. 
5. Control devices through web APIs and applications. 
6. Implement end-to-end IoT solutions. 
7. Perform data analytics related to the IoT. 



 
Withdrawal Policy:  See the current Collin Registration Guide for the last day to withdraw. 
 
Collin College Academic Policies:  See the current Collin Student Handbook. 
 
Americans with Disabilities Act:  Collin College will adhere to all applicable federal, state and 



local laws, regulations and guidelines with respect to providing reasonable accommodations as 
required to afford equal opportunity.  It is the student’s responsibility to contact the ACCESS 
office, SCC-D140 or 972.881.5898 (V/TTD: 972.881.5950) to arrange for appropriate 
accommodations.  See the current Collin Student Handbook for additional information. 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



Spring 2019 New 



COURSE INFORMATION 













Rubric
Course
 No. Course Title



Computer 
Networking 



Wireless 
Designer - 
Certificate 



Level 1



Computer 
Networking 



Wireless Track - 
AAS



ITCC 1314 CCNA 1: Introduction to Networks X X
ITCC 1340 CCNA 2: Routing and Switching Essentials X X
ITNW 1351 Fundamentals of Wireless LANs X X
INTW 1358 Network+ X X
ITCC 2312 CCNA 3: Scaling Networks X X
ITCC 2313 CCNA 4: Connecting Networks X X
ITCC 2341 CCNA Security X X
ITNW 1378 Wireless Network Administration X X
ITNW 1370 Cloud + Computing Fundamentals X X
ITNW 2371 Wireless Network Security X X
ITSC 1342 Shell Progamming - Scripting X X
ITNW 2372 Wireless Network Design X X
ITNW 2374 Emerging Wireless Technology X X
ITNW 2378 Fundamentals of loT X X
ENGL 2311 Technical and Business Writing X



ENGL 1301 Composition I X
GEN ED Humanities / Fine Arts Course X
GEN ED Mathematics Course X
GEN ED Social / Behaviorial Sciences Course X
SPCH 1321 Business and Professional Communication X



Computer Networking - Wireless Track













Wireless Track Justification 



In our present course offerings for Computer Networking we have ITNW 1351 Fundamentals of Wireless 
LANS.  This class has been taught three times since receiving approval and it has made all three times.  
Graduates entering the workforce that have taken this class informed us that the class had proven very 
beneficial to their jobs.  After that, we have had some employers contact us wanting more graduates in 
the wireless area.  In response to this we formed a Wireless Local Area Networking (WLAN) Think Tank 
made up of area representatives involved in the WLAN area.  The first meeting was to determine the 
need for including this type of information in a networking degree and it was determined that it is a 
critical need for the area and that the WLAN area is growing rapidly.  The second meeting was to look at 
the knowledge, skills, and certifications necessary in the industry.  This consisted of a list of skills for the 
wireless and Internet of Things (IoT) areas and the committee was asked to rank the skills.  The ranking 
system was 1 – Critical, 2 – Important, 3 – Helpful, and 4 – Unnecessary.  The vast majority were rated at 
1 or 2, and none were rated as a 4.  That information was used to develop the courses and sequence of 
courses in the track.  This was then presented to the Think Tank for comment and the final result is what 
is presented here.   



The courses created align with the Certified Wireless Network Professional certifications and Cisco IoT 
certification.  The certifications are: Certified Wireless Network Administrator (CWNA), Certified 
Wireless Network Security Professional (CWSP), and Certified Wireless Design Professional (CWDP) and 
Cisco Certified Industrial Network Specialist (CINS) for the IoT.  Additional information about these 
certifications is available at: https://www.cwnp.com/ and https://www.cisco.com/c/en/us/training-
events/training-certifications/certifications/specialist/internet-of-things.html.     



The funding for equipment will be done through a combination of grant money (NSF already received, 
Perkins current application) and college funds.   
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COLLIN COLLEGE
Curriculum Outline



FIRST YEAR
First Semester Lec Lab Ext Cont Credit
ACNT 1303 Introduction to Accounting I 2 2 0 64 3
ENGL 1301 Composition I 3 1 0 64 3
KINE 1336 Introduction to Sports Management 3 0 0 48 3
TRVM 1327 Special Event Design 3 0 0 48 3



11 3 0 224 12



Second Semester Lec Lab Ext Cont Credit
MATH 1342 Elementary Statistical Methods 3 1 0 64 3
MRKG 1301 Customer Relationship Management 3 0 0 48 3
RECL 1303 Athletic Program Planning 3 0 0 48 3
TRVM 1370 Sports Tourism 3 0 0 48 3



12 1 0 208 12



BMGT 2382 Cooperative Education - Business Administration and 
Management, General



1 0 20 336 3



MRKG 1311 Principles of Marketing 3 0 0 48 3



4 0 20 384 6
SECOND YEAR
First Semester Lec Lab Ext Cont Credit
BMGT 1327 Principles of Management 3 0 0 48 3
ECON 1301 Introduction to Economics 3 0 0 48 3
HAMG 1317 Recreational Services 3 0 0 48 3
RECT 1301 Introduction to Therapeutic Recreation 3 0 0 48 3
GEN ED Humanities / Fine Arts course 2 3 0 80 3



14 3 0 272 15



Second Semester Lec Lab Ext Cont Credit
BMGT 1341 Business Ethics 3 0 0 48 3
BMGT 2309 Leadership (Capstone) 3 0 0 48 3
HRPO 2307 Organizational Behavior 3 0 0 48 3
MRKG 2333 Principles of Selling 3 0 0 48 3
SPCH 1321 Business and Professional Communication 3 0 0 48 3



15 0 0 240 15



1328 60



Total Hours



GRAND TOTAL HOURS



Summer Semester



CIP 31.0504Sport and Recreation Management



AAS - Sport and Recreation Management



Total Hours



Total Hours



Total Hours



Total Hours



AAS - Marketing
Effective Fall 2016













COLLIN COLLEGE
Curriculum Outline



FIRST YEAR
First Semester Lec Lab Ext Cont Credit
BMGT 1327 Principles of Management 3 0 0 48 3
HAMG 1317 Recreational Services 3 0 0 48 3
RECT 1301 Introduction to Therapeutic Recreation 3 0 0 48 3



9 0 0 144 9



Second Semester Lec Lab Ext Cont Credit
BMGT 1341 Business Ethics 3 0 0 48 3
HRPO 2307 Organizational Behavior 3 0 0 48 3
MRKG 2333 Principles of Selling 1 3 0 0 48 3
TRVM 1370 Sports Tourism 3 0 0 48 3



12 0 0 192 12



336 21



CIP 31.0504



1.  May substitute MRKG 1301



Sport and Recreation Management



Certificate Level 1 - Recreation Management



Total Hours



Total Hours



GRAND TOTAL HOURS



AAS - Marketing
Effective Fall 2016













COLLIN COLLEGE
Curriculum Outline



FIRST YEAR
First Semester Lec Lab Ext Cont Credit
ACNT 1303 Introduction to Accounting I 2 2 0 64 3
KINE 1336 Introduction to Sports Management 3 0 0 48 3
TRVM 1327 Special Event Design 3 0 0 48 3



8 2 0 160 9



Second Semester Lec Lab Ext Cont Credit
MRKG 1301 Customer Relationship Management 3 0 0 48 3
MRKG 2333 Principles of Selling 3 0 0 48 3
RECL 1303 Athletic Program Planning 3 0 0 48 3
TRVM 1370 Sports Tourism 3 0 0 48 3



12 0 0 192 12



352 21



Sport and Recreation Management CIP 31.0504



Certificate Level 1 - Sport Management



Total Hours



Total Hours



GRAND TOTAL HOURS



AAS - Marketing
Effective Fall 2016













ENROLLMENT PLAN 
Program Name: Sports Management 



 
The plan is a replicable sequence of actions to bring about a goal defined, in part, by targets. 
Be specific.  Include sufficient detail in an enrollment plan so that another person could execute it.  
 



Address three elements in an Enrollment Plan: 
1. Recruitment, including Special Populations 
2. Retention 
3. Completion 



A fourth element, 4. Placement, is desired because the US Department of Education requires colleges to 
post placement rates for each workforce program.  Placement rates may be viewed as a recruiting tool.   
 
 



RECRUITMENT, INCLUDING SPECIAL POPULATIONS 
 
Find out how many students are needed to offer a full complement of scheduled classes. This is your 
optimum enrollment number: ______15____________  
How you get there depends on recruitment, conversion to enrollment, retention and completion.   
 



 For each subpopulation, complete steps 1-7. 
 
1. Identify each subpopulation that you believe to be a potential source of program prospects.  



i.e. graduating high school students, incumbent workers, members in special interest groups 
Note:  Do not include in your enrollment plan Collin College students who are currently enrolled 
in another program.  The aim of new programs is to serve employers and to attract new 
populations of prospective students.   



 
Use this table to document your recruitment subpopulations.   



Sub population Subpopulation size Recruitment Target 
Frisco ISD Articulated 
Coursework enrollees KINE 
1336 & BGMT 2389  



524 5 



Collin County High School 
students in Marketing 
programs and sports teams  



Allen ISD  
 Sport & Entertainment 



Marketing = 25 students 
 Entrepreneurship = 75 



students 
 Principles of Business, 



Marketing = 150 students 
 Advertising = 40 students 
Frisco ISD 
 Sports Management 



Internship program = 30 
students 



5 











 Sports & Entertainment 
Marketing = 524 students 



McKinney ISD 
 Sports & Entertainment = 



182 students 
Plano ISD 
 Sports & Entertainment 



Marketing = 500 students 
 



Nontraditional & Special 
Populations, including 
Veterans, retired 
professional athletes, 
Latinos, students with 
disabilities, displaced 
workers, women returning to 
workforce, underemployed, 
and recent immigrants 



   2,500+ 5 



General population/transfers 27,500 5 
Total Recruited/Enrollment 
Projection 



 20 



 
 



2. Include special populations appropriate for the program; choose as many as apply: 
X racial/ethnic group – Latino high school students  
X veterans -- medics;  
X students with disabilities;  
X displaced workers;  
X gender disparities by occupation;  
X nontraditional students, especially retired professional athletes;  
X women returning to workforce after children and/ or divorce;  
□ people recently released from incarceration;  
x underemployed,  
x recent immigrants 
□ Others :  describe__________________________________________________________ 



3. Describe how you will identify who is in the subpopulation:   
   



4. Describe how you intend to contact members of each subpopulation. 
1. Sub population 2. Target 3 Method of Identification 4 Method of Contact 
Frisco ISD articulated 
coursework enrollees: 
KINE 1336 & BMGT 2389 



5 Collin can identify HS students 
enrolled in KINE 1336 & 
BMGT 2389 courses  
 



In-class presentation; 
Embedded Career 
Counselor 











High School students in  
Marketing and Physical 
Education programs 



5 High School administrators will 
identify high school students in 
general health programs; 
 



In-class presentation;  
Embedded Career 
Counselor 



Underemployed and 
Veterans 



5 Underemployed and Veterans 
will be identified by Texas 
Workforce Commission and 
through walk-ins to Collin’s 
Veterans Center and Career 
Center. 



Texas Workforce 
Commission program 
listing;  
In-class presentation; 
Embedded Career 
Counselor 



Non-traditional  5 A marketing program is being 
developed to reach Co-op 
sites and Advisory Board 
member affiliate 
organizations. 
 



PR marketing 
campaign for all Collin 
sports,  events 
management, and 
marketing programs 
at the International 
Association of Venue 
Managers (IAVM) and 
Advisory Board 
member sites (posting 
electronic notice on 
sites when possible; 
distributing 
brochures) 



Veterans  Veterans will be identified by 
Texas Workforce Commission 
and through walk-ins to 
Collin’s Veterans Center and 
Career Center. 
 



Letter with follow-up 
phone invitation 



Latino   Latino high school students in 
Marketing and Physical 
Education programs will be 
specifically invited; we will 
look into development of a 
designated scholarship for a 
Latino student interested in 
Sports Management  



Working with LULAC,  
advisors; embedded 
Collin Career 
Counselors & HS 
marketing and 
physical education 
teachers to invite 
prospective students 
to inquire and apply; 
School presentations 
at Latino student 
clubs  











General 
population/transfers 



 General population transfers, 
walk-ins  to College Fairs, 
Career Center                                         
 



Collin Advisors will 
invite prospective 
students who are 
eligible 



 
5. Of the number contacted, what number of students do you think will inquire or begin the 



enrollment process? 40 
6. What number of students do you think will convert to enrolled status for your program? 20 / 



50% 
(This is your conversion rate.  For example, you contact 100 students for an event.  30 respond.  
Of these 2 enroll.  Your conversion rate is 2%.  In the future, you should use 2% to help you 
predict how many enrollees you will get from your contact pool.  You may also take action to 
increase the effectiveness of your recruitment strategies.  If you add a new activity, determine 
the number of responses and the number of students from the respondents who progress to 
enrollment.  If it is higher than your expected number, based on your prior conversion rate, the 
strategy was effective.) 
 



 Add up all the recruitment targets from each subpopulation (identified in repeating steps 1-
7) to arrive at a fairly realistic total number of projected program enrollees.  20 every 
semester = 60 annually once program by fifth year. 
 



 Retention is expected to remain at or above 10 out of the 20  (50% +) 
Additional actions that may be taken as needed to boost enrollment:  
X  Designate program specific scholarships ( Will try to develop one for Latino student; Will approach 
Advisory Board member organizations) 
X Invite students on campus; Frisco ISD and other Dual Credit students to participate in a program-
related event such as Collin College night at one of the Collin sports venues, such as the Stars. 
Existing program students might serve as meet & greet ambassadors, and help with event logistics.  
X Approach a local employer of your graduates or one who frequently posts job openings in     
    occupations related to the program 
X Other: ___Partner with the Dallas Chapter of the International Association of Venue Managers    



  



 
RETENTION  
 
What actions will you take: 



1. To track the progress of your recruits?  Monitor the risk indicators listed in #2.  
2. To mitigate signs of risk; The designated Career Coach is used to contact student when the 



following indicators are present: 
X absenteeism 
X failure to turn in assignments 
X poor academic performance (75% or above is passing ) below  
X lack of engagement 
□ Other: _____________________________________________________________ 



3. To motivate students; check all that apply:  
□ stackable credentials  











□  encourage students to run degree audits  
X  tours of facilities of  major regional employers or other contact 
X  introduction to LinkedIn,  
X student membership in professional associations;  
X guided participation in professional opportunities;  
□ ambassador program to mentor new recruits; 
X□  Clinicals,  
X meet and greet functions: Health Programs Open House for families 
□ celebrations/recognitions of milestone achievements 
X Other: __Pinning ceremony__________________________________________ 



4. What is the minimum number of students that enables offering a full schedule of slated 
courses?  ____15_________What percentage is this of your recruitment / enrollment? _62.5% 



5. What percentage of students are you targeting for retention?  _50%+_______ (this number 
impacts your ability to offer a complete schedule of courses in the latter semesters of the 
degree or certificate.  Follow through with your target retention from semester to semester, 
identifying places where there are barrier courses that reduce enrollment and places where the 
employment siren calls your students away before completion. Make sure that you will have 
sufficient enrollment during the last semester to offer required courses that enable student 
completion.  
 
 
 



 



 COMPLETION 
 
Given the demographics of your program, what actions will you take to support completion? Check all 
that apply.   



x  Analyze the program points where students leave for employment or face curriculum 
barriers, prior to completing credential  & where possible,  craft certificates that recognize these 
employment entry points.   
NA Make curricular changes that might be needed to enable students to progress normally 
through the curriculum   
X  Curriculum is designed in load and sequence so that part-time students can succeed   
X Notify students of approaching completion of award (i.e. only 12 SCHs remaining; only 6 SCHs 
remaining, etc.) 
X Momentum actions –Build a matrix of Intentional engagement actions that build momentum 
toward graduation , including Tours of facilities of  major regional employers; co-op 
opportunities; participation in professional organization (IAVM) or Advisory Board affiliate 
organization  events;  introduction to LinkedIn in KINE 1336;, student membership in related 
professional associations; guided participation in professional opportunities; ambassador 
program to mentor new recruits; co-ops, meet and greet functions; invitation to participate in 
college fairs to partner with a faculty to represent the program opportunities 
X Celebrations – Intentional identification of success points - could be linked to degree audit 
showing attainment of milestones.  Could be through email or a program-level or class event.   
X Other:  



 
PLACEMENT (optional)  











 
Actions to support Placement:  



 How will the program support placement? Check all that apply.   
 Some suggested actions to support placement: 



X Create pipelines to regional employers – Co-ops and Advisory Board member affiliate    
    organizations; 
X Send lists of upcoming graduates to employers, especially Advisory Board member affiliate  
    organizations; 
X Provide a meet and greet for students and Advisory Committee employers;  
X  Establish co-op or internship opportunities;  
X Provide letters of reference;  
X Create a Linked in program site or job posting site for local employers hiring in your program 



area 
 



 













COLLIN COLLEGE 
Proposed Budget Outline  2019- 2020



COURSE 
CIP



Funding 
Code



Funding 
Rate Lec Hrs Lab Hrs Ext Hrs Contact Hrs Credit Hrs



(STATE) 
Contact Hr 
* Funding 



Rate



(COLLIN 
TUITION) 



$48*Credit 
Hrs



Total for 20 
students



First Semester
KINE 1336 31.0101 23 $1.51 3 0 0 48 3 $72.48 $144.00
TRVM 1327 52.0903 16 $1.19 3 0 0 48 3 $57.12 $144.00
ACNT 1303 52.0302 16 $1.19 3 0 0 48 3 $57.12 $144.00
ENGL 1301 23.1301 12 $1.00 3 0 0 48 3 $48.00 $144.00



192 12 $234.72 $576.00



Second Semester
RECL 1303 13.1314 04 $1.63 3 0 0 48 3 $78.24 $144.00
TRVM 1370 TBD 3 0 0 48 3 $0.00 $144.00
MRKG 1301 52.1401 16 $1.19 3 0 0 48 3 $57.12 $144.00
MATH 1342 27.0501 19 $1.00 3 0 0 48 3 $48.00 $144.00



192 12 $183.36 $576.00



Summer Semester
BMGT 2382 52.0201 16 $1.19 3 0 0 48 3 $57.12 $144.00
MRKG 1311 52.1401 16 $1.19 3 0 0 48 3 $57.12 $144.00



96 6 $114.24 $288.00



SECOND YEAR
First Semester
HAMG 1317 52.0901 16 $1.19 3 0 0 48 3 $57.12 $144.00
RECT 1301 51.2309 14 $1.07 3 0 0 48 3 $51.36 $144.00
BMGT 1327 52.0201 16 $1.19 3 0 0 48 3 $57.12 $144.00
ECON 1301 19.0402 09 $1.10 3 0 0 48 3 $52.80 $144.00
GEN/ED 3 0 0 48 3 $0.00 $144.00



240 15 $218.40 $720.00



Second Semester
HRPO 2307 52.1003 16 $1.19 3 0 0 48 3 $57.12 $144.00
BMGT 1341 52.0201 16 $1.19 3 0 0 48 3 $57.12 $144.00
MRKG 2333 52.1401 16 $1.19 3 0 0 48 3 $57.12 $144.00
BMGT 2309 52.0201 16 $1.19 3 0 0 48 3 $138.72 $144.00
SPCH 1321 23.1304 01 $2.89 3 0 0 48 3 $138.72 $144.00



240 15 $448.80 $720.00



960 60 $1,199.52 $2,880.00 $4,079.52
20



$81,590.40



NOTE:



If there's any changes on the courses - CIP number and funding rate might change. Therefore, there will be a slight difference on the amount. 
 As of Fall 2018 In-County rate is $48 per credit hours



Total



Total



Total



Total



Total



GRAND TOTAL 



FIRST YEAR



60 credit hours



Sports & Fitness Administration & Management 



AAS - Sport & Recreation Management PROGRAM CIP: 31.0504.00













COLLIN COLLEGE 
Proposed Budget Outline  2019- 2020



COURSE 
RUBRIC



COURSE 
NUMBER



COURSE 
CIP



Funding 
Code



Funding 
Rate Lec Hrs Lab Hrs Ext Hrs Contact Hrs Credit Hrs



(STATE) 
Contact Hr 
* Funding 



Rate



(COLLIN 
TUITION) 



$48*Credit 
Hrs



Total for 50 
students



First Semester
HAMG 1317 52.0901 16 $1.19 3 0 0 48 3 $57.12 $144.00
RECT 1301 51.2309 14 $1.07 3 0 0 48 3 $51.36 $144.00
BMGT 1327 52.0201 16 $1.19 3 0 0 48 3 $57.12 $144.00



Second Semester
HRPO 2307 52.1003 16 $1.19 3 0 0 48 3 $57.12 $144.00
BMGT 1341 52.0201 16 $1.19 3 0 0 48 3 $57.12 $138.00
MRKG 1301 or 2333 52.1401 16 $1.19 3 0 0 48 3 $57.12 $138.00
TRVM 1370 TBD 3 0 0 48 3 $0.00 $138.00



336 21 $336.96 $990.00 $1,326.96



50



$66,348.00



NOTE:
 As of Fall 2018 In-County rate is $48 per credit hours



Total



GRAND TOTAL 



21 credit hours



Sports & Recreation Management



Certificate Level 1 - Recreation Management PROGRAM CIP: 31.0504.00













COLLIN COLLEGE 
Proposed Budget Outline  2019- 2020



COURSE 
RUBRIC



COURSE 
NUMBER



COURSE 
CIP



Funding 
Code



Funding 
Rate Lec Hrs Lab Hrs Ext Hrs Contact Hrs Credit Hrs



(STATE) 
Contact Hr 
* Funding 



Rate



(COLLIN 
TUITION) 



$48*Credit 
Hrs Total for 50 students



First Semester
KINE 1336 31.0101 23 $1.51 3 0 0 48 3 $72.48 $144.00
TRVM 1327 52.0903 16 $1.19 3 0 0 48 3 $57.12 $144.00
ACNT 1303 52.0302 16 $1.19 3 0 0 48 3 $57.12 $144.00



Second Semester
RECL 1303 13.1314 04 $1.63 3 0 0 48 3 $78.24 $144.00
TRVM 1370 TBD 3 0 0 48 3 $0.00 $138.00
MRKG 1301 52.1401 16 $1.19 3 0 0 48 3 $57.12 $138.00
MRKG 2333 27.0501 19 $1.00 3 0 0 48 3 $48.00 $138.00



336 21 $370.08 $990.00 $1,360.08



50



$68,004.00



NOTE:



GRAND TOTAL 



 As of Fall 2018 In-County rate is $48 per credit hours



Total



Sports & Recreation Management



Certificate Level 1 - Sports Management PROGRAM CIP: 31.0504.00
21 credit hours













COLLIN COLLEGE 



COURSE SYLLABUS  



 



 



 



Course Number:  HAMG 1317 
 
Course Title:  Recreational Services 
 
Course Description: The study of the recreation and entertainment industry.  Emphasis sporting and 



entertainment venues, tourism attractions, and other public and private sector special events. 
 
Course Credit Hours: 3 
             Lecture Hours: 3 
 
Student Learning Outcomes:  Upon successful completion of this course, students will: 



1. Identify various segments of the recreation and entertainment industry 
2. Describe management techniques as they pertain to operating recreation and entertainment 



environments. 
 
Withdrawal Policy:  See the current Collin Registration Guide for last day to withdraw. 
 
Collin College Academic Policies:  See the current Collin Student Handbook. 
 
Americans with Disabilities Act Statement:  Collin College will adhere to all applicable federal, state 



and local laws, regulations and guidelines with respect to providing reasonable accommodations as 
required to afford equal educational opportunity. It is the student’s responsibility to contact the 
ACCESS office, SCC-D140 or 972.881.5898 (V/TTD: 972.881.5950) to arrange for appropriate 
accommodations. See the current Collin Student Handbook for additional information. 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



Fall 2019 New 



Course Information 
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WECM/ ACGM COURSE 



KINE 1336 
Introduction to Sport 



TRVM 1327 Special 
Event Design 



ACNT 1303 
Introduction to 



RECL 1303 Athletic 
Program Planning 



TRVM 1370 Local 
Needs Travel & 



MRKG 1301 Customer 
Relationship 



BMGT2382 
Cooperative Education 



MRKG 1311 Principles 
of Marketing 



HAMG 1317 
Recreational Services 



RECT 1301 Introduction 
to Therapeutic 



BMGT 1327 Principles 
of Management 



HRPO 2307 
Organizational 



BMGT 1341 Business 
Ethics 



MRKG 2333 Principles 
of Selling 



BMGT 2309 Leadership 
{capstone) 
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SPORT & RECREATION MANAGEMENT  



PROGRAM DESCRIPTION:   



Sport & Recreation Management degree will provide entry-level employment training for individuals interested 
in careers in the sport and recreation industry.  Employment settings include sports and fitness marketing and 
sales, sport retail management, recreation program planning, facilities director, and athletic coaching positions.    



Types of Work:   



Career Clusters: Business Management & Administration, Education Training, Hospitality & Tourism, Human 
Services 



• Spa Managers 39-1021.01 
– Assistant Spa Director/Manager 
– Associate Spa Director 
– Director of Spa & Guest Experience 



• Recreational Workers 39-9032.00 
– Activities Assistant/Aide 
– Activities Director 
– Recreation Coordinator/Supervisor 



• First-Line Supervisors of Personal Services 39-1021.00 
– Community Life Director 
– Recreation Coordinator 



• General and Operations Managers 11-1021.00 
– Facility Manager 
– Operations Manager 



• Fitness & Wellness Coordinators 11-9039.02  
– Fitness & Wellness Director 
– Fitness Coordinator/Supervisor 
– Recreational Sports Director 



• Park Naturalists 19-1031.03 
– Park Activities Coordinator 



• Program Directors 27-2012.03 
– Program Coordinator 
– Program Manager 
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CURRICULUM DEVELOPMENT: 



Program Outcome Map 



Program Learning 
Outcomes 



Measure Standard Course(s) where it 
will be assessed 



Administrative and 
Management: 
Skills and abilities 
that allow 
individuals to 
function in an 
organizational 
setting 



Review of organizational effectiveness in a 
sport and recreation venue 



75% HRPO 2307 



Communication 
and Customer 
Service: 
Skills and abilities 
that allow 
individuals to 
function in an 
organizational 
setting 



Evaluation of program/event execution in a 
sport and recreation venue 



75% HRPO 2307 



Personal 
Effectiveness: 
Motives and traits 
as well as 
interpersonal and 
self-management 
styles 



Presentation of sport or recreation operation, 
organizational effectiveness, economic 
situation, including any recommendations for 
improvement 75% BMGT 1327 



Sport 
Management: 
Knowledge, skills, 
and abilities needed 
by sport managers 



Evaluate and provide improvement 
recommendations for the Sport component of a 
sport and recreation venue 75% RECL 1303 



Recreation 
Management: 
Knowledge, skills, 
and abilities needed 
by recreation 
managers 



Evaluate and provide improvement 
recommendations for the Recreation 
component of a sport and recreation venue 75% RECT 1301 
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Program Map 



 



 



 



 



 



  



 



 



 



 
Program  
Courses 



 
Program 
Outcome 1 
 



 
Program 
Outcome 2 



 
Program 
Outcome 3 



 
Program 
Outcome 4 



 
Program 
Outcome 5 



 Administrative & 
Management 



Communication & 
Customer Service 



Personal 
Effectiveness 



Sport 
Management 



Recreation  
Management 



KINE 1336 I I I E E 
TRVM 1327 I E E   
ACNT 1303 I   I I 
RECL 1303 I I E A E 
TRVM 1370 I I A E E 
MRKG 1301  I I I I 
BMGT 2382 P P P   
MRKG 1311  I I I I 
HAMG 1317   E E A 
RECT 1301   I E A 
BMGT 1327 E E A   
HRPO 2307 A A    
BMGT 1341 I I    
MRKG 2333 I I    
BMGT 2309 E E A A A 
SPCH 1321 E E  E E 
MATH 1324    I I 
ENGL 1301  I I   
ECON 1301    I I 
Humanities/ 
Fine Arts 
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Competency Scan Course Number Course Title 
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x x x x x KINE 1336 Introduction to Sports Management 
x x x   TRVM 1327 Special Events Design 
x   x x ACNT 1303 Introduction to Accounting I 
x x x x x RECL 1303 Athletic Program Planning 
x x x x x TRVM 1370 Travel & Tourism – Sports Tourism 
 x x x x MRKG 1301 Customer Relationship Management 



x x x   BMGT 2382 Cooperative Education – Business Management 
 x x x x MRKG 1311 Principles of Marketing 
  x x x HAMG 1317 Recreational Services 
  x x x RECT 1301 Introduction to Therapeutic Recreation 



x x x   BMGT 1327 Principles of Management 
x x    HRPO 2307 Organizational Behavior 
x x    BMGT 1341 Business Ethics 
x x    MRKG 2333 Principles of Selling 
x x x x x BMGT 2309 Leadership 
x x  x x SPCH 1321 Business & Professional Communication 
   x x MATH 1324 Math for Business & Social Sciences 
 x x   ENGL 1301 Composition I 
   x x ECON 1301 Introduction to Economics 
     Humanities/ 



Fine Arts 
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KSA’ were established by the Sport & Recreation Advisory Committee 



 



 
 
 
Sport & Recreation Advisory Committee: 
Dr. Clay Bolton   ~ Assistant Professor - Texas A&M Commerce  
Dr. Sam Roberts ~ Assistant Professor - Texas A&M Commerce 
Scott Burchett    ~ COO - Frisco Rough Riders  
Marco Perez       ~  HR Manager - FC Dallas 
Josh Dill               ~ Director of Sports & Events - Frisco CVB  
Malcom Farmer ~ President & GM - Texas Legends  
David Angeles    ~ GM - Allen Event Center  
Colette Hall         ~ Recreation Services Manager – City of Plano Parks and Recreation  
Dr. Shannon Keleher ~ Director - City of Frisco Parks and Recreation 
Kim Anderson     ~ Work-based Learning/Sports Management Coordinator – Frisco ISD CTE 
Amy Duncan        ~ Membership Sales – International Association of Venue Managers 
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End of Course Learning Outcomes: 



COURSE COURSE NAME & DESCRIPTION END OF COURSE LEARNING OUTCOMES 
KINE 1336 Introduction to Sports Management 



Fundamental theory and concepts of 
recreational activities with emphasis on 
programs, planning, and leadership.  
 



 Identify basic principles of Sports Management and 
Theory 



 Demonstrate an understanding of the Sports Industry 
structure as it applies to the professional, amateur, and 
school setting.  



 Demonstrate an appreciation of the interactions and 
dealings among the different levels and areas in the 
sports industry.  



 Demonstrate the ability to apply critical thinking and 
problem solving skills by working in groups, developing 
graphs and charts, and giving presentations.  



 Demonstrate an understanding of the various 
components of event management, fundraising, and 
budgeting.  



 Demonstrate the ability to write and present in a 
professional and scholarly manner 



TRVM 1327 Special Events Design  
The development of a special event from the 
conceptual stage through completion. 
Emphasis on industry terminology, factors to 
consider when planning a special event, and 
contingency plans. 



 



 Identify key terms used in planning special events 
 Determine event objectives and budget requirements 
 Compare the differences in planning a special event and 



a convention/meeting  
 Identify suppliers including off-site venue, food and 



beverage providers, sanitation, entertainment, and 
security  



 Determine permits, insurance, liabilities associated with 
planning a special event 



ACNT 1303 Introduction to Accounting I 
A study of analyzing, classifying, and recording 
business transactions in a manual and 
computerized environment. Emphasis on 
understanding the complete accounting cycle 
and preparing financial statements, bank 
reconciliations, and payroll. 



 Define accounting terminology 
 Analyze and record business transactions in a manual 



and computerized environment 
 Complete the accounting cycle 
 Prepare financial statements  
 Apply accounting concepts related to cash and payroll 
 Prepare bank reconciliations and correct accounting 



errors 
*RECL 1303 Athletic Program Planning 



A study of planning, organizing, and conducting 
activities for athletic programs. 



• Discuss the role of an athletic activities director in 
creating programs and competitive events including 
promotion, special events, clinics, junior development, 
merchandising, tournaments, leagues, social events, 
and facilities management. 



*TRVM 1370 Travel & Tourism – Sports Tourism 
An examination of sport tourism in Collin 
County and its economic and social impact 
on the community and beyond 
 



• Explain the development of Sport Tourism and its 
economic impact on the local economy 



• Identify existing sport and recreational venues within 
the local community 



• Analyze public sector policy making such as community 
ideologies, leisure wants, needs, demands and benefits 



MRKG 1301 Customer Relationship Management 
General principles of customer relationship 
management including skills, knowledge, 
attitudes, and behaviors. 



• Examine internal and external customer relationship 
management (CRM) strategies. 



BMGT 2382 Cooperative Education – Business 
Management 
Career-related activities encountered in the 
student's area of specialization offered through 



 As outlined in the learning plan, apply the theory, 
concepts, and skills involving specialized materials, 
tools, equipment, procedures, regulations, laws, and 
interactions within and among political, economic, 
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an individualized agreement among the 
college, employer, and student. Under the 
supervision of the college and the employer, 
the student combines classroom learning with 
work experience. Includes a lecture component 



environmental, social, and legal systems associated with 
the occupation and the business/industry; and will 
demonstrate legal and ethical behavior, safety 
practices, interpersonal and teamwork skills, and 
appropriate written and verbal communication skills 
using the terminology of the occupation and the 
business/industry. 



MRKG 1311 Principles of Marketing 
Introduction to the marketing mix functions 
and process. Includes identification of 
consumer and organizational needs and 
explanation of environmental issues 



 Identify the marketing mix components in relation to 
market segmentation 



 Explain the environmental factors which influence 
consumer and organizational decision-making processes 



 Outline a marketing plan. 
*HAMG 1317 Recreational Services 



The study of the recreation and 
entertainment industry.  Emphasis sporting 
And entertainment venues, tourism 
attractions, and other public and private 
sector special events. 



 Identify various segments of the recreation and 
entertainment industry 



 Describe management techniques as they pertain to 
operating recreation and entertainment environments. 



*RECT 1301 Introduction to Therapeutic Recreation 
The history, purpose, and trends of therapeutic 
recreation. 



 Describe the purpose of recreation and leisure 
 Discuss the history of therapeutic recreation 
 Identify the therapeutic recreation process 
 Discuss current trends and career opportunities. 



BMGT 1327 Principles of Management • Concepts, terminology, principles, theories, and issues 
in the field of management. 



HRPO 2307 Organizational Behavior 
The analysis and application of organizational 
theory, group dynamics, motivation theory, 
leadership concepts, and the integration of 
interdisciplinary concepts from the behavioral 
sciences. 



 Explain organizational theory as it relates to 
management practices, employee relations, and 
structure of the organization to fits its environment and 
operation 



 Analyze leadership styles and determine their 
effectiveness in employee situations 



 Identify methods in resolving organizational problems 
 Describe the impact of corporate culture on employee 



behavior 
 Analyze team dynamics, team building strategies, and 



cultural diversity. 
BMGT 1341 Business Ethics 



Discussion of ethical issues, the development of 
a moral frame of reference, and the need for 
an awareness of social responsibility in 
management practices and business activities. 
Includes ethical corporate responsibility. 



 Define business ethics; identify the consequences of 
unethical business practices 



 Describe reasoning for analyzing ethical dilemmas 
 Describe different ethical views 
 Explain how business, government, and society function 



interactively 
 Explain corporate social responsibility 



MRKG 2333 Principles of Selling 
Overview of the selling process. Identification 
of the elements of the communication process 
between buyers and sellers. Examination of the 
legal and ethical issues of organizations which 
affect salespeople. 



 Define the selling process and its application to all 
forms of sales 



 Identify the elements of the communication process 
between buyers and sellers in business 



 Examine ethical issues and legal restrictions of business 



BMGT 2309 Leadership 
Leadership and its relationship to management. 
Prepares the student with leadership and 
communication skills needed to motivate and 
identify leadership styles. 



 Determine individual leadership styles 
 Distinguish differences between leadership and 



management 
 Explain the effects of leadership style in various 



organizational environments 
 Apply principles of leadership 
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*New course to Collin College 



 



ENROLLMENT MANAGEMENT PLAN 



The plan is a replicable sequence of actions to bring about a goal defined, in part, by targets. 
Be specific.  Include sufficient detail in an enrollment plan so that another person could execute it.  



 
Addresses three elements in an Enrollment Plan: 



1. Recruitment, including Special Populations 
2. Retention 
3. Completion 



A fourth element, 4. Placement, is desired because the US Department of Education requires colleges to post 
placement rates for each workforce program.  Placement rates may be viewed as a recruiting tool.   
 
 
RECRUITMENT, INCLUDING SPECIAL POPULATIONS 
 
Find out how many students are needed to offer a full complement of scheduled classes. This is your optimum 
enrollment number: ______15____________  
How you get there depends on recruitment, conversion to enrollment, retention and completion.   
 



 For each subpopulation, complete steps 1-7. 
 
1. Identify each subpopulation that you believe to be a potential source of program prospects.  



i.e. graduating high school students, incumbent workers, members in special interest groups 
Note:  Do not include in your enrollment plan Collin College students who are currently enrolled in 
another program.  The aim of new programs is to serve employers and to attract new populations of 
prospective students.   



 
Use this table to document your recruitment subpopulations.   



Sub population Subpopulation size Recruitment Target 
Frisco ISD Articulated 
Coursework enrollees KINE 
1336 & BGMT 2389  



524 5 



Collin County High School 
students in Marketing 
programs and sports teams  



Allen ISD  
 Sport & Entertainment 



Marketing = 25 students 
 Entrepreneurship = 75 



students 
 Principles of Business, 



Marketing = 150 students 
 Advertising = 40 students 
 
Frisco ISD 
 Sports Management 



Internship program = 30 
students 



5 
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 Sports & Entertainment 
Marketing = 524 students 



McKinney ISD 
 Sports & Entertainment = 



182 students 
Plano ISD 
 Sports & Entertainment 



Marketing = 500 students 
 



Nontraditional & Special 
Populations, including 
Veterans, retired 
professional athletes, 
Latinos, students with 
disabilities, displaced 
workers, women returning to 
workforce, underemployed, 
and recent immigrants 



   2,500+ 5 



General population/transfers 27,500 5 
Total Recruited/Enrollment 
Projection 



 20 



 
 



2. Include special populations appropriate for the program; choose as many as apply: 
X racial/ethnic group – Latino high school students  
X veterans -- medics;  
X students with disabilities;  
X displaced workers;  
X gender disparities by occupation;  
X nontraditional students, especially retired professional athletes;  
X women returning to workforce after children and/ or divorce;  
□ people recently released from incarceraƟon;  
x underemployed,  
x recent immigrants 
□ Others :  describe__________________________________________________________ 



3. Describe how you will identify who is in the subpopulation:   
   



4. Describe how you intend to contact members of each subpopulation. 
1. Sub population 2. Target 3 Method of Identification 4 Method of Contact 
Frisco ISD articulated 
coursework enrollees: KINE 
1336 & BMGT 2389 



5 Collin can identify HS students 
enrolled in KINE 1336 & BMGT 
2389 courses  
 



In-class presentation; 
Embedded Career 
Counselor 



High School students in  
Marketing and Physical 
Education programs 



5 High School administrators will 
identify high school students in 
general health programs; 
 



In-class presentation;  
Embedded Career 
Counselor 
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Underemployed and 
Veterans 



5 Underemployed and Veterans 
will be identified by Texas 
Workforce Commission and 
through walk-ins to Collin’s 
Veterans Center and Career 
Center. 



Texas Workforce 
Commission program 
listing;  
In-class presentation; 
Embedded Career 
Counselor 



Non-traditional  5 A marketing program is being 
developed to reach Co-op 
sites and Advisory Board 
member affiliate 
organizations. 
 



PR marketing campaign 
for all Collin sports,  
events management, 
and marketing 
programs at the 
International 
Association of Venue 
Managers (IAVM) and 
Advisory Board member 
sites (posting electronic 
notice on sites when 
possible; distributing 
brochures) 



Veterans  Veterans will be identified by 
Texas Workforce Commission 
and through walk-ins to 
Collin’s Veterans Center and 
Career Center. 
 



Letter with follow-up 
phone invitation 



Latino   Latino high school students in 
Marketing and Physical 
Education programs will be 
specifically invited; we will 
look into development of a 
designated scholarship for a 
Latino student interested in 
Sports Management  



Working with LULAC,  
advisors; embedded 
Collin Career Counselors 
& HS marketing and 
physical education 
teachers to invite 
prospective students to 
inquire and apply; 
School presentations at 
Latino student clubs  



General 
population/transfers 



 General population transfers, 
walk-ins  to College Fairs, 
Career Center                                         
 



Collin Advisors will 
invite prospective 
students who are 
eligible 



 
5. Of the number contacted, what number of students do you think will inquire or begin the enrollment 



process? 40 
6. What number of students do you think will convert to enrolled status for your program? 20 / 50% 



(This is your conversion rate.  For example, you contact 100 students for an event.  30 respond.  Of these 
2 enroll.  Your conversion rate is 2%.  In the future, you should use 2% to help you predict how many 
enrollees you will get from your contact pool.  You may also take action to increase the effectiveness of 
your recruitment strategies.  If you add a new activity, determine the number of responses and the 
number of students from the respondents who progress to enrollment.  If it is higher than your expected 
number, based on your prior conversion rate, the strategy was effective.) 
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 Add up all the recruitment targets from each subpopulation (identified in repeating steps 1-7) to arrive at a 
fairly realistic total number of projected program enrollees.  20 every semester = 60 annually once program 
by fifth year. 
 



 Retention is expected to remain at or above 10 out of the 20  (50% +) 
Additional actions that may be taken as needed to boost enrollment:  
X  Designate program specific scholarships (Will try to develop one for Latino student; will approach 
Advisory Board member organizations) 
X Invite students on campus; Frisco ISD and other Dual Credit students to participate in a program-related 
event such as Collin College night at one of the Collin sports venues, such as the Stars. Existing program 
students might serve as meet & greet ambassadors, and help with event logistics.  
X Approach a local employer of your graduates or one who frequently posts job openings in     
    occupations related to the program 
X Other: ___Partner with the Dallas Chapter of the International Association of Venue Managers    



  



 
RETENTION  
 
What actions will you take: 



1. To track the progress of your recruits?  Monitor the risk indicators listed in #2.  
2. To mitigate signs of risk; The designated Career Coach is used to contact student when the 



following indicators are present: 
X absenteeism 
X failure to turn in assignments 
X poor academic performance (75% or above is passing ) below  
X lack of engagement 
□ Other: _____________________________________________________________ 



3. To motivate students; check all that apply:  
□ stackable credenƟals  
□  encourage students to run degree audits  
X  tours of facilities of  major regional employers or other contact 
X  introduction to LinkedIn,  
X student membership in professional associations;  
X guided participation in professional opportunities;  
□ ambassador program to mentor new recruits; 
X□  Clinicals,  
X meet and greet functions: Health Programs Open House for families 
□ celebraƟons/recogniƟons of milestone achievements 
X Other: __Pinning ceremony__________________________________________ 



4. What is the minimum number of students that enables offering a full schedule of slated 
courses?  ____15_________What percentage is this of your recruitment / enrollment? _62.5% 



5. What percentage of students are you targeting for retention?  _50%+_______ (this number 
impacts your ability to offer a complete schedule of courses in the latter semesters of the 
degree or certificate.  Follow through with your target retention from semester to semester, 
identifying places where there are barrier courses that reduce enrollment and places where the 
employment siren calls your students away before completion. Make sure that you will have 
sufficient enrollment during the last semester to offer required courses that enable student 
completion.  
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COMPLETION 
 
Given the demographics of your program, what actions will you take to support completion? Check all that 
apply.   



X  Analyze the program points where students leave for employment or face curriculum barriers, prior 
to completing credential  & where possible,  craft certificates that recognize these employment entry 
points.   
NA Make curricular changes that might be needed to enable students to progress normally through 
the curriculum   
X  Curriculum is designed in load and sequence so that part-time students can succeed   
X Notify students of approaching completion of award (i.e. only 12 SCHs remaining; only 6 SCHs 
remaining, etc.) 
X Momentum actions –Build a matrix of Intentional engagement actions that build momentum toward 
graduation , including Tours of facilities of  major regional employers; co-op opportunities; participation 
in professional organization (IAVM) or Advisory Board affiliate organization  events;  introduction to 
LinkedIn in KINE 1336;, student membership in related professional associations; guided participation in 
professional opportunities; ambassador program to mentor new recruits; co-ops, meet and greet 
functions; invitation to participate in college fairs to partner with a faculty to represent the program 
opportunities 
X Celebrations – Intentional identification of success points - could be linked to degree audit showing 
attainment of milestones.  Could be through email or a program-level or class event.   
X Other:  



 
PLACEMENT (optional)  
 
Actions to support Placement:  



 How will the program support placement? Check all that apply.   
 Some suggested actions to support placement: 



X Create pipelines to regional employers – Co-ops and Advisory Board member affiliate    
    organizations; 
X Send lists of upcoming graduates to employers, especially Advisory Board member affiliate  
    organizations; 
X Provide a meet and greet for students and Advisory Committee employers;  
X  Establish co-op or internship opportunities;  
X Provide letters of reference;  
X Create a Linked in program site or job posting site for local employers hiring in your program area 
 



 
SYNERGY 



Connection to existing programs and influence: 



Course Program Program Program 
KINE 1336 AS FOS Kinesiology – 



Athletic Training 
  



TRVM 1327 AAS Hospitality & 
Foodservice Management – 
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Meeting & Event 
Concentration 
Certificate Meeting & Event 
Management 



ACNT 1303 AAS Business Management AAS Supply Chain Management AAS Business Office Support 
Systems 



MRKG 1301 AAS Marketing 
Management 



AAS Real Estate Management  



BMGT 2382 AAS Business Management 
– sub in for capstone 



  



MRKG 1311 AAS Marketing 
Management 
Certificate Marketing 
Management 
Certificate Entrepreneurship 



AAS Business Management  



BMGT 1327 AAS Business Management 
Certificate Business 
Management 



AAS Marketing Management  



HRPO 2307 AAS Business Management 
Certificate Business 
Management 
AAS Business Management 
– Human Resources 
Concentration 
Certificate Human 
Resources 



  



BMGT 1341 AAS Business Management 
Certificate Business 
Management 
AAS Business Management 
– Human Resources 
Concentration 



AAS Supply Chain Management  



MRKG 2333 AAS Marketing 
Management 
Certificate Entrepreneurship 



  



BMGT 2309 AAS Business Management 
Certificate Business 
Management 



AAS Supply Chain Management  



 



ARTICULATION AGREEMENTS POSSIBILITIES: 



 Dual Credit with Frisco ISD – KINE 1336, BMGT 2382 
 Texas A&M Commerce – Serving on the Collin Sport & Recreation Advisory Committee 
 UNT – Pathways include Sport & Recreation Management BAAS 
 Texas State University – BSRA Recreation Administration 



 



EXTERNAL ACCREDITATION: 



Not explored at this time 
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OTHER INSTITUTIONS: 



Collin College would be the first to offer a two-year degree in Sport and Recreation Management in the state of 
Texas. 



Other programs from outside of Texas: 
 



College Program  
Illinois Eastern Community 
Colleges 



Sport Management AAS 
64 Credits 
 



 Business Computer Systems 
 Composition I 
 General Psychology I 
 Intro to Sport Management 
 Elective 



 Composition & Analysis or 
 English Gen Ed Elective 
 Technical Mathematics or 
 Math Gen Ed Elective 
 Recreation and Leisure 
 Principles of Coaching 
 Elective 



 Employment Skills 
 Fundamentals of Effective 



Speaking 
 Sport Communication 
 Activity Planning 
 Elective 



 Diversity in Sports 
 Sport Internship/Seminar 
 Humanities/Fine Arts Gen Ed 



Elective 
 Life/Physical Science Gen Ed 



Elective 
 Elective 



North Iowa Area Community 
College 



Sport Management AAS Not listed on website 



Garrett College Sport Management AAS Not listed on website 
Santa Fe College Sports Management AA Not listed on website 



 
 



MARKET DEMAND: 



Collin College is a unique market that affords more opportunity for graduates wanting to go into the field of 
Sport & Recreation Management:  What we do know:  Frisco is home to Dallas Cowboys World Headquarters, 
FC Dallas soccer, Dallas Stars Hockey, Frisco Rough Riders baseball, and Texas Legends basketball.  Allen is home 
to the Allen Americans.  Beyond Collin County, please visit https://www.dallassports.org/venues/index.html  for 
additional venues. 
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Indeed.com Sports Management = 341 jobs in Collin County 
                             Recreation Management = 15 jobs in Collin County 
    
 
Monster.com    Sports Management = 107 jobs in Collin County 
                             Recreation Management = 74 jobs in Collin County 
  Sports & Recreation Management = 243 in Dallas County 
 
Jobseq  Management (general) 
 



 



 



 



SALARY:  



The poverty level income for Texas is $25,100 for a family of four.  The average salary for an individual working 
as a Recreation Manager is $39,683 which is 158% above the poverty line. 
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MARKET SATURATION: 



As of August 16th, 2018 there were 1,083 job listed under Sports Management and/or Recreation Management 
on Indeed.   



As of August 16th, 2018 there were 746 job listed under Sports and Recreation Management on Monster. 



Most Sport and Recreation Management positions do require a baccalaureate degree.  Collin College would be 
in a unique position of assisting students in the progression towards a four-year degree.  The first two years of 
the student’s education would be at an affordable price. 



 



POSTSECONDARY EDUCATIONAL REQUIREMENTS: 



Many of the entry level jobs in Sport and Recreation Management require minimal post-secondary education.  
However, for an individual to be hired into a supervisory or management position additional education is 
needed.  According to members of the Sport & Recreation Management Advisory Committee most venues 
prefer a baccalaureate degree.  This is why it is important for the proposed program in Sport & Recreation 
Management at Collin College seek out University partners.   



 



FACULTY, FACILITIES, EQUIPMENT, SUPPLIES: 



Personnel/faculty – One full-time professor at Collin College will teach in the new program as well as serve as 
Discipline Lead.  At least two new associate faculty will need to be hired to cover the course offering that are 
unique to Sport & Recreation Management. 



Equipment – No new equipment for this program 



Facilities – No new facilities needed.  The program will use the current classrooms on campuses. 



 



ADVISORY COMMITTEE: 



The Sport & Recreation Management Committee has met a total of three times. 



Meeting Minutes 
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Advisory Committee Meeting Minutes 



 
CHAIRPERSON:  Josh Dill  
 
MEETING DATE:  



March 28, 2018 



 
MEETING TIME:  



3:00pm-4:00pm 



 
MEETING PLACE: 



Preston Ridge campus-L215 
 
RECORDER:  



Nancy Huff 



 
 



 
PREVIOUS MEETING:  



January 4, 2018 



 
MEMBERS PRESENT: (Yes/No) OTHERS PRESENT: 



 
         Name and Title 



 
         Name and Title 



 
         Name and Title 



N 
Kim Anderson 
Management Coordinator 
Frisco ISD 



Y 
Dr. Shannon Keleher 
Director 
City of  



Y 
James Barko 
Dean 
Collin College 



Y 
David Angeles 
GM 
Allen Event Center 



N 
Marco Perez 
HR Manager 
FC Dallas 



Y 
John Hines 
Career Coach 
Collin College 



N 
Dr. Clay Bolton 
Assistant Professor 
Texas A&M Commerce 



N 
Dr. Sam Roberts 
Assistant Professor  
Texas A&M Commerce 



Y 
Nancy Huff 
Administrative Asst. 
Collin College 



N 
Scott Burchett 
COO  
Frisco Rough Riders 



 
 



Y 
Dr. Abe Johnson 
VP/Provost 
Collin College 



Y 



Josh Dill 
Director of Sports & 
Events 
Frisco CVB 



 



 



Y 



Karen Musa 
Associate Dean 
Collin College 



N 
Malcom Farmer 
President & GM 
Texas Legends 



 
 



Y 
Kathleen Fenton 
Associate Dean 
Collin College 



Y 
Colette Hall 
Recreation Services 
Manager 



 
 



Y 
John Guillory 
Advisor 
Collin College 



 
 



 
 



 
Traci Ramsey 
Interim Associate Dean 
Collin College 
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Agenda Item 



 
Action 



Discussion 
Information 



 
Responsibility 



 
Old Business:  



 



 



 
 
Continuing Business Welcome and Introductions 



 



Karen Musa and Josh Dill 



 
 Approval of minutes from the 



January meeting 
Josh Dill and Committee 



 
New Business: Overall Knowledge, Skills and 



Abilities (KSA’s) 
Karen Musa 



 



 



Proposed Local Needs Course: 
Sports Tourism 



Karen Musa and Josh Dill 



 Pathways AAS Sport & 
Recreation Management 



Karen Musa 



 
Other: 



 



Scheduling of next meeting 



 



Josh Dill and Committee 
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MINUTES 
 



Key Discussion Points 
 



Discussion 
 
Old Business: Meeting called to order at 3:07pm 



  
 



Motion to approve minutes by David Angeles, seconded by Josh 
Dill-all in favor. 



  
Continuing Business: 



-Discussion on KSA-O*Net.  AD Musa put together a chart with all 
the skills the proposed plan touched on in the courses, could cover 
more if needed 



 
New Business: -Discussion on proposed degree plan with Industry agreeing the 



proposal was very well planned but did suggest the following: 



 Principles of Selling 



 Customize Principles of Selling to meet our local market 
demand 



 Value of bringing events in to the area and how to sell those 
event venues 



 Membership Selling 



 Adding principles of selling to Sports Mgmt certificate and 
Sports Tourism to Recreational Mgmt certificate 



 Turf management (can address some of this through guest 
speakers to the classroom-experts in seeding and what grows 



locally) 



 Customer relationship building 



 Field experience as a Capstone project as internships/co-ops 
would be crucial in this area (discussion on our current co-op 



program) 



 Safety and program safety 



 
 
 -Discussion TRVM 1370 from the Collin College Syllabus-proposed 



wording change. In the description under the Student Learning 
Outcomes, change “Understand” to Describe and political ideologies 
to community ideologies.  AD Musa was searching for textbooks 
and finally located some in the UK. They are being shipped here and 
will get with Josh Dill when they arrive to discuss the book. See text 
below. 



 
 -Discussion on the program as a whole being useful in our location 



with the large number of sports teams here, but also for the number 
of professional athletes locally that could benefit from this degree. 
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 -Discussion on UNT and Texas A&M Commerce wanting to work 
with Collin on BAAS degree-looking for pathways between 
programs.  AD Musa asked the members if a student came to then 
with a BAAS would they hire them and the committee responded 
favorably.   



 -The Collin College Sport and Rec. Management degree is proposed 
to begin Fall 2019. Many of the classes are built through existing 
Collin courses but we will need to build the syllabus and hire faculty 
for the new courses.  Will be added in the catalogue for next year 
with students working on core courses until the new courses are 
completed. See table below. 



 
Curriculum Decisions: -Motion to approve adding Principles of Selling to Sports 



Management certificate and adding Sport Tourism to the Recreation 
Management certificate was made by Colette Hall, seconded by 
David Angeles and all approved. 



 
Other For the next meeting, AD Musa will be in touch but it will be a few 



months (Fall) since we have the basic degree put together. 
 Motion to adjourn by Josh Dill at 3:48pm, seconded by David 



Angeles-all approved. 



 
 
CHAIRPERSON SIGNATURE: 



 



 



 
DATE: 



 



 
NEXT MEETING: 



 



 
 



 Collin College Syllabus  
 



Course Number:   TRVM 1370 
Course Title:   Local Needs Course ~ Sport Tourism 
Course Description:  An examination of sport tourism in Collin County and its economic and 



social impact on the community and beyond 
Course Credit Hours: 3 



Lecture Hours:  3 
 



Student Learning Outcomes: Upon successful completion of this course, students should be able 
to do the following:  



  Describe the development of Sport Tourism and its economic impact on the local economy 



 Identify existing sport and recreational venues within the local community 



 Analyze public sector policy making such as community ideologies, leisure wants, needs, 
demands and benefits 
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3/28/18 Proposed wording change 
 



A.A.S. Sport & Recreation Management Certificate Sport Management
1st Year, 1st Semester 1st Year, 1st Semester
PHED 1336 Introduction to Sports Management3 PHED 1336 Introduction to Sports Management3
TRVM 1327 Special Event Design 3 TRVM 1327 Special Event Design3
ACNT 1303 Introduction to Accounting I3 ACNT 1303 Introduction to Accounting I3
ENGL 1301 Composition I 3
1st Year, 2nd Semester 1st Year, 2nd Semester
RECL 1303 Athletic Program Planning3 RECL 1303 Athletic Program Planning3
TRVM 1370 Local Needs Travel & Tourism ~ Sports Tourism3 TRVM 1370 Local Needs Travel & Tourism ~ Sports Tourism (capstone)3
MRKG 1301 Customer Relationship Management3 MRKG 1301 Customer Relationship Management 3
MATH 1342 Elementary Statistical Methods3 MRKG 2333 Principles of Selling                                                               3
Summer Total 21
BMGT 2382 Coopertive Education ~ Business Administration & Management3
MRKG 1311 Principles of Marketing3 Certificate Recreation Management
2nd Year, 1st Semester 1st Year, 1st Semester
HAMG 1317 Recreational Services3 HAMG 1317 Recreational Services3
RECT 1301 Introduction to Therapeutic Recreation3 RECT 1301 Introduction to Therapeutic Recreation3
BMGT 1327 Principles of Management3 BMGT 1327 Principles of Management3
ECON 1301 Introduction to Economics3
GEN/ED Humanities/Fine Arts3
2nd Year, 2nd Semester 1st Year, 2nd Semester
HRPO 2307 Organizational Behavior3 HRPO 2307 Organizational Behavior (capstone)3
BMGT 1341 Business Ethics 3 BMGT 1341 Business Ethics 3
MRKG 2333 Principles of Selling 3 MRKG 2333 Principles of Selling 3



MRKG 1301 Customer Relationship Management
BMGT 2309 Leadership (capstone)3 TRVM 1370 Local Needs Travel & Tourism ~ Sports Tourism (capstone)3
SPCH 1321 Business & Professional Communication3 Total 21



Total 60



 
   



CERTIFICATION OR LICENSURE:  



Not applicable at this time. 



 



VENDOR PARTNERSHIP: 



Venues that were represented on the Advisory Committee offered the opportunity for tours and guest speakers for the 
program. 



 



CO-OP OPPORTUNITIES: 



Venues and organizations represented on the Advisory Committee are all possible co-op work sites.  Career Coaches 
would be utilized to expand the opportunities for co-op sites too. 













COLLIN COLLEGE 



COURSE SYLLABUS  



 



 
 
 
Course Number:  RECL 1303 
 
Course Title:  Athletic Program Planning 
 
Course Description:  A study of planning, organizing, and conducting activities for athletic programs. 
 
Course Credit Hours: 3 
             Lecture Hours:  3 
 
Student Learning Outcomes:  Upon successful completion of this course, students will: 



1. Discuss the role of an athletic activities director in creating programs and competitive events 
including promotion, special events, clinics, junior development, merchandising, tournaments, 
leagues, social events, and facilities management. 



 
Withdrawal Policy:  See the current Collin Registration Guide for last day to withdraw. 
 
Collin College Academic Policies:  See the current Collin Student Handbook. 
 
Americans with Disabilities Act Statement:  Collin College will adhere to all applicable federal, state 



and local laws, regulations and guidelines with respect to providing reasonable accommodations as 
required to afford equal educational opportunity. It is the student’s responsibility to contact the 
ACCESS office, SCC-D140 or 972.881.5898 (V/TTD: 972.881.5950) to arrange for appropriate 
accommodations. See the current Collin Student Handbook for additional information. 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



Fall 2019 New 



Course Information 













COLLIN COLLEGE 



COURSE SYLLABUS  



 



 



 
Course Number:  RECT 1301 
 
Course Title:  Introduction to Therapeutic Recreation 
 
Course Description:  The history, purpose, and trends of therapeutic recreation. 
 
Course Credit Hours: 3 
             Lecture Hours: 3 
 
Student Learning Outcomes:  Upon successful completion of this course, students will: 



1. Describe the purpose of recreation and leisure 
2. Discuss the history of therapeutic recreation 
3. Identify the therapeutic recreation process 
4. Discuss current trends and career opportunities. 



 
Withdrawal Policy:  See the current Collin Registration Guide for last day to withdraw. 
 
Collin College Academic Policies:  See the current Collin Student Handbook. 
 
Americans with Disabilities Act Statement:  Collin College will adhere to all applicable federal, state 



and local laws, regulations and guidelines with respect to providing reasonable accommodations as 
required to afford equal educational opportunity. It is the student’s responsibility to contact the 
ACCESS office, SCC-D140 or 972.881.5898 (V/TTD: 972.881.5950) to arrange for appropriate 
accommodations. See the current Collin Student Handbook for additional information. 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 
 



Fall 2019 New 



Course Information 
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Effective Term: Fall 2019



Additional Fees:    Yes             No    X



          RECT 1301  Introduction to Therapeutic Recreation



          TRVM 1370  Sports Tourism



Rev 06.07.18



Rationale:



A Sport and Recreation Management program will provide entry-level employment training for individuals interested in careers in the sport and recreation industry. 
Employment settings include sports and fitness marketing and sales, sport retail management, recreation program planning, facilities director, and other athletic coaching 
positions. Collin County has numerous sports and recreational programs in the area. Employee listings on Indeed.com show that there is a hiring market for this type of 
degree or certificate; however, there are only a few Texas colleges that offer a similar type of program. At four-year institutions, Texas A&M Commerce has a program, so we 
will be working with faculty experts to design a pathway for students seeking a four-year degree.



New Program



          AAS - Sport and Recreation Management



          Certificate Level 1 - Recreation Management



          Certificate Level 1 - Sport Management



New Courses



          HAMG 1317  Recreational Services



          RECL 1303  Athletic Program Planning



Program / Course CIP: 31.0504



Program: Sport and Recreation Management













COSTS



1st Year 2nd Year 3rd Year 4th Year 5th Year
5 Years 



Cumulative Total



with 3% increase with 3% increase with 3% increase with 3% increase



Full time Faculty (1) + benefit (32%)
52,849*32% = $16,911.68



 + 52,849 = $69,760.00 $69,760.00 $71,852.80 $74,008.38 $76,228.64 $78,515.49 $370,365.31



Full Time Staff (1) + benefits (32%)
30,266 *30% = 9,685.12 
+ 30, 266 = $39,951.12 $39,951.12 $41,149.65 $42,384.14 $43,655.67 $44,965.34 $212,105.92



Discipline Lead Service Contract $3,500.00 $3,500.00 $3,500.00 $3,500.00 $3,500.00 $3,500.00 $17,500.00



Adjunct Faculty (1) + benefit $7,128.00 $7,341.84 $7,562.10 $7,788.96 $8,022.63 $37,843.52



Adjunct Faculty (1)



Adjunct Benefit (20% per 
individual) $1,188.00



Personnel Subtotal $637,814.76



Equipment Operation, Maintenance & 
Replacement $1,500.00 $1,500.00 $1,500.00 $1,500.00 $1,500.00 $7,500.00



$3,000.00 $3,000.00 $3,000.00 $3,000.00 $3,000.00 $15,000.00
Sub-Total $22,500.00



Books/ General Supplies $1,500.00 $1,500.00 $1,500.00 $1,500.00 $1,500.00 $7,500.00
Library/Online Resources $1,500.00 $1,500.00 $1,500.00 $1,500.00 $1,500.00 $7,500.00
Computer Based Resources $1,600.00 $1,600.00 $1,600.00 $1,600.00 $1,600.00 $8,000.00



Printing Brochure/ Handbook/Postage $1,000.00 $1,000.00 $1,000.00 $1,000.00 $1,000.00 $5,000.00
Sub-Total $28,000.00



Professional Travel/ Development $5,000.00 $5,000.00 $5,000.00 $5,000.00 $5,000.00 $25,000.00
Promotional/Marketing Activities $1,500.00 $1,500.00 $1,500.00 $1,500.00 $1,500.00 $7,500.00
Accreditation Fee $2,000.00 $2,000.00 $2,000.00 $2,000.00 $2,000.00 $10,000.00



Meeting Expenses - Advisory Board $450.00 $450.00 $450.00 $450.00 $450.00 $2,250.00
Test/Testing Services $1,000.00 $1,000.00 $1,000.00 $1,000.00 $1,000.00 $5,000.00
Professional Membership $1,500.00 $1,500.00 $1,500.00 $1,500.00 $1,500.00 $7,500.00
Sub-Total $57,250.00



$745,564.76



FUNDING & REVENUE



Credit Hours per award State Funding Tuition Funding



Total Funding 
Per Student 



(State & Tuition)



Projected 
Completers for 



5 years
Cumulative 5 
Years Total



$1,199.52 $2,880.00 $4,079.52 20 $81,590.40



$370.08 $990.00 $1,360.08 50 $68,004.00



21 HR Certificate Level 1 - Recreation Management $336.96 $990.00 $1,326.96 50 $66,348.00



$215,942.40



Classroom size - based on the standard classroom size.
Professional development/travel once a year but if additional training or certification is needed for full time faculty and staff, the budget will increase. 
Benefit for full time personnel is 32% and 20% for part-time.



21 HR Certificate Level 1 - Sports Management



Full time staff salary based on administrative assistant minimum salary $30,266 (Job Code - 2989)



Adjunct salary based on 3 Lec hrs. Calculations of salary per year was done with 1 adjunct * 3% increase then multiply by 2 (for 2 adjunct)



SUPPLIES/MISCELLANEOUS (Classroom Supplies, Software, Materials, etc)



Full time salary based on the following credentials - Masters + 24 with 5 years directly related experience with 20% FTE - additional role such as a program director or 
discipline lead



Descriptions/Explanations of Calculations:



OTHERS/ SERVICES 



TOTAL REVENUE



EQUIPMENTS / FACILITIES



TOTAL COSTS



Equipment Acquisitions



AAS Sports Management



Proposed Budget - Sports Management



PERSONNEL



3hr Lec = $2,970 /sem
$2,970*2sem = $ 5,940 /yr













Rubric Course Course Title Cert 1 Cert 1 AAS



MRKG 1301 Customer Relationship Management S X



RECL 1303 Athletic Program Planning S X



ACNT 1303 Introduction to Accounting I S X



TRVM 1327 Special Event Design S X



KINE 1336 Introduction to Sports Management S X



TRVM 1370 Sports Tourism S R X



MRKG 2333 Principles of Selling S R X



RECT 1301 Introduction to Therapeutic Recreation R X



HAMG 1317 Recreational Services R X



BMGT 1327 Principles of Management R X



BMGT 1341 Business Ethics R X



HRPO 2307 Organizational Behavior R X



MRKG 1311 Principles of Marketing X



BMGT 2309 Leadership (Capstone) X



BMGT 2382
Cooperative Education - Business Administration and Management, 



General
X



ECON 1301 Introduction to Economics X



ENGL 1301 Composition I X



GEN ED Humanities / Fine Arts course X



MATH 1342 Elementary Statistical Methods X



SPCH 1321 Business and Professional Communication X



Total SCH 21 21 60



Italics = Courses for SACSCOC required distribution of general education component.



AAS - Sport and Recreation Management Stackable Credentials
S = Sports Management Certificate Level 1; R = Recreational Management Certificate Level 1













Summary Report for: 
39-9032.00 - Recreation Workers 



Conduct recreation activities with groups in public, private, or volunteer agencies or 
recreation facilities. Organize and promote activities, such as arts and crafts, sports, 
games, music, dramatics, social recreation, camping, and hobbies, taking into account 
the needs and interests of individual members. 



Sample of reported job titles: Activities Assistant, Activities Director, Activity Aide, 
Activity Assistant, Activity Coordinator, Activity Director, Program Assistant, Recreation 
Assistant, Recreation Coordinator, Recreation Supervisor 



View report: Summary   Details   Custom  



Tasks  |  Technology Skills  |  Tools Used  |  Knowledge  |  Skills  |  Abilities  |  Work Activities  |  Detailed 
Work Activities  |  Work Context  |  Job Zone  |  Education  |  Credentials  |  Interests  |  Work 
Styles  |  Work Values  |  Related Occupations  |  Wages & Employment  |  Job Openings  |  Additional 
Information 



Tasks 
 5 of 24 displayed 



 Enforce rules and regulations of recreational facilities to maintain discipline and ensure 
safety.  



 Organize, lead, and promote interest in recreational activities, such as arts, crafts, 
sports, games, camping, and hobbies.  



 Assess the needs and interests of individuals and groups and plan activities 
accordingly, given the available equipment or facilities.  



 Manage the daily operations of recreational facilities.  



 Administer first aid according to prescribed procedures and notify emergency medical 
personnel when necessary.  



back to top 



Technology Skills 
 5 of 11 displayed     Show 17 tools used 



 Data base user interface and query software — Database software; Recordkeeping 
software  



 Desktop publishing software — Microsoft Publisher  



 Electronic mail software — Microsoft Outlook  



 Office suite software — Corel WordPerfect Office Suite; Microsoft Office  











 Spreadsheet software — Microsoft Excel  



 Hot Technology — a technology requirement frequently included in employer job postings. 



back to top 



Knowledge 
 5 of 9 displayed 



 English Language — Knowledge of the structure and content of the English language 
including the meaning and spelling of words, rules of composition, and grammar.  



 Public Safety and Security — Knowledge of relevant equipment, policies, procedures, 
and strategies to promote effective local, state, or national security operations for the 
protection of people, data, property, and institutions.  



 Customer and Personal Service — Knowledge of principles and processes for 
providing customer and personal services. This includes customer needs assessment, 
meeting quality standards for services, and evaluation of customer satisfaction.  



 Education and Training — Knowledge of principles and methods for curriculum and 
training design, teaching and instruction for individuals and groups, and the 
measurement of training effects.  



 Law and Government — Knowledge of laws, legal codes, court procedures, 
precedents, government regulations, executive orders, agency rules, and the 
democratic political process.  



back to top 



Skills 
 5 of 18 displayed 



 Active Listening — Giving full attention to what other people are saying, taking time to 
understand the points being made, asking questions as appropriate, and not interrupting 
at inappropriate times.  



 Coordination — Adjusting actions in relation to others' actions.  



 Service Orientation — Actively looking for ways to help people.  



 Social Perceptiveness — Being aware of others' reactions and understanding why 
they react as they do.  



 Speaking — Talking to others to convey information effectively.  



back to top 



Abilities 
 5 of 17 displayed 



 Oral Comprehension — The ability to listen to and understand information and ideas 
presented through spoken words and sentences.  











 Oral Expression — The ability to communicate information and ideas in speaking so 
others will understand.  



 Speech Clarity — The ability to speak clearly so others can understand you.  



 Near Vision — The ability to see details at close range (within a few feet of the 
observer).  



 Problem Sensitivity — The ability to tell when something is wrong or is likely to go 
wrong. It does not involve solving the problem, only recognizing there is a problem.  



back to top 



Work Activities 
 5 of 36 displayed 



 Getting Information — Observing, receiving, and otherwise obtaining information from 
all relevant sources.  



 Thinking Creatively — Developing, designing, or creating new applications, ideas, 
relationships, systems, or products, including artistic contributions.  



 Communicating with Supervisors, Peers, or Subordinates — Providing information 
to supervisors, co-workers, and subordinates by telephone, in written form, e-mail, or in 
person.  



 Scheduling Work and Activities — Scheduling events, programs, and activities, as 
well as the work of others.  



 Establishing and Maintaining Interpersonal Relationships — Developing 
constructive and cooperative working relationships with others, and maintaining them 
over time.  



back to top 



Detailed Work Activities 
 5 of 22 displayed 



 Enforce rules or regulations.  



 Organize recreational activities or events.  



 Gather information in order to provide services to clients.  



 Promote products, services, or programs.  



 Monitor recreational facility operations.  



back to top 



Work Context 
 5 of 22 displayed 



 Contact With Others — 83% responded “Constant contact with others.”  



 Face-to-Face Discussions — 67% responded “Every day.”  











 Telephone — 65% responded “Every day.”  



 Work With Work Group or Team — 65% responded “Extremely important.”  



 Structured versus Unstructured Work — 47% responded “A lot of freedom.”  



back to top 



Job Zone 



Title Job Zone Four: Considerable Preparation Needed 



Education Most of these occupations require a four-year bachelor's degree, but 
some do not. 



Related 
Experience 



A considerable amount of work-related skill, knowledge, or 
experience is needed for these occupations. For example, an 
accountant must complete four years of college and work for several 
years in accounting to be considered qualified. 



Job Training Employees in these occupations usually need several years of work-
related experience, on-the-job training, and/or vocational training. 



Job Zone 
Examples 



Many of these occupations involve coordinating, supervising, 
managing, or training others. Examples include accountants, sales 
managers, database administrators, graphic designers, chemists, art 
directors, and cost estimators. 



SVP Range (7.0 to < 8.0) 
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Education 



 
Percentage of 
Respondents Education Level Required 



62  Bachelor's degree 



25  High school diploma or equivalent  
 



8  Associate's degree 
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Credentials 
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Interests 
 All 3 displayed 



Interest code: SEA 



 Social — Social occupations frequently involve working with, communicating with, and 
teaching people. These occupations often involve helping or providing service to others.



 
 Enterprising — Enterprising occupations frequently involve starting up and carrying out 



projects. These occupations can involve leading people and making many decisions. 
Sometimes they require risk taking and often deal with business.  



 Artistic — Artistic occupations frequently involve working with forms, designs and 
patterns. They often require self-expression and the work can be done without following 
a clear set of rules.  



back to top 



Work Styles 
 5 of 16 displayed 



 Self Control — Job requires maintaining composure, keeping emotions in check, 
controlling anger, and avoiding aggressive behavior, even in very difficult situations.  



 Cooperation — Job requires being pleasant with others on the job and displaying a 
good-natured, cooperative attitude.  



 Integrity — Job requires being honest and ethical.  



 Concern for Others — Job requires being sensitive to others' needs and feelings and 
being understanding and helpful on the job.  



 Dependability — Job requires being reliable, responsible, and dependable, and 
fulfilling obligations.  



back to top 



Work Values 
 All 3 displayed 



 Relationships — Occupations that satisfy this work value allow employees to provide 
service to others and work with co-workers in a friendly non-competitive environment. 
Corresponding needs are Co-workers, Moral Values and Social Service.  



 Independence — Occupations that satisfy this work value allow employees to work on 
their own and make decisions. Corresponding needs are Creativity, Responsibility and 
Autonomy.  











 Support — Occupations that satisfy this work value offer supportive management that 
stands behind employees. Corresponding needs are Company Policies, Supervision: 
Human Relations and Supervision: Technical.  



back to top 



Related Occupations 
 5 of 10 displayed 



21-2021.00 Directors, Religious Activities and Education  



25-2011.00 Preschool Teachers, Except Special Education 



27-2022.00 Coaches and Scouts    Bright Outlook   



29-1125.00 Recreational Therapists  



39-9041.00 Residential Advisors  
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Wages & Employment Trends 



Median wages (2016) $11.48 hourly, $23,870 annual 



State wages 
 



  



Employment (2016) 390,000 employees 



Projected growth (2016-
2026) 



 Average (5% to 9%) 



Projected job openings 
(2016-2026) 



70,600 



State trends 
 



  



Top industries (2016) Government 
Health Care and Social Assistance 



Source: Bureau of Labor Statistics 2016 wage data  and 2016-2026 employment projections . 
"Projected growth" represents the estimated change in total employment over the projections period 
(2016-2026). "Projected job openings" represent openings due to growth and replacement. 
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Job Openings on the Web 
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Sources of Additional Information 
 All 1 displayed 



Disclaimer: Sources are listed to provide additional information on related jobs, 
specialties, and/or industries. Links to non-DOL Internet sites are provided for your 
convenience and do not constitute an endorsement. 



 Occupational Outlook Handbook: Recreation workers  



back to top 



Help 



Find Occupations 



Advanced Search 



Crosswalks 



O*NET Sites 
 













O*NET Summary Report for: 39-9032.00  Recreation Workers –  Bright Outlook 



Recreation Workers  



THECB CIP 3105  Health and Physical Fitness 



Bright Outlook occupations are expected to grow rapidly in the next several years, will have 
large numbers of job openings, or are new and emerging occupations. 



Conduct recreation activities with groups in public, private, or volunteer agencies or recreation facilities. 
Organize and promote activities, such as arts and crafts, sports, games, music, dramatics, social 
recreation, camping, and hobbies, taking into account the needs and interests of individual members.  



Sample of reported job titles: Activities Assistant, Activities Director, Activity Aide, Activity Assistant, 
Activity Coordinator, Activity Director, Program Assistant, Recreation Assistant, Recreation Coordinator, 
Recreation Supervisor  



 Summary Details Custom Tasks | Technology Skills | Tools Used | Knowledge | Skills | Abilities | Work 
Activities | Detailed Work Activities | Work Context | Job Zone | Education | Credentials | Interests | 
Work Styles | Work Values | Related Occupations | Wages & Employment | Job Openings | Additional 
Information Tasks 5 of 24 displayed back to top Technology Skills 5 of 11 displayed Show 17 tools used 
Hot Technology — a technology requirement frequently included in employer job postings. back to top 
Knowledge 5 of 9 displayed Enforce rules and regulations of recreational facilities to maintain discipline 
and ensure safety. Organize, lead, and promote interest in recreational activities, such as arts, crafts, 
sports, games, camping, and hobbies. Assess the needs and interests of individuals and groups and plan 
activities accordingly, given the available equipment or facilities. Manage the daily operations of 
recreational facilities. Administer first aid according to prescribed procedures and notify emergency 
medical personnel when necessary. Data base user interface and query software — Database software; 
Recordkeeping software Desktop publishing software — Microsoft Publisher Electronic mail software — 
Microsoft Outlook Office suite software — Corel WordPerfect Office Suite; Microsoft Office Spreadsheet 
software — Microsoft Excel English Language — Knowledge of the structure and content of the English 
language including the meaning and spelling of words, rules of composition, and grammar. Public Safety 
and Security — Knowledge of relevant equipment, policies, procedures, and strategies to promote 
effective local, state, or national security operations for the protection of people, data, property, and 
institutions. Customer and Personal Service — Knowledge of principles and processes for providing 
customer and personal services. This includes customer needs assessment, meeting quality standards 
for services, and evaluation of customer satisfaction. 10/12/2017 39-9032.00 - Recreation Workers 
https://www.onetonline.org/link/summary/39-9032.00 2/5 back to top Skills 5 of 18 displayed back to 
top Abilities 5 of 17 displayed back to top Work Activities 5 of 36 displayed back to top Detailed Work 
Activities 5 of 22 displayed back to top Education and Training — Knowledge of principles and methods 
for curriculum and training design, teaching and instruction for individuals and groups, and the 
measurement of training effects. Law and Government — Knowledge of laws, legal codes, court 
procedures, precedents, government regulations, executive orders, agency rules, and the democratic 
political process. Active Listening — Giving full attention to what other people are saying, taking time to 
understand the points being made, asking questions as appropriate, and not interrupting at 
inappropriate times. Coordination — Adjusting actions in relation to others' actions. Service Orientation 
— Actively looking for ways to help people. Social Perceptiveness — Being aware of others' reactions 











and understanding why they react as they do. Speaking — Talking to others to convey information 
effectively. Oral Comprehension — The ability to listen to and understand information and ideas 
presented through spoken words and sentences. Oral Expression — The ability to communicate 
information and ideas in speaking so others will understand. Speech Clarity — The ability to speak 
clearly so others can understand you. Near Vision — The ability to see details at close range (within a 
few feet of the observer). Problem Sensitivity — The ability to tell when something is wrong or is likely 
to go wrong. It does not involve solving the problem, only recognizing there is a problem. Getting 
Information — Observing, receiving, and otherwise obtaining information from all relevant sources. 
Thinking Creatively — Developing, designing, or creating new applications, ideas, relationships, systems, 
or products, including artistic contributions. Communicating with Supervisors, Peers, or Subordinates — 
Providing information to supervisors, co-workers, and subordinates by telephone, in written form, e-
mail, or in person. Scheduling Work and Activities — Scheduling events, programs, and activities, as well 
as the work of others. Establishing and Maintaining Interpersonal Relationships — Developing 
constructive and cooperative working relationships with others, and maintaining them over time. 
Enforce rules or regulations. Organize recreational activities or events. Gather information in order to 
provide services to clients. Promote products, services, or programs. Monitor recreational facility 
operations. 10/12/2017 39-9032.00 - Recreation Workers 
https://www.onetonline.org/link/summary/39-9032.00 3/5 Work Context 5 of 22 displayed back to top 
Job Zone Title Job Zone Four: Considerable Preparation Needed Education Most of these occupations 
require a four-year bachelor's degree, but some do not. Related Experience A considerable amount of 
work-related skill, knowledge, or experience is needed for these occupations. For example, an 
accountant must complete four years of college and work for several years in accounting to be 
considered qualified. Job Training Employees in these occupations usually need several years of work-
related experience, on-thejob training, and/or vocational training. Job Zone Examples Many of these 
occupations involve coordinating, supervising, managing, or training others. Examples include 
accountants, sales managers, database administrators, graphic designers, chemists, art directors, and 
cost estimators. SVP Range (7.0 to < 8.0) back to top Education Percentage of Respondents Education 
Level Required 62 Bachelor's degree 25 High school diploma or equivalent 8 Associate's degree back to 
top Credentials back to top Interests All 3 displayed Interest code: SEA Contact With Others — 83% 
responded “Constant contact with others.” Face-to-Face Discussions — 67% responded “Every day.” 
Telephone — 65% responded “Every day.” Work With Work Group or Team — 65% responded 
“Extremely important.” Structured versus Unstructured Work — 47% responded “A lot of freedom.” 



 



Education Percentage of Respondents Education Level Required 



 62  percent Bachelor's degree  



   8 percent Associate's degree 



25 percent High school diploma or equivalent 



 



Job Zone   Save Table (XLS/CSV) 











Title Job Zone Four: Considerable Preparation Needed 



Education Most of these occupations require a four-year bachelor's degree, but 
some do not. 



Related 
Experience 



A considerable amount of work-related skill, knowledge, or 
experience is needed for these occupations 



Job Training Employees in these occupations usually need several years of work-
related experience, on-the-job training, and/or vocational training. 



Job Zone 
Examples 



Many of these occupations involve coordinating, supervising, 
managing, or training others.  



SVP Range (7.0 to < 8.0) 



 



 



We found 5 certification(s) from 3 organization(s) for O*NET Code 39-
9032.00/Recreation Workers. 



Certification Name  Certifying Organization  Type  



Certified Special Events 
Professional  



International Live Events 
Association Core 



Certified Park and Recreation 
Professional  



National Recreation and Park 
Association Core 



Accredited Cruise Counsellor  
Cruise Lines International 
Association Core 



Master Cruise Counsellor  
Cruise Lines International 
Association Advanced 



Elite Cruise Counsellor 



Cruise Lines International 
Association Advanced 



 













 



 
COLLIN COLLEGE 



COURSE SYLLABUS  



 



 



 
 
 
Course Number:  TRVM 1370 
 
Course Title:  Sport Tourism 
 
Course Description:  An examination of sport tourism in Collin County and its economic and social impact on the 



community and beyond 
 
Course Credit Hours: 3 
             Lecture Hours: 3 
 
Student Learning Outcomes:  Upon successful completion of this course, students will: 



1. Explain the development of Sport Tourism and its economic impact on the local economy 
2. Identify existing sport and recreational venues within the local community 
3. Analyze public sector policy making such as community ideologies, leisure wants, needs, demands and 



benefits 
 
Withdrawal Policy:  See the current Collin Registration Guide for last day to withdraw. 
 
Collin College Academic Policies:  See the current Collin Student Handbook. 
 
Americans with Disabilities Act Statement:  Collin College will adhere to all applicable federal, state and local 



laws, regulations and guidelines with respect to providing reasonable accommodations as required to afford 
equal educational opportunity. It is the student’s responsibility to contact the ACCESS office, SCC-D140 or 
972.881.5898 (V/TTD: 972.881.5950) to arrange for appropriate accommodations. See the current Collin 
Student Handbook for additional information. 
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