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CURRICULUM ADVISORY BOARD
March 3, 2017
1:30 pm
CHEC 114
Approved Meeting Minutes

Voting Members Present:

Kerry Byrnes-Loinette — Chair, Rodney Boyd, Pete Brierley, Katy Brooks Loyd Campbell, Will Geisler, Sean
Geraghty, Cynthia Gruver, Gwen Miller, Chris Morgan, Tom Ottinger, Barry Piazza, Traci Ramsey, Charles
Ring, Pam Sawyer, Diane Schull, Greg Sherman, David Weiland

Voting Members Absent:
Michael Rose (Will Geisler, proxy)

Non-Voting Members Present:

Brenda Carter — Deans’ Liaison, Gaye Cooksey — Deans’ Liaison, Gloria Hurtado — Institutional Research
Liaison, Lily Quezada — Student Development Liaison, Kathleen Fenton, Karen Murph, Villa Vance, Indalita
Holt

Others Present:
De’Aira Holloway, David Malone

Kerry called the meeting to order at 1:30 PM.

New Curricular Proposals
e Music, Commercial — Chris Morgan
O Program Revisions — Fall 2017 — Recommended with two abstentions
=  MUSC 2355 - MIDI Il - moved to elective options
=  MUSC 2351 - Audio for Video — moved from elective options and replaced MUSC
2355 as a required course
= Chris explained the changes in industry that make Audio for Video more
applicable to the program than MIDI Il. He also explained that these changes
bring the program more in line with other programs in the state.
0 Course Revision
= MUSB 2345 — Added one lab hour
= The increase of contact hours for this course will allow it to be run as a
combined course with MUSB 1341, which would benefit the students.
e Video Production — Tom Ottinger
0 Course Revision —Fall 2017 — Recommended with five abstentions
= RTVB 1329 Scriptwriting — Removed TSI reading / writing prerequisite
= Tom explained that the TSI requirements were creating a barrier for students
because they are required to meet reading, writing and math requirements.
0 There were numerous questions about unprepared students, but some precedence was

provided in favor of the change.
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e Computer Networking Technology / Cisco Systems Computer Networking Technology /
Convergence Technology — Kathy Fant
0 Program Revisions — Combining the three programs into one by creating three tracks
under Computer Networking
= AAS — Computer Networking
e Integrated Technologies Track
e C(Certificate - Level Il - Enterprise Services Professional
e (Certificate - Level | — Integrated Services Professional
e Certificate - Level | -- Integrated Services Technician
e OSA - Entry-Level Network Support Technician
e ESC- Enhanced Network Professional
= Infrastructure Track - with Cisco focus
e Certificate - Level Il - Enterprise Network Professional
e Certificate - Level | - Enterprise Network Field-Support Technician
e Certificate - Level | - Computer Networking Support Technician (CCNA)
e OSA - Entry-Level Network Support Technician
= Systems Track — with Microsoft focus
e Certificate - Level Il - Enterprise Systems Professional
e C(Certificate - Level | - Enterprise Systems Technician
e C(Certificate - Level | - Computer Networking Technology Software (MCSA)
e OSA - Entry-Level Network Support Technician
e ESC- Enhanced Network Professional
O Program Terminations
=  Computer Networking Technology
=  Cisco Systems Computer Networking Technology
= Convergence Technology
0 New Courses
= |TCC 1314, ITCC 1340, ITCC 2312, ITCC 2313, ITCC 2341, ITCC 2354, ITCC 2355,
ITCC 2356, ITMT 1371, ITMT 1372, ITMT 1373, ITMT 1374, ITMT 2304, ITMT
2305, ITNW 1351, ITNW 2376, ITSC 1342
O Revised Courses
= ITNW 1370, ITNW 2375, ITSY 2300
0 Kathy presented the extensive changes and how they came about. She explained that
Convergence Technology was included in these changes to more clearly demonstrate its
connection to Computer Networking. Numerous Local Need courses have been
converted to new WECM courses. Remaining Local Need courses have been updated or
renewed.
0 The paperwork for these changes is expected to be sent out the next day. The deadline
for the electronic vote on this program was scheduled for March 17.

Deans’ Liaison Report
e All faculty who teach Dual Credit courses are encouraged to report grades in Canvas. There have
been some questions on the part of Principals and Superintendents, and this would simplify the

process.
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The deans are working on a fillable syllabus template to standardize all syllabi across the college.
This new template would move the instructor’s information to the first page.

Faculty Council Report

Board Members have been invited to the next Faculty Council meeting to answer submitted
guestions, and everyone is encouraged to come to what is expected to be an informative
meeting.

CAB Business

Status of CAB Recommendations - All recommendations are still in process.

February 10 Meeting Minutes — The minutes were approved as corrected with one edit.
Curriculum Quick Guide — A document explaining the language and requirements for curriculum
levels was distributed as a reference. This document will be available on the Curriculum
Website.

Chair-Elect — Kerry went over the Chair/Chair-elect procedure. It is time for members to
consider if they are interested in becoming Chair. The request was made that anyone interested
let Kerry, Kathleen, and Karen know by the end of March.

Deans Carter and Cooksey were asked to place new CAB appointments on the Deans’ April 20
meeting agenda.

Meeting Change — Because of the catalog deadline, there was a request to move the April
meeting from the 7% to the 21°.

The meeting adjourned at 3:45.

The next meeting is April 21.

O
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COLLIN COLLEGE
COURSE SYLLABUS

Course Information

Course Number: ITNW 1370
Course Title: Cloud+ Computing Essentials

Course Description: A study of the main cloud computing principles, concepts, and architecture from a
technical and an enterprise perspective in terms of moving to and governing the three types of cloud
environments (private, public and hybrid). Lab required.

Course Credit Hours: 3
Lecture Hours: 2
Lab Hours: 3

Prerequisite: ITCC 1371 or ITNW 1358

Student Learning Outcomes: Upon successful completion of this course, students will:

1. Demonstrate understanding of common terms and definitions of cloud computing by providing
examples.

2. Characterize Cloud Services in terms of the relationship between cloud computing and virtualization.

3. Distinguish between the different types of clouds, including SaasS, laaS, and PaaS by giving
examples of each.

4. Recognize the similarities and differences between cloud computing and outsourced cloud services in
terms of: Scalability, Security, Hardware Independence, Variable Costs, Time to Market and
Distribution over the Internet.

5. Explain technical challenges and risk for cloud computing and methods to mitigate them for: Cloud
Storage, Application Performance, Data Integration, and Security.

6. Explain and identify the issues associated with integrating cloud computing into an organization’s
existing compliance risk and regulatory framework: Security, Legal, Compliance, and Privacy Risks.

Withdrawal Policy: See the current Collin Registration Guide for last day to withdraw.

Collin College Academic Policies: See the current Collin Student Handbook.

Americans with Disabilities Act Statement: Collin College will adhere to all applicable federal, state and
local laws, regulations and guidelines with respect to providing reasonable accommodations as required
to afford equal educational opportunity. It is the student’s responsibility to contact the ACCESS office,

SCC- D140 or 972.881.5898 (V/TTD: 972.881.5950) to arrange for appropriate accommodations. See the
current Collin Student Handbook for additional information.

Fall 2017 Revised









COLLIN COLLEGE
COURSE SYLLABUS

Course Information

Course Number: ITSY 2300

Course Title: Operating System Security

Course Description: Safeguard computer operating systems by demonstrating server support skills and
designing and implementing a security system. Identify security threats and monitor network security
implementations. Use best practices to configure operating systems to industry security standards. Lab
required.

Course Credit Hours: 3

Lecture Hours: 2
Lab Hours: 2

Prerequisite: ITNW 1358 or ITMT 1371 AryHFCCHIFMT o FNW-course-orconsent-of Program-Director:

Student Learning Outcomes:
e State-mandated Outcomes: Upon successful completion of this course, students will:

1.
2.

3.

4.
5.

Identify network security risks, security design, and monitoring solutions.

Identify sources of computer threats, evaluate potential practices, tools, and technologies to protect
individual network systems.

Establish and sustain an operating system security plan utilizing systems and application security
tools.

Implement procedures to secure and monitor audit logs and set system administrator alerts.

Develop an organizational operating system security plan that provides for periodic reviews of security
policies, procedures, authorized users list, and software update patches.

Withdrawal Policy: See the current Collin Registration Guide for last day to withdraw.

Collin College Academic Policies: See the current Collin Student Handbook.

Americans with Disabilities Act Statement: Collin College will adhere to all applicable federal, state and
local laws, regulations and guidelines with respect to providing reasonable accommodations as required
to afford equal educational opportunity. It is the student’s responsibility to contact the ACCESS office,
SCC-D140 or 972.881.5898 (V/TTD: 972.881.5950) to arrange for appropriate accommodations. See the
current Collin Student Handbook for additional information.

Fall 2017 Revised









AAS - Computer Networking
Data Technologies Track with LAN/WAN focus CIP 11.0901

60 credit hours

Many ITCC, ITMT, ITNW , and ITSY courses are offered in eight-week express sessions

FIRST YEAR

First Semester Lec Lab Ext Cont Credit

ITNW 1358 Network+ 2 3 0 80 3

ITCC 1314 CCNA 1: Introduction to Networks 2 3 0 80 3

ITCC 1340 CCNA 2: Routing and Switching Essentials 2 3 0 80 3

ITNW 1370 Cloud + Computing Fundamentals 2 3 0 80 3

GEN ED Mathematics General Education Course 3 1 0 64 3
Total Hours 11 13 0 384 15

Second Semester Lec Lab Ext Cont Credit

ITNW 1351 Fundamentals of Wireless LANS 2 3 0 80 3

ITCC 2312 CCNA 3: Scaling Networks (Preferred elective*; see other options*) 2 3 0 80 3

Security Course ITCC 2341 CCNA Security or ITSY 1300 Fundamentals of Security 2 2 0 64 3

ITSC 1316 Linux Installation and Configuration 2 2 0 64 3

ITcc . 2313 CCNA 4: Connecting Networks (Preferred elective; see other options*) 2 3 0 80 3
Total Hours 10 13 0 368 15

SECOND YEAR

First Semester Lec Lab Ext Cont Credit

ITSY 2300 Operating System Security 2 2 0 64 3

ENGL 1301 Composition | 3 1 0 64 3

ITMT 1373  Networking with Windows Server 2016 2 3 0 80 3

SPCH 1321 Business and Professional Communication * 3 0 0 48 3

ITMT 1372 Installation, Storage and Computing with Windows Server 2016 2 3 0 80 3
Total Hours 12 9 0 336 15

Second Semester Lec Lab Ext Cont  Credit

ITNW 2373 Information Storage Management (EMC) 2 3 0 80 3

VmWare vSphere: Installation, Configuration and Management
ITNW 2375 (Capstone) 2 3 0 80 3
Advanced Topics in Computer Networking and Telecommunications

ITNW 2376 (Capstone) 2 3 0 80 3

GEN ED Humanities / Fine Arts Course 3 0 0 48 3

GEN ED Social / Behaviorial Sciences Course 3 0 0 48 3
Total Hours 12 9 0 336 15

GRAND TOTAL 1424 60

* Electives (6 credit hours) Note

CPMT 1305 IT Essentials I: PC Hardware and Software Recommended for students with limited IT

ITCC 2312 CCNA 3: Scaling Network Recommended in conjunction with ITCC 2313 C

ITCC 2313 CCNA 4: Connecting Networks Recommended in conjunction with ITCC 2312 C

ITSC 1342  Shell Programming New to meet industry demand

Any ITCC, ITNW, ITMT, or ITSY course not listed above.

Note: ITCC 2312 (CNNA 3) and ITCC 2313 (CCNA 4) --or the CCNA professional certification-- are prerequisites for the CCNP courses in the concurrent
or postgraduate Enhanced Skills Certificate, but are not part of the Data Services degree track--unless they are selected as electives.

Stackable Credentials - Data Technologies_3.15.17 rev-1.xIsx3/21/2017









Proposed Curriculum Outline

AAS - Computer Networking - Infrastructurewith Cisco focus CIP 11.0901
60 credit hours

Many ITCC, ITMT, ITNW (except ITNW 2374), and ITSY courses are offered in eight-week express sessions.

FIRST YEAR
First Semester Lec Lab Ext Cont Credit
ITNW 1358 Network+ 2 3 0 80 3
ITCC 1314 CCNA 1: Introduction to Networks 2 3 0 80 3
ITCC 1340 CCNA 2: Routing and Switching Essentials 2 3 0 80 3
ITNW 1351 Fundamentals of Wireless LANS 2 3 0 80 3
GEN ED Mathematics General Education Course * 3 1 0 64 3
Total Hours 11 13 0 384 15
Second Semester Lec Lab Ext Cont Credit
ENGL 1301 Composition | 3 1 0 64 3
ITCC 2341 CCNA Security 3 2 0 80 3
ITCC 2312 CCNA 3: Scaling Networks 2 3 0 80 3
ITCC 2313 CCNA 4: Connecting Networks 2 3 0 80 3
Elective* 2 2 0 64 3
Total Hours 12 11 0 368 15
SUMMER Lec Lab Ext Cont Credit
GEN ED Social / Behaviorial Sciences General Education Course 2 3 0 0 48 3
GEN ED Humanities / Fine Arts General Education Course * 3 0 0 48 3
6 0 0 96 6
SECOND YEAR
First Semester Lec Lab Ext Cont Credit
ITCC 2354 CCNP R&S ROUTE 2 3 0 80 3
ITCC 2355 CCNP R&S SWITCH 2 3 0 80 3
ITMT 1372 Installation, Storage and Computing with Windows Server 2016 2 3 0 80 3
ITSY 2300 Operating Systems Security 2 2 0 64 3
Total Hours 8 11 0 304 12
Second Semester Lec Lab Ext Cont Credit
ITCC 2356 CCNP R&S TSHOOT (Capstone) 2 3 0 80 3
SPCH 1321 Business and Professional Communication * 3 0 0 48 3
ITMT 1373 Networking with Windows Server 2016 2 3 0 80 3
Elective* 2 2 0 64 3
Total Hours 9 8 0 272 12
GRAND TOTAL 1424 60
* Electives (6 credit hours) Note
CPMT 1305 IT Essentials I: PC Hardware and Software Recommended for students with limited IT
ITCC 2312 CCNA 3: Scaling Network Recommended in conjunction with ITCC 2313 CC
ITCC 2313 CCNA 4: Connecting Networks Recommended in conjunction with ITCC 2312 CC
ITSC 1342 Shell Programming New to meet industry demand

Any ITCC, ITNW, ITMT, or ITSY course not listed above.

Note: ITCC 2312 (CNNA 3) and ITCC 2313 (CCNA 4) --or the CCNA professional certification-- are prerequisites for the CCNP

or any ITCC, ITMT, ITNW, or ITSY course not listed in the degree plan.

Stackable Credentials _CN_Infrastructure_Cisco_3.3.17.xIsx3/21/2017









Computer Networking Degree with Tracks:

The mission of the Computer Networking — Systems AAS program at Collin is to prepare graduates capable of designing and installing secure network
systems based on customer requirements, monitor and maintain network traffic and security, and maintain network hardware and software with a focus
on Microsoft Windows Server technology.

The mission of the Computer Networking - Infrastructure AAS degree program -is to prepare graduates capable of designing and installing secure
network systems based on customer requirements, monitor and maintain network traffic and security, and maintain network hardware and software with
a focus of hands-on experience with Cisco networking equipment.

The mission of the Computer Networking - Data Technologies AAS degree program -is to prepare graduates capable of designing and installing secure
network systems based on customer requirements, monitor and maintain network traffic and security, and maintain network hardware and software with
a broad overview of how IT is deployed within and across organizations.








Computer Networking Program - Core Outcomes

1. Demonstrate the skills necessary to plan and implement, and troubleshoot small to medium-sized business networks across a range of applications.
(ITNW 1358- Network+, ITCC 1314-CCNA 1, ITCC 1340-CCNA 2)

2. Demonstrate Cybersecurity policy proficiency skills by successfully developing a security policy for operating systems in a small business to medium-sized business. (ITSY

2300- Operating System Security)

3. Demonstrate proficiency in installing and configuring, and administering a Windows Server (ITMT 1372 - Installation, Storage and Computing with Windows Server, 1373 —

Networking with Windows Server 2016)

Systems Track Outcomes
Results expected in this program track

Infrastructure Track Outcomes
Results expected in this program track

Data Technologies Track Outcomes
Results expected in this program track

4. Demonstrate proficiency in planning, configuring,
implementing, and maintaining a server infrastructure.
(ITSC 1316-Linux, ITMT 1374 — Identify with Windows
2016 Server, ITMT 2305 - Designing and Implementing a
Server Infrastructure, 2304 — Implementing an
Advanced Server Infrastructure)

4. Demonstrate proficiency in configuration,
implementation, maintenance, and troubleshooting of
enterprise-level routing and switching methodologies.
(ITCC 2312— CCNA3, ITCC 2313- CCNA4, ITCC 2354-
CCNP R&S ROUTE, ITCC 2355- CCNP R&S SWITCH, ITCC
24756- CCNP TSHOOT).

4. Demonstrate proficiency in cloud computing
concepts, concerns, and implementations, and
management of data storage (ITNW 1370 — Cloud+,
ITNW 2373 — Information Storage Management)

5. Demonstrate Cybersecurity policy proficiency skills by
successfully implementing a multi-layered security
policy for a small business to medium-sized business.
(ITSY 1300 — Security+)

5. Demonstrate competence in building secure
networks in both a wireless and a wired environment,
including appropriate antennae structures and wireless
design specifications, and configuring VPNs and
firewalls. (ITNW 1351-Wireless LANSs, ITCC 2341 —CCNA
Security)

5. Demonstrate proficiency in installation and
configuration of Linux operating systems and
virtualization environments. (ITSC 1316-Linux, ITNW
2375 - VMWare vSphere)

6. Demonstrate competence in building secure
networks in a wireless environment, including
appropriate antennae structures and wireless design
specifications, (ITNW 1351-Wireless LANs)
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O ™ Program: Computer Networking

COLLIN Program cIP: 11.0901 Effective Term: Fall 2017
COLLEGE

Rationale:

Program Revisions — Convergence, Computer Networking Technology and CISCO Systems Computer Networking Technology programs will be combined into one by creating three
tracks under Computer Networking. The THECB wants curriculum to prepare a student broadly for entry level employment in a discipline and would like the program title to convey
basic skills and knowledge generally expected by the student, the employer, and the general public. Convergence had low enroliment due to poor name recognition; Data Technologies
better communicates its focus. Coursework in CISCO and Computer Networking Technology undergo annual review to keep the curriculum current with vendor requirements for
certification preparation. In the past, most cutting edge courses have not been available in WECM and required developing Local Need Courses. However, several course shells have
now been prepared in WECM to accommodate these fast changing curriculum areas. These WECM courses have been used in lieu of the Local Need Courses in the program revision
proposal. Faculty have reviewed the coursework to align with industry standards, vendor standards, and O*NET competencies.

e Program Revisions — Combining the three programs into one by creating three tracks under Computer Networking

*  AAS — Computer Networking

= Data Technologies Track with Lan/Wan focus

- Certificate - Level II - Enterprise Services Professional

- Certificate - Level I - Data Services Professional

- Certificate - Level I - Enterprise Services Technician

- OSA - Entry-Level Network Support Technician

- ESC - Enhanced Network Professional

= Infrastructure Track - with Cisco focus

- Certificate - Level II - Enterprise Network Professional

- Certificate - Level I - Enterprise Network Field-Support Technician

- Certificate - Level I - Computer Networking Support Technician (CCNA)

- OSA - Entry-Level Network Support Technician

= Systems Track — with Microsoft focus

- Certificate - Level II - Enterprise Systems Professional

- Certificate - Level I - Enterprise Systems Technician

- Certificate - Level I - Computer Networking Technology Software (MCSA)

- OSA - Entry-Level Network Support Technician

- ESC - Enhanced Network Professional

e Program Terminations

*  Computer Networking Technology

*  Cisco Systems Computer Networking Technology

*  Convergence Technology

e New Courses: ITCC 1314, ITCC 1340, ITCC 2312, ITCC 2313, ITCC 2341, ITCC 2354, ITCC 2355, ITCC 2356, ITMT 1371, ITMT 1372, ITMT 1373, ITMT 1374, ITMT 2304, ITMT 2305, ITNW 1351, ITNW 2376, ITSC 1342

e Course Revisions: TTNW 1370, ITNW 2375, ITSY 2300

Rev 9.30.15
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1. Foundation Skills
a. Basic skills: A worker must read, write, perform arithmetic
and i ions, listen, and speak ively.
{F1) Reading: locate, understand, and interpret writte
information in prose and in documents such as manuals, X x| x| x| x X x| x| x| x| x| x| x X x| x| x| x| x| x X x| x| x| x| x| x
graphs, and schedules;
(F2) Writing: Thoughts, ideas, information,
and messages in writing; and create documents such as
letters, directions, manuals, reports, graphs, and flow X X X X|X XX X X|X XX
charts;
{F3) Arithmetic and (¢ perform
basic computations and approach practical problems by
choosing appropriately from a variety of mathematical XXX x| X XX XX X X)X |X X XXX x| X XX XX Qx| X
(F4) Listening: receive, attend to, interpret, and respond
to verbal messages and other cues; X| XX x|x x| X X | X X Xx|X X X XX X XX X | X | X XX
(F5) Speaking: organize ideas and communicate orally. X | X | X X| X XX X XX X[ XX | X | X)X x| X
(b) Thinking Skills: A worker must think creatively, make
decisions, solve problems, visualize, know how to learn, and
reason effectively.
(F6) Creative Thinking: generate new ideas; X X X | x x| x X
(F7) Decision Making: specify goals and constraints and
generate alternatives,consider risks, and evaluate and X x| x| x| x X X x| x| x| x X x| x| x| x X | X
choose the best alternative;
(F8) Problem Solving: recognize problems and devise and
: plan of action; X[ X | X[ X]X XX | X[ X[ X]|X[X]X X[ X | X[ X]|X]|X[X X[ X| XX
(F9) Visualize ("Seeing Things in the Mind's Eye"):
organize and process pictures, graphs, objects, and other X x| x| x| x X x| x| x| x| x| x| x X x| x| x| x| x X | x| x| x
information; symbols,
{F10) Knowing How to Learn: use efficient learning
techniques to acquire and apply new knowledge and X x| x| x| x X x| x| x| x| x| x| x X x| x| x| x| x| x X
skills;
(F11) Reasoning: discover a rule or principle underlying
the relationship between two or more objects and apply X x| x| x| x X x| x| x| x| x| x| x X x| x| x| x| x| x X | x| x
it when solving a problem.
(c) Personal Qualities: A worker must display responsibility, self
esteem, sociability, self integrity, and honesty.
(F12) Responsibility: exert a high level of effort and
persevere toward goal attainment; X | XX x|xX X[ X XX XX XX X X XX X XX XX
(F13) Self Esteem: believe in one's own self worth and
maintain a positive view of oneself; X| x| X X X[ x| x| x|x X X[ X[ X[ x| x|X X
{F14) Sociability: demonstrate understanding,
fri ility, empathy, and in X | X | XX X | X[ XX X | X[ X X X[ X[ X]|X]|X]|X
group settings;
(F15) Self assess oneself , set X X X | X X | X X
personal goals, monitor progress, and exhibit self control;
(F16) Integrity and Honesty: choose ethical courses of
. X[ X | X[ X]X XX | X[ X[ X]|X[X]X X[ X | X[ X]|X]|X[X X
action.
2. Workplace Competencies
(a) Resources: A worker must identify, organize, plan,
and allocate resources effectively.
(C1) Time: select goal-relevant activities, rank them, X[ X | X[ X]X X[ X | X[ X]X]|X|[X]X X[ X | X[ X]|X]|X][X
allocate time, and prepare and follow schedules.
(C2) Money: Use or prepare budgets, make
forecasts, keep records, and make adjustments to X X X | X X
meet objectives.
(C3) Material and Facilities: Acquire, store, allocate, X X X | X| X X[ X | X[ X]|X]|X][X
and use materials or space efficiently.
(C4) Human Resources: Assess skills and distribute
work accordingly, evaluate performance and X X X
provide feedback.
(b) Interpersonal Skills: A worker must work with others
effectively.
(C5) Participate as Member of a Team: contribute to x| x| x| x x| x| x| x!|x X X X
group effort.

(C6) Teach Others New Skills. X| X[ XX XX X X X[ X
(C7]Serve‘cllents/Cestomers:worktosatlsfy X X x| x x| x| x| x!|x
customers' expectations.

(C8) Exercise Leadership: communicate ideas to
justify position, persuade and convince others, X X X X
responsibly challenge existing procedures and
policies.
(C9) Negotiate: work toward agreements involving X[ X | X[ X]X X X X
exchange of resources, resolve divergent interests.
(ClO)Workwm.hDlversny:workwe\lwnhmenand x| x| x| x!|x 1 x !l xlxlxlx!x!|x X x| x
women from diverse backgrounds.
(c) Information: A worker must be able to acquire and
use information.
(C11) Acquire and Evaluate Information. X[ x| x| x| Xx XXX X[ X]| X[ X]X X | X| X
|(ClZ)0rganizeandMaintainlnformation. X[ X | X | X]|X XX | X[ X[ X]| X[ X]X X | X| X








|((213) Interpret and Communicate Information.

|(Cl4) Use Computers to Process Information.

(d) Systems: A worker must understand complex
interrelationships.

(C15) Understand Systems: know how social,
organizational, and technological systems work and
operate effectively with them.

(C16) Monitor and Correct Performance: distinguish
trends, predict impacts on system operations,
diagnose deviations in systems' performance and
correct malfunctions.

(C17) Improve or Design Systems: suggest
modifications to existing systems and develop new
or alternative systems to improve performance.

(e) Technology: A worker must be able to work with a
variety of i

(C18) Select Technology: choose procedures, tools
or equipment including computers and related

(C19) Apply Technologies to Task: understand
overall intent and proper procedures for setup and
operation of

(C20) Maintain and Troubleshoot Equipment:
Prevent, identify, or solve problems with
equipment, including computers and other










Stackable Credentials

COMPUTER NETWORKING

With Three Tracks
Data
Technologies
Track &
Systems Systems
Data Infrastructure | Infrastructure Track: Data Track -
All Tracks: | Technologies Data Track: Track: Computer | Systems | Technologies | Infrastructure | Systems Computer Enhanced
Entry-Level Track: Technologies | Computer Enterprise [ Networking [ Track: Track: Track: Track: Nteworking Network
Network Enterprises Track: Networking |Network Field-|Technology | Enterprise | Enterprise Enterprise Enterprise |Technology - | Professional -
Support Services Data Service Support Support Software | Systems Services Network Systems AAS Enhanced
Course Technician [ Technician Professonial | Technician | Technician (MCSA) [Technician| Professional | Professional |Professional| with three Skills
Rubric No. Course Title OSA Cert | Cert | Cert | Cert | Cert | Cert | Cert Il Cert Il Cert Il tracks Cert Il
CPMT 1305 [IT Essentials I: PC Hardware and Software (A+) DIS Elective DIS
Elective 1* D | S DIS
Elective 2** D | S DIS
ENGL 1301 |Composition | DIS
GEN ED Humanities / Fine Arts Course DIS
GEN ED Mathematics Course DIS
GEN ED Social / Behaviorial Sciences Course DIS
ITNW 1358 |Network+ DIS D D | | S S D | S DIS DIS
ITCC 1314 [CCNA 1: Introduction to Networks D | | S D | S DIS
ITCC 1340 [CCNA 2: Routing and Switching Essentials D | | S D | S DIS
ITCC 2312 [CCNA 3: Scaling Networks | | |
ITCC 2313 |CCNA 4: Connecting Networks | | |
ITCC 2354 [CCNP R & S ROUTE | |
ITCC 2355 |CCNP R & S SWITCH | |
ITCC 2341 |CNNA Security | | | | |
ITCC 2356 |CCNP R & S TSHOOT | |
ITMT 1371 |Configuring and Supporting Microsoft Windows 10 D S S D S D, S
ITMT 1372 |[Installation, Storage and Computing with Windows Server 2016 D S S D | S DIS
ITMT 1373 [Networking with Windows Server 2016 D S S D | S X
ITMT 1374 |Identity with Windows Server 2016 Services S S S DIS
ITMT 2304 [Implementing An Advanced Server Infrastructure S S
ITMT 2305 |Designing and Implementing A Server Infrastructure S S
ITNW 1351 [Fundamentals of Wireless LANs | D | DI
ITNW 1370 [Cloud + Computing Fundamentals D D D D
ITNW 2373 |Information Storage Management (EMC) D D D
ITNW 2375 |VmWare vSphere: Installation, Configuration and Management D D D
ITSC 1316 [Linux Installation and Configuration D S D,S
ITSY 1300 [Fundementals of Information Security+ DIS S S Elective DIS
ITSY 2300 |Operating Systems Security D | D | S DIS
SPCH 1321 |Business and Professional Communication DIS
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OSA - Entry-Level Network Support Technician CIP 11.0901
9 credit hours

Many CPMT, EECT, ITCC, ITMT, ITNW (except ITNW 2374), and ITSY courses are offered in eight-week express sessions.

FIRST YEAR

First Semester Lec Lab Ext Cont Credit

CPMT 1305 IT Essentials I: PC Hardware and Software 2 3 0 80 3

ITNW 1358  Network+ 2 3 0 80 3

ITSY 1300 Fundamentals of Information Security 2 3 0 80 3
Total Hours 6 9 0 240 9









ESC- Enhanced Network Professional CIP 11.0901
9 credit hours

Many ITCC courses are offered in eight-week express sessions.

FIRST YEAR

First Semester Lec Lab Ext Cont Credit

ITCC 2354 CCNP R&S ROUTE 2 3 0 80 3

ITCC 2355 CCNP R&S SWITCH 2 3 0 80 3

ITCC 2356 CCNP R&S TSHOOT 2 2 0 64 3
Total Hours 6 8 0 224 9

Note: CNNA 3 and CCNA 4 --or the CCNA professional certification-- are prerequisites for the CCNP courses,
but are not part of the Data Services degree track--unless they are selected as electives.









Certificate - Data Services Professional CIP 11.0901
18 credit hours

Many CPMT, EECT, ITCC, ITMT, ITNW (except ITNW 2374), and ITSY courses are offered in eight-week express sessions.

FIRST YEAR
First Semester Lec Lab Ext Cont Credit
ITNW 1358 Network+ 2 3 0 80 3
ITNW 1370 Cloud+ Computing Fundamentals 2 3 0 80 3
ITMT 1372 Installation, Storage and Computing with Windows Server 2016 2 3 0 80 3
Total Hours 6 9 0 240 9
Second Semester Lec Lab Ext Cont Credit
ITMT 1373 Networking with Windows Server 2016 2 3 0 80 3
ITNW 2373 Information Storage Management (EMC) 2 3 0 80 3
ITNW 2375 VmWare vSphere: Installation, Configuration and Management (Capstone) 2 3 0 80 3
Total Hours 6 9 0 240 9

GRAND TOTAL 480 18









Certificate Il - Enterprise Services Professional CIP 11.0¢
45 credit hours

Many ITCC, ITMT, ITNW (except ITNW 2374), and ITSY courses are offered in eight-week express sessions

FIRST YEAR
First Semester Lec Lab Ext Cont
ITNW 1358 Network+ 2 3 0 80
ITCC 1314 CCNA 1 Introduction to Networks 2 3 0 80
ITCC 1340 CCNA 2 - Routing and Switching Essentials 2 3 0 80
ITNW 1370 Cloud + Computing Fundamentals 2 3 0 80
Total Hours 8 12 0 320
Second Semester Lec Lab Ext Cont
ITSY 2300 Operating System Security 2 2 0 64
ITMT 1372 Installation, Storage and Computing with Windows Server 2016 2 3 0 80
ITCC* 2312 CCNA 3: Scaling Networks (Preferred elective; see other options*) 2 3 0 80
ITCC* 2313 CCNA 4: Connecting Networks (Preferred elective; see other options*) 2 3 0 80
Total Hours 8 11 0 304
SECOND YEAR
First Semester Lec Lab Ext Cont
Security Course ITCC 2341 CCNA Security or ITSY 1300 Fundamentals of Security 2 2 0 64
ITNW 1351 Fundamentals of Wireless LANS 2 3 0 80
ITSC 1316 Linux Installation and Configuration 2 2 0 64
ITMT 1373 Networking with Windows Server 2016 2 3 0 80
Total Hours 6 8 0 224
Second Semester Lec Lab Ext Cont
ITNW 2373 Information Storage Management (EMC) 2 3 0 80
ITNW 2375 VmWare vSphere: Installation, Configuration and Management 2 3 0 80
Advanced Topics in Computer Networking and Telecommunications
ITNW 2376 (Capstone) 2 3 0 80
Total Hours 6 9 0 240
GRAND TOTAL 1088
* Electives (6 credit hours) Note
CPMT 1305 IT Essentials I: PC Hardware and Software Recommended for students with limited IT exper
ITCC 2312 CCNA 3: Scaling Network Recommended in conjunction with ITCC 2313 C
ITCC 2313 CCNA 4: Connecting Networks Recommended in conjunction with ITCC 2312 C

Any ITCC, ITNW, ITMT, or ITSY course not listed above.

Note: ITCC 2312 (CCNA 3) and ITCC 2313 (CCNA 4) --or the CCNA professional certification-- are prerequisites for the CCNP courses in the
concurrent or postgraduate Enhanced Skills Certificate, but are not part of the Data Services degree track--unless they are selected as electives.
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Certificate - Enterprise Services Technician CIP 11.0901
18 credit hours

Many CPMT, EECT, ITCC, ITMT, ITNW (except ITNW 2374), and ITSY courses are offered in eight-week express sessions.

FIRST YEAR
First Semester Lec Lab Ext Cont Credit
ITNW 1358 Network+ 2 3 0 80 3
ITCC 1314 CCNA 1 Introduction to Networks 2 3 0 80 3
ITCC 1340 CCNA 2 - Routing and Switching Essentials 2 3 0 80 3
Total Hours 6 9 0 240 9
Second Semester Lec Lab Ext Cont Credit
ITSY 2300 Operating System Security 2 2 0 64 3
ITNW 1351 Fundamentals of Wireless LANs (Capstone) 2 3 0 80 3
ITNW 1370 Cloud+ Computing Fundamentals 2 3 0 80 3
Total Hours 6 8 0 224 9

GRAND TOTAL 464 18









COLLIN COLLEGE

COURSE SYLLABUS

Course Information

Course Number: ITCC 1340
Course Title: CCNA 2: Routing and Switching Essentials

Course Description: This course describes the architecture, components, and operation of routers, and explains the
principles of routing and routing protocols. Students analyze, configure, verify, and troubleshoot the primary routing
protocols and OSPF. Recognize and correct common routing issues and problems. Model and analyze routing
processes. This course also provides an in-depth understanding of how switches operate and are implemented in the
LAN environment for small and large networks. This course describes the architecture, components, and operation of
switches, and explains the principles of switching, VLANs and Inter-VLAN routing. The essentials of security, address
translation and DHCP are also described.

Course Credit Hours: 3
Lecture Hours: 2
Lab Hours: 3

Prerequisite: ITCC 1314

Student Learning Outcomes: Upon successful completion of this course, students will be able to:
1.) Describe the purpose, nature, and operations of a router.
2.) Describe the purpose and nature of routing tables.
3.) Describe the purpose and procedure of configuring static routes.
4.) Describe the basis features and concepts of switching and VLANS.
5.) Configure and verify basic security including
6.) Design and implement a classless IP addressing scheme for a given network.
7.) Describe the basis features and concepts of link-state routing protocols.
8.) Configure and verify basic single area OSPF, basic NAT and DHCP operations in a small routed network.

Secretary’s Commission on the Acquisition of Necessary Skills (SCANS) - SCANS skills are a group of foundational
skills and workplace competencies that the Secretary’s Commission on the Acquisition of Necessary Skills
established as vitally important for workplace success in the 215t century. In Collin’s workforce programs, the
SCANS skills are developed and reinforced throughout the curriculum to provide students with an opportunity to
hone these skills/competencies in the context of their education. Over the course of an entire degree program, the
successful student is expected to demonstrate all of the SCANS skills and competencies as part of their education.
The SCANS Foundation Skills and Workplace Competencies are described
at: http://www.collin.edu/academics/programs/\Workforce SCANS_Skills_Syllabi Code Key.pdf

Withdrawal Policy: See the current Collin Registration Guide for last day to withdraw.
Collin College Academic Policies: See the current Collin Student Handbook.

Americans with Disabilities Act Statement: Collin College will adhere to all applicable federal, state and local laws,
regulations and guidelines with respect to providing reasonable accommodations as required to afford equal
educational opportunity. It is the student’s responsibility to contact the ACCESS office, SCC-D140 or 972.881.5898
(V/TTD: 972.881.5950) to arrange for appropriate accommodations. See the current Collin Student Handbook for
additional information.




http://www.collin.edu/academics/programs/Workforce_SCANS_Skills_Syllabi_Code_Key.pdf







COLLIN COLLEGE COURSE SYLLABUS

Course Information

Course Number: ITCC 2312
Course Title: CCNA 3: Scaling Networks

Course Description: This course covers the architecture, components, and operations of routers and switches in larger
and more complex networks. Students learn how to configure routers and switches using advanced protocols. This
course helps students develop an in-depth understanding of how switches operate and are implemented in the LAN
environment for small and large networks, how routers operate and are implemented in the LAN environment for small
and large networks. Detailed explanations of LAN switch operations, Rapid Spanning Tree Protocol (RSTP), router
operations, DHCP, Link Aggregation, EIGRP, Multi-Area OSPF, and IOS File Management and wireless network
operations. Analyze, configure, verify, and troubleshoot RSTP, DHCP, Link Aggregation, EIGRP, Multi-Area OSPF
and wireless networks.

Course Credit Hours: 3
Lecture Hours: 2
Lab Hours: 3

Prerequisite: ITCC 1340

Student Learning Outcomes: Upon successful completion of this course, students will be able to:
1.) Identify and correct common network problems at layers 1, 2, 3, and 7 using a layered model approach.
2.) Select the appropriate media, cables, ports, and connectors to connect switches to other devices and hosts.
3.) Perform and verify initial switch configuration tasks including remote access management.
4.) Configure, verify, and troubleshoot RSTP, DHCP, Link Aggregation, EIGRP, Multi-Area OSPF.
5.) Verify network status and switch operation using basic utilities (ping, traceroute, telnet, SSH, arp, ipconfig).
6.) ldentify and describe the purpose of the components in a small wireless network.

Secretary’s Commission on the Acquisition of Necessary Skills (SCANS) - SCANS skills are a group of foundational
skills and workplace competencies that the Secretary’s Commission on the Acquisition of Necessary Skills established
as vitally important for workplace success in the 215t century. In Collin’s workforce programs, the SCANS skills are
developed and reinforced throughout the curriculum to provide students with an opportunity to hone these
skills/competencies in the context of their education. Over the course of an entire degree program, the successful
student is expected to demonstrate all of the SCANS skills and competencies as part of their education. The SCANS
Foundation Skills and Workplace Competencies are described
at: http://www.collin.edu/academics/programs/Workforce SCANS_Skills_Syllabi _Code_Key.pdf

Withdrawal Policy: See the current Collin Registration Guide for last day to withdraw.
Collin College Academic Policies: See the current Collin Student Handbook.

Americans with Disabilities Act Statement: Collin College will adhere to all applicable federal, state and local laws,
regulations and guidelines with respect to providing reasonable accommodations as required to afford equal
educational opportunity. It is the student’s responsibility to contact the ACCESS office, SCC-D140 or 972.881.5898
(V/TTD: 972.881.5950) to arrange for appropriate accommodations. See the current Collin Student Handbook for
additional information.




http://www.collin.edu/academics/programs/Workforce_SCANS_Skills_Syllabi_Code_Key.pdf







COLLIN COLLEGE

COURSE SYLLABUS

Course Information

Course Number: ITCC 2313
Course Title: CCNA 4: Connecting Networks

Course Description: This course explains WAN technologies and network services required by converged applications
in a complex network; enables students to understand the selection criteria of network devices and WAN technologies
to meet network requirements. It also describes the principles of traffic control, Borderless Networks, Virtualization,
Collaboration, Tunneling, IPSec VPN, Syslog Operation, SNMP Operation and provides an overview of the services
and protocols at the data link layer for wide-area access. Describes user access technologies and devices and
discover how to implement and configure Point-to-Point Protocol (PPP), Point-to-Point Protocol over Ethernet
(PPPoE), DSL, and Frame Relay. WAN security concepts, tunneling, and VPN basics are introduced. Discuss the
special network services required by converged applications and an introduction to quality of service (Qo0S).

Course Credit Hours: 3
Lecture Hours: 2
Lab Hours: 3

Prerequisite: ITCC 2312

Student Learning Outcomes: Upon successful completion of this course, students will be able to:
1.) Describe the impact of applications (Voice Over IP and Video Over IP) on a network.
2.) Implement configure, verify, and troubleshoot Collaboration Tunneling, IPSec VPN, Syslog Operation, and SNMP
Operation.
3.) Describe DSL, Borderless Networks and Virtualization.
4.) Configure and verify a basic WAN serial connection.
5.) Configure and verify Frame Relay and PPP on Cisco routers
6.) Describe VPN technology (importance, benefits, role, impact, components).

Secretary’s Commission on the Acquisition of Necessary Skills (SCANS) - SCANS skills are a group of foundational
skills and workplace competencies that the Secretary’'s Commission on the Acquisition of Necessary Skills
established as vitally important for workplace success in the 215t century. In Collin’s workforce programs, the SCANS
skills are developed and reinforced throughout the curriculum to provide students with an opportunity to hone these
skills/competencies in the context of their education. Over the course of an entire degree program, the successful
student is expected to demonstrate all of the SCANS skills and competencies as part of their education. The SCANS
Foundation Skills and Workplace Competencies are described
at: http://www.collin.edu/academics/programs/Workforce SCANS_Skills_Syllabi Code Key.pdf

Withdrawal Policy: See the current Collin Registration Guide for last day to withdraw.
Collin College Academic Policies: See the current Collin Student Handbook.

Americans with Disabilities Act Statement: Collin College will adhere to all applicable federal, state and local laws,
regulations and guidelines with respect to providing reasonable accommodations as required to afford equal
educational opportunity. It is the student’s responsibility to contact the ACCESS office, SCC-D140 or 972.881.5898
(V/TTD: 972.881.5950) to arrange for appropriate accommodations. See the current Collin Student Handbook for
additional information.




http://www.collin.edu/academics/programs/Workforce_SCANS_Skills_Syllabi_Code_Key.pdf







COLLIN COLLEGE COURSE SYLLABUS

Course Information

Course Number: ITCC 2341
Course Title: CCNA Security

Course Description: The Cisco CCNA Security curriculum is taken in preparation for the Implementing Cisco 10S
Network Security (IINS) Certification Exam (640-453) leading to the Cisco CCNA Security Certification. The course
develops knowledge and skills in overall security processes with particular emphasis on hands-on skills in the
following areas: security policy design and management; security technologies, products, and solutions; and secure
router design, installation, configuration, and maintenance; AAA and VPN implementation using routers and firewalls.
Additionally, through in-class lecture and lab sections, expertise is developed in Protocol Sniffers/Analyzers, TCP/IP
and common desktop utilities, Cisco 10S software, Cisco VPN clients, and Packet Tracer (PT).

Course Credit Hours: 3
Lecture Hours: 2
Lab Hours: 3

Prerequisites: ITCC 1340 or CCENT (ICND1) Certification and consent of Associate Dean
Student Learning Outcomes: Upon course completion the students will be able to perform the following tasks:

1. Describe the security threats facing modern network infrastructures, secure Cisco routers.

2. Implement AAA on Cisco routers using local router databases and external servers.

3. Mitigate threats to Cisco routers and networks using ACL’s, implement secure network management and
reporting, mitigate common Layer 2 attacks.

4. Implement the Cisco IOS Firewall feature set.

5. Implement the Cisco IOS IPS feature set.

6. Implement site-to-site IPSec VPN'’s.

Secretary’s Commission on the Acquisition of Necessary Skills (SCANS) - SCANS skills are a group of foundational
skills and workplace competencies that the Secretary’s Commission on the Acquisition of Necessary Skills
established as vitally important for workplace success in the 215t century. In Collin’s workforce programs, the SCANS
skills are developed and reinforced throughout the curriculum to provide students with an opportunity to hone these
skills/’competencies in the context of their education. Over the course of an entire degree program, the successful
student is expected to demonstrate all of the SCANS skills and competencies as part of their education. The SCANS
Foundation Skills and Workplace Competencies are described
at: http://www.collin.edu/academics/programs/Workforce SCANS_Skills_Syllabi Code_Key.pdf

Withdrawal Policy: See the current Collin Registration Guide for last day to withdraw.
Collin College Academic Policies: See the current Collin Student Handbook.

Americans with Disabilities Act Statement: Collin College will adhere to all applicable federal, state and local laws,
regulations and guidelines with respect to providing reasonable accommodations as required to afford equal
educational opportunity. It is the student’s responsibility to contact the ACCESS office, SCC-D140 or 972.881.5898
(V/TTD: 972.881.5950) to arrange for appropriate accommodations. See the current Collin Student Handbook for
additional information.




http://www.collin.edu/academics/programs/Workforce_SCANS_Skills_Syllabi_Code_Key.pdf







COLLIN COLLEGE COURSE SYLLABUS

Course Information

Course Number: ITCC 2354
Course Title: CCNP R&S ROUTE

Course Description: How to implement, monitor, and maintain routing services in an enterprise network. How to
plan, configure, and verify the implementation of complete enterprise LAN and WAN routing solutions using a
range of routing protocols in IPv4 and IPv6 environments. Configuration of secure routing solutions to support
branch offices and mobile workers. Lab required.

Course Credit Hours: 3
Lecture Hours: 2
Lab Hours: 3

Prerequisite: ITCC 2313 or CCNA Certification and consent of the Associate Dean

Student Learning Outcomes: Upon successful completion of this course, students will be able to do the following:
1. Explain TCP operations, UDP operations, Cisco Express Forwarding (CEF) concepts, IPv6 Network

Address Translation, complex network requirements and design models for implementing advanced routing

services in an enterprise network.

Implement RIP, RIPng, EIGRP and OSPF for IPv4 and IPv6 enterprise networks.

Exchange routing information between interior gateway protocols.

Implement various mechanisms for controlling routing updates and traffic.

Implement BGP to allow an enterprise network to connect to an ISP.

Describe DMVPN (single hub) and Easy Virtual Networking (EVN), basic implementation for branch office

and mobile worker connectivity.)

7. Implement IPv6 in an enterprise network.

oukwn

Secretary’s Commission on the Acquisition of Necessary Skills (SCANS) - SCANS skills are a group of foundational
skills and workplace competencies that the Secretary’s Commission on the Acquisition of Necessary Skills established
as vitally important for workplace success in the 215t century. In Collin’s workforce programs, the SCANS skills are
developed and reinforced throughout the curriculum to provide students with an opportunity to hone these
skills/competencies in the context of their education. Over the course of an entire degree program, the successful
student is expected to demonstrate all of the SCANS skills and competencies as part of their education. The SCANS
Foundation Skills and Workplace Competencies are described
at: http://www.collin.edu/academics/programs/Workforce  SCANS_Skills_Syllabi Code Key.pdf

Withdrawal Policy: See the current Collin Registration Guide for last day to withdraw.
Collin College Academic Policies: See the current Collin Student Handbook.

Americans with Disabilities Act Statement: Collin College will adhere to all applicable federal, state and local
laws, regulations and guidelines with respect to providing reasonable accommodations as required to afford
equal educational opportunity. It is the student’s responsibility to contact the ACCESS office, SCC-D140 or
972.881.5898 (V/TTD: 972.881.5950) to arrange for appropriate accommodations. See the current Collin
Student Handbook for additional information.




http://www.collin.edu/academics/programs/Workforce_SCANS_Skills_Syllabi_Code_Key.pdf







COLLIN COLLEGE

COURSE SYLLABUS

Course

Course Number: ITCC 2355
Course Title: CCNP R&S SWITCH

Course Description: How to implement, monitor, and maintain switching in converged enterprise campus networks.
How to plan, configure, and verify the implementation of complex enterprise switching solutions. How to secure
integration of VLANs, WLANSs, voice and video into campus networks. Lab required.

Course Credit Hours: 3
Lecture Hours: 2
Lab Hours: 3

Prerequisite: ITCC 2313 or CCNA Certification and consent of the Associate Dean

Student Learning Outcomes: Upon successful completion of this course, students will be able to do the following:
Implement, monitor, and maintain switching in an enterprise campus network.

Implement appropriate spanning tree protocols in campus networks.

Implement VLANS in campus networks.

Configure and optimize high availability and redundancy on switches.

Describe and implement LAN security features and Chassis Virtualization and Aggregation Technologies.
Plan and prepare for advanced services in a campus infrastructure.

oukrwnE

Secretary’s Commission on the Acquisition of Necessary Skills (SCANS) - SCANS skills are a group of foundational
skills and workplace competencies that the Secretary’s Commission on the Acquisition of Necessary Skills established
as vitally important for workplace success in the 215t century. In Collin’s workforce programs, the SCANS skills are
developed and reinforced throughout the curriculum to provide students with an opportunity to hone these
skills/competencies in the context of their education. Over the course of an entire degree program, the successful
student is expected to demonstrate all of the SCANS skills and competencies as part of their education. The SCANS
Foundation Skills and Workplace Competencies are described
at: http://www.collin.edu/academics/programs/Workforce SCANS_Skills_Syllabi_Code_Key.pdf

Withdrawal Policy: See the current Collin Registration Guide for last day to withdraw.
Collin College Academic Policies: See the current Collin Student Handbook.

Americans with Disabilities Act Statement: Collin College will adhere to all applicable federal, state and local
laws, regulations and guidelines with respect to providing reasonable accommodations as required to afford
equal educational opportunity. It is the student’s responsibility to contact the ACCESS office, SCC-D140 or
972.881.5898 (V/TTD: 972.881.5950) to arrange for appropriate accommodations. See the current Collin
Student Handbook for additional information.




http://www.collin.edu/academics/programs/Workforce_SCANS_Skills_Syllabi_Code_Key.pdf







COLLIN COLLEGE

COURSE SYLLABUS

Course

Course Number: ITCC 2356
Course Title: CCNP R&S TSHOOT

Course Description: How to monitor and maintain complex, enterprise and switched IP networks. Skills learned
include the planning and execution of regular network maintenance, as well as support and troubleshooting
using technology-based processes and best practices based on systematic and industry recognized
approaches. Lab required.

Course Credit Hours: 3
Lecture Hours: 2
Lab Hours: 3

Prerequisites: ITCC 2354 and ITCC 2355 or consent of the Associate Dean

Student Learning Outcomes: Upon successful completion of this course, students will be able to do the following:
1. Monitor, maintain, and troubleshoot a complex network
2. Plan and document the most common maintenance functions in complex enterprise networks.
3. Develop a troubleshooting process to identify and solve problems in complex enterprise network
4. Select tools that best support specific troubleshooting and maintenance process in large, complex enterprise
networks.
Practice maintenance procedures and fault resolution in switched and routed environments
Troubleshoot IPv4 addressing services, IPv6 routing issues, network infrastructure services, network
performance issues on routers and switches, and Chassis Virtualization and Aggregation Technologies.
7. Practice maintenance procedures and fault resolution in a secure infrastructure.

ou

Secretary’s Commission on the Acquisition of Necessary Skills (SCANS) - SCANS skills are a group of foundational
skills and workplace competencies that the Secretary’s Commission on the Acquisition of Necessary Skills established
as vitally important for workplace success in the 215t century. In Collin’s workforce programs, the SCANS skills are
developed and reinforced throughout the curriculum to provide students with an opportunity to hone these
skills/lcompetencies in the context of their education. Over the course of an entire degree program, the successful
student is expected to demonstrate all of the SCANS skills and competencies as part of their education. The SCANS
Foundation Skills and Workplace Competencies are described
at: http://www.collin.edu/academics/programs/Workforce  SCANS Skills_Syllabi Code Key.pdf

Withdrawal Policy: See the current Collin Registration Guide for last day to withdraw.
Collin College Academic Policies: See the current Collin Student Handbook.

Americans with Disabilities Act Statement: Collin College will adhere to all applicable federal, state and local
laws, regulations and guidelines with respect to providing reasonable accommodations as required to afford
equal educational opportunity. It is the student’s responsibility to contact the ACCESS office, SCC-D140 or
972.881.5898 (V/TTD: 972.881.5950) to arrange for appropriate accommodations. See the current Collin
Student Handbook for additional information.




http://www.collin.edu/academics/programs/Workforce_SCANS_Skills_Syllabi_Code_Key.pdf







COLLIN COLLEGE
COURSE SYLLABUS

Course Information

Course Number: ITCC 1314
Course Title: CCNA 1: Introduction to Networks

Course Description: This course covers networking architecture, structure, and functions; introduces the
principles and structure of IP addressing and the fundamentals of Ethernet concepts, media, and operations to
provide a foundation for the curriculum. Additionally, describes the use of OSI and TCP layered models to
examine the nature and roles of protocols and services at the applications, network, data link, and physical
layers. Covers the principles and structure of IP addressing and the fundamentals of Ethernet concepts, media,
and operations. Explains IPv6 Network Addresses, Design Considerations for IPv6, Managing 10S
Configuration Files, and Integrated Routing Services. Students build simple LAN topologies by applying basic
principles of cabling; perform basic configurations of network devices, including routers and switches; and
implementing IP addressing schemes. Lab required.

Note: This course is intended for students that have had some computer networking exposure. While the
course does not have a pre-requisite, students without any experience in Computer Network Engineering are
strongly encouraged to take Network+ before CCNA 1.

Course Credit Hours: 3
Lecture Hours: 2
Lab Hours: 3

Student Learning Outcomes:
e State-mandated Outcomes: Upon successful completion of this course, students will:
1. Build simple LANSs.
2. Perform basic configuration on routers and switches.
3. Implement IP addressing schemes.
e Additional Collin Outcomes: Upon successful completion of this course, students will:
1. Identify and describe internet architecture, structure, functions, components, and models
2. Describe the use of OSI and TCP layered models;
3. ldentify and describe the nature and roles of protocols and services at the application, network, data link,
and physical layers;
4. Describe principles and structure of IP addressing and the fundamentals of Ethernet concepts, media, and
operations;
5. Implement IPv6 network addresses, design considerations for IPv6, managing |IOS configuration files, and
Integrated Routing Services, and build simple LAN topologies by applying basic principles of cabling,
device configuration, and IP subnetting.

Withdrawal Policy: See the current Collin Registration Guide for last day to withdraw.

Collin College Academic Policies: See the current Collin Student Handbook.

Americans with Disabilities Act Statement: Collin College will adhere to all applicable federal, state and local
laws, regulations and guidelines with respect to providing reasonable accommodations as required to afford
equal educational opportunity. It is the student’s responsibility to contact the ACCESS office, SCC-G200 or

972.881.5898 (V/TTD: 972.881.5950) to arrange for appropriate accommodations. See the current Collin
Student Handbook for additional information.

Fall 2017 New









COLLIN COLLEGE

COURSE SYLLABUS

Course Information

Course Number: ITMT 1371
Course Title: Configuring and Supporting Microsoft Windows 10 (70-680)

Course Description: Addresses the implementation and desktop support needs of customers that are planning to deploy and
support Microsoft Windows 10 in a variety of stand-alone and network operating system environments. In-depth, hands-on
training for Information Technology (IT) professionals responsible for the planning, implementation, management, and
support of Windows 10.

Course Credit Hours: 3
Lecture Hours: 2
Lab Hours: 2

Prerequisite: ITNW 1358 or consent of the Associate Dean
Student Learning Outcomes: Upon successful completion of this course, students will be able to do the following:

1. Install Windows 10 cleanly including upgrading to Windows 10 from previous versions of Windows, and migrating
user profiles to Windows 10.

2. Deploy Windows 10 including capturing a system image, preparing a system image for deployment, deploying a
system image, and configuring a VHD

3. Configure hardware and applications including configuring devices, configuring application compatibility, configuring
application restrictions, and configuring Internet Explorer.

4. Configure network connectivity including configuring IPv4 network settings, configuring IPv6 network settings,
configuring networking settings, and configuring Windows Firewall including configuring remote management.

5. Configure Access to Resources including configuring shared resources, configuring file and folder access,
configuring user account control (UAC), configuring authentication and authorization, and configuring BranchCache.

6. Configure Mobile Computing including configuring BitLocker and BitLocker To Go, configuring Direct Access,
configuring mobility options, and configuring remote connections

7. Monitor and maintain systems that run Windows 10 including configuring updates to Windows 10, managing disks,
monitoring systems, and configuring performance settings.

8. Configure Backup and Recovery Options including configuring backup, configuring system recovery options, and
configuring file recovery options.

Secretary’s Commission on the Acquisition of Necessary Skills (SCANS) - SCANS skills are a group of foundational skills
and workplace competencies that the Secretary’s Commission on the Acquisition of Necessary Skills established as vitally
important for workplace success in the 215 century. In Collin’s workforce programs, the SCANS skills are developed and
reinforced throughout the curriculum to provide students with an opportunity to hone these skills/competencies in the context
of their education. Over the course of an entire degree program, the successful student is expected to demonstrate all of the
SCANS skills and competencies as part of their education. The SCANS Foundation Skills and Workplace Competencies are
described at: http://www.collin.edu/academics/programs/Workforce SCANS_Skills_Syllabi Code Key.pdf

Withdrawal Policy: See the current Collin Registration Guide for last day to withdraw.
Collin College Academic Policies: See the current Collin Student Handbook.

Americans with Disabilities Act Statement: Collin College will adhere to all applicable federal, state and local laws,
regulations and guidelines with respect to providing reasonable accommodations as required to afford equal educational
opportunity. It is the student’s responsibility to contact the ACCESS office, SCC-D140 or 972.881.5898 (V/TTD:
972.881.5950) to arrange for appropriate accommodations. See the current Collin Student Handbook for additional
information.

Spring 2014
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COLLIN COLLEGE

COURSE SYLLABUS

Course Information

Course Number: ITMT 1372
Course Title: Installation, Storage, and Computing with Windows Server 2016
Course Description: A course in Windows Server 2016 installation

Course Credit Hours: 3
Lecture Hours: 2
Lab Hours: 3

Prerequisite: ITNW 1358 or ITCC 1314

Student Learning Outcomes: Upon completion of the course the student will be able to: Install Windows Servers in host
and compute environments, Implement Storage Solutions, implement Hyper-V, Implement Windows Containers,
implement high availability, Maintain and monitor server environments (MS 70-740)

Install Windows Servers in host and compute environments,

Implement storage solutions,

Implement Hyper-V

Implement Windows Containers,

Implement Windows Containers

Implement high availability

Maintain and monitor server environments

Nodh~wNE

Secretary’s Commission on the Acquisition of Necessary Skills (SCANS) - SCANS skills are a group of foundational
skills and workplace competencies that the Secretary’s Commission on the Acquisition of Necessary Skills
established as vitally important for workplace success in the 215t century. In Collin’s workforce programs, the
SCANS skills are developed and reinforced throughout the curriculum to provide students with an opportunity to
hone these skills/competencies in the context of their education. Over the course of an entire degree program, the
successful student is expected to demonstrate all of the SCANS skills and competencies as part of their education.
The SCANS Foundation Skills and Workplace Competencies are described at:
7http://www.collin.edu/academics/programs/Workforce SCANS_Skills_Syllabi_Code_Key.pdf

Withdrawal Policy: See the current Collin Registration Guide for last day to withdraw.
Collin College Academic Policies: See the current Collin Student Handbook.

Americans with Disabilities Act Statement: Collin College will adhere to all applicable federal, state and local laws,
regulations and guidelines with respect to providing reasonable accommodations as required to afford equal
educational opportunity. It is the student’s responsibility to contact the ACCESS office, SCC-D140 or 972.881.5898
(V/TTD: 972.881.5950) to arrange for appropriate accommodations. See the current Collin Student Handbook for
additional information.

Fall 2015
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COLLIN COLLEGE

COURSE SYLLABUS

Course Information

Course Number: ITMT 1373
Course Title: Networking with Windows Server 2016

Course Description: A course in Windows Server 2016 networking including Implementing Domain Name System
(DNS), Implementing DHCP, Implementing IP Address Management (IPAM), Implementing network connectivity and
remote access solutions, implementing core and distributed network solutions, Implementing an advanced network
infrastructure, Preparation options (MS 70-741)

Course Credit Hours: 3
Lecture Hours: 2
Lab Hours: 3

Prerequisite: ITMT 1372

Student Learning Outcomes: Upon completion of this course the student will be able to:
Implement Domain Name System (DNS)

Implement DHCP

Implement IP Address Management (IPAM)

Implement network connectivity and remote access solutions

Implement core and distributed network solutions

Implement an advanced network infrastructure

Preparation options

NogokrwhE

Secretary’s Commission on the Acquisition of Necessary Skills (SCANS) - SCANS skills are a group of foundational
skills and workplace competencies that the Secretary’s Commission on the Acquisition of Necessary Skills
established as vitally important for workplace success in the 215t century. In Collin’s workforce programs, the
SCANS skills are developed and reinforced throughout the curriculum to provide students with an opportunity to
hone these skills/competencies in the context of their education. Over the course of an entire degree program, the
successful student is expected to demonstrate all of the SCANS skills and competencies as part of their education.
The SCANS Foundation Skills and Workplace Competencies are described at:
7http://www.collin.edu/academics/programs/Workforce SCANS_Skills_Syllabi_Code_Key.pdf

Withdrawal Policy: See the current Collin Registration Guide for last day to withdraw.
Collin College Academic Policies: See the current Collin Student Handbook.

Americans with Disabilities Act Statement: Collin College will adhere to all applicable federal, state and local laws,
regulations and guidelines with respect to providing reasonable accommodations as required to afford equal
educational opportunity. It is the student’s responsibility to contact the ACCESS office, SCC-D140 or 972.881.5898
(V/TTD: 972.881.5950) to arrange for appropriate accommodations. See the current Collin Student Handbook for
additional information.

Fall 2015




http://www.collin.edu/academics/programs/Workforce_SCANS_Skills_Syllabi_Code_Key.pdf







COLLIN COLLEGE
COURSE SYLLABUS

Course Information

Course Number: ITMT 1374
Course Title: ldentity with Windows Server 2016

Course Description: Install and configure Active Directory Domain Services (AD DS), manage
and maintain AD DS, create and manage Group Policy, implement Active Directory
Certificate Services (AD CS), implement identity federation and access solutions (MS 70-
742). Lab required.

Course Credit Hours: 3
Lecture Hours: 2
Lab Hours: 3

Prerequisite: ITMT 1372

Student Learning Outcomes: Upon successful completion of this course, students will:
Install and configure Active Directory Domain Services (AD DS).

Manage and maintain AD DS.

Create and manage Group Policy.

Implement Active Directory Certificate Services (AD CS).

Implement identity federation and access solutions.

ardPE

Withdrawal Policy: See the current Collin Registration Guide for last day to withdraw.
Collin College Academic Policies: See the current Collin Student Handbook.

Americans with Disabilities Act Statement: Collin College will adhere to all applicable
federal, state and local laws, regulations and guidelines with respect to providing reasonable
accommodations as required to afford equal educational opportunity. It is the student’s
responsibility to contact the ACCESS office, SCC-D140 or 972.881.5898 (V/TTD:
972.881.5950) to arrange for appropriate accommodations. See the current Collin Student
Handbook for additional information.

Fall 2017 New









COLLIN COLLEGE

COURSE SYLLABUS

Course Information

Course Number: ITMT 2304

Course Title: Implementing an Advanced Server Infrastructure

Course Description: A course in implementing an Advanced Server Infrastructure including management and
maintenance of a server infrastructure, planning and implementation of a highly available enterprise infrastructure,
planning and implementation of a server virtualization infrastructure, and design and implementation of identity and
access solutions. (MS 70-414)

Course Credit Hours: 3

Lecture Hours: 2

Lab Hours: 3

Prerequisite: ITMT 1372

Student Learning Outcomes: Upon completion of this course the student will be able to:

1.
2.

oo
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Describe an enterprise data center

Plan and implement a server virtualization strategy using System Center 2012, plan and implement the network
and storage infrastructure required to deploy a virtualized server infrastructure and plan and deploy virtual
machines on Windows Hyper-V

Plan and implement a virtualization administration solution by using System Center 2012

Plan and implement a server monitoring strategy using the Windows Server 2012 tools and using Microsoft
System Center 2012 - Operations

Plan and implement an application and a file services infrastructure that is highly available

Plan and implement a highly available server infrastructure by using the failover clustering features in Windows
Server 2012

Plan and implement a business continuity strategy in a Windows Server 2012 environment

Plan and implement a PKI deployment, and plan and implement a certificate management solution

Plan and implement an AD FS server deployment and claims aware application access

. Plan and implement Dynamic Access Control, Workplace Join and Work Folders
. Plan and implement an AD RMS deployment, plan and manage AD RMS templates and access, and plan and

implement external access to AD RMS services

Secretary’s Commission on the Acquisition of Necessary Skills (SCANS) - SCANS skills are a group of foundational
skills and workplace competencies that the Secretary’s Commission on the Acquisition of Necessary Skills
established as vitally important for workplace success in the 215t century. In Collin’s workforce programs, the
SCANS skills are developed and reinforced throughout the curriculum to provide students with an opportunity to
hone these skills/competencies in the context of their education. Over the course of an entire degree program, the
successful student is expected to demonstrate all of the SCANS skills and competencies as part of their education.
The SCANS Foundation Skills and Workplace Competencies are described at:
7http://www.collin.edu/academics/programs/Workforce SCANS_Skills Syllabi Code Key.pdf

Withdrawal Policy: See the current Collin Registration Guide for last day to withdraw.

Collin College Academic Policies: See the current Collin Student Handbook.

Americans with Disabilities Act Statement: Collin College will adhere to all applicable federal, state and local laws,
regulations and guidelines with respect to providing reasonable accommodations as required to afford equal
educational opportunity. It is the student’s responsibility to contact the ACCESS office, SCC-D140 or 972.881.5898
(V/TTD: 972.881.5950) to arrange for appropriate accommodations. See the current Collin Student Handbook for
additional information.

Fall 2015









COLLIN COLLEGE

COURSE SYLLABUS

Course Information

Course Number: ITMT 2305
Course Title: Designing and Implementing a Server Infrastructure

Course Description: A course in designing and implementing a Server Infrastructure including planning and deployment
of a server infrastructure, design and implementation of network infrastructure services, design and implementation
of network access services, design and implementation of an Active Directory infrastructure (logical), and design and
implementation of an Active Directory infrastructure (physical). (MS 70-413)

Course Credit Hours: 3
Lecture Hours: 2
Lab Hours: 3

Prerequisite: ITMT 2370
Student Learning Outcomes: Upon completion of this course the student will be able to:

1. Plan server upgrade and migration, plan and implement a server deployment strategy and plan and deploy
servers by using System Center 2016 R2 Virtual Machine Manager (VMM)

Design and maintain an IP configuration and address management solution

Design and implement name resolution, an AD DS forest and domain infrastructure, an AD DS organizational unit
(OU) infrastructure

Design and implement a Group Policy Object (GPO) strategy)

Design and implement an AD DS physical topology

Plan and implement storage and file services

Design and implement network protection

Design and implement remote access services

w N
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Secretary’s Commission on the Acquisition of Necessary Skills (SCANS) - SCANS skills are a group of foundational
skills and workplace competencies that the Secretary’s Commission on the Acquisition of Necessary Skills
established as vitally important for workplace success in the 215t century. In Collin’s workforce programs, the
SCANS skills are developed and reinforced throughout the curriculum to provide students with an opportunity to
hone these skills/competencies in the context of their education. Over the course of an entire degree program, the
successful student is expected to demonstrate all of the SCANS skills and competencies as part of their education.
The SCANS Foundation Skills and Workplace Competencies are described at:
7http://www.collin.edu/academics/programs/Workforce. SCANS_Skills_Syllabi Code Key.pdf

Withdrawal Policy: See the current Collin Registration Guide for last day to withdraw.
Collin College Academic Policies: See the current Collin Student Handbook.

Americans with Disabilities Act Statement: Collin College will adhere to all applicable federal, state and local laws,
regulations and guidelines with respect to providing reasonable accommodations as required to afford equal
educational opportunity. It is the student’s responsibility to contact the ACCESS office, SCC-D140 or 972.881.5898
(V/TTD: 972.881.5950) to arrange for appropriate accommodations. See the current Collin Student Handbook for
additional information.

Fall 2015
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COLLIN COLLEGE

COURSE SYLLABUS

Course Information

Course Number: ITNW 1351
Course Title: Fundamentals of Wireless LANs

Course Description: Design, plan, implement, operate, and troubleshoot Wireless Local Area Networks
(WLANS). Includes WLAN design, installation, and configuration; and WLAN security issues and vendor
interoperability strategies.

Course Credit Hours: 3
Lecture Hours: 2
Lab Hours: 3

Student Learning Outcomes:
e State-mandated Outcomes: Upon successful completion of this course, students will:
1. Explain wireless technologies, topographies, and standards
2. Design, install, configure, monitor, maintain, and troubleshoot wireless networks
3. Implement wireless security using encryption, MAC filtering, Authentication, Authorization, and
802.1x technologies.

Secretary’s Commission on the Acquisition of Necessary Skills (SCANS) - SCANS skills are a group of
foundational skills and workplace competencies that the Secretary’s Commission on the Acquisition of
Necessary Skills established as vitally important for workplace success in the 21 century. In Collin’s
workforce programs, the SCANS skills are developed and reinforced throughout the curriculum to provide
students with an opportunity to hone these skills/competencies in the context of their education. Over the
course of an entire degree program, the successful student is expected to demonstrate all of the SCANS
skills and competencies as part of their education. The SCANS Foundation Skills and Workplace
Competencies are described at:
http://www.collin.edu/academics/programs/Workforce SCANS_Skills_Syllabi Code Key.pdf

Withdrawal Policy: See the current Collin Registration Guide for last day to withdraw.
Collin College Academic Policies: See the current Collin Student Handbook.

Americans with Disabilities Act Statement: Collin College will adhere to all applicable federal, state and
local laws, regulations and guidelines with respect to providing reasonable accommodations as required to
afford equal educational opportunity. It is the student’s responsibility to contact the ACCESS office, SCC-
D140 or 972.881.5898 (V/TTD: 972.881.5950) to arrange for appropriate accommodations. See the current
Collin Student Handbook for additional information.




http://www.collin.edu/academics/programs/Workforce_SCANS_Skills_Syllabi_Code_Key.pdf
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COLLIN COLLEGE
COURSE SYLLABUS

Course Information

Course Number: ITNW 2375
Course Title: VMware vSphere: Installation, Configuration, and Management

Course Description: A study of Virtualization in computer network technology. The course covers the
installation, configuration, and management of VMware vSphere, which consists of VMware vSphere
ESXi and VMware vCenter Server. Lab required.

Course Credit Hours: 3
Lecture Hours: 2
Lab Hours: 3

Prerequisites: ITCC 1374 and ITMT 2371, or consent of Associate Dean

Student Learning Outcomes: Upon successful completion of this course, students will:
Install and configure ESXi.

Install and configure vCenter Server components.

Use vCenter Server to configure and manage ESXi networking and storage.
Deploy, manage, and migrate virtual machines.

Manage user access to the VMware infrastructure.

Use vCenter Server to monitor resource usage.

Use vCenter Server to increase scalability.

Use VMware vSphere® Update Manager™ to apply ESXi patches.

Use vCenter Server to manage higher availability and data protection.

CoNoRrWNE

Withdrawal Policy: See the current Collin Registration Guide for last day to withdraw.
Collin College Academic Policies: See the current Collin Student Handbook.

Americans with Disabilities Act Statement: Collin College will adhere to all applicable federal, state
and local laws, regulations and guidelines with respect to providing reasonable accommodations as
required to afford equal educational opportunity. It is the student’s responsibility to contact the
ACCESS office, SCC- D140 or 972.881.5898 (V/TTD: 972.881.5950) to arrange for appropriate
accommodations. See the current Collin Student Handbook for additional information.

Fall 2017 Revised









COLLIN COLLEGECOURSE SYLLABUS

Course Information

Course Number: ITNW 2376
Course Title: Advanced Topics in Computer Systems Networking and Collaborative Technologies

Course Description:
This course assimilates leading edge skills, knowledge, and advances in technologies relevant to the

local industry needs.

Course Credit Hours: 3
Lecture Hours: 2
Lab Hours: 3

Student Learning Outcomes: Upon successful completion of this course, students will be able to:
1.) Describe telecommunications basics and VOIP protocols
2.) Describe principles of interaction of sensors, mobility, and connected devices.
3.) Design a project management approach to resolve a current IT issue.

Secretary’s Commission on the Acquisition of Necessary Skills (SCANS) - SCANS skills are a group
of foundational skills and workplace competencies that the Secretary’s Commission on the Acquisition
of Necessary Skills established as vitally important for workplace success in the 21 century. In Collin’s
workforce programs, the SCANS skills are developed and reinforced throughout the curriculum to
provide students with an opportunity to hone these skills/competencies in the context of their education.
Over the course of an entire degree program, the successful student is expected to demonstrate all of
the SCANS skills and competencies as part of their education. The SCANS Foundation Skills and
Workplace Competencies are described at:
http://www.collin.edu/academics/programs/Workforce SCANS_Skills_Syllabi Code Key.pdf

Withdrawal Policy: See the current Collin Registration Guide for last day to withdraw.
Collin College Academic Policies: See the current Collin Student Handbook.

Americans with Disabilities Act Statement: Collin College will adhere to all applicable federal, state
and local laws, regulations and guidelines with respect to providing reasonable accommodations as
required to afford equal educational opportunity. It is the student’s responsibility to contact the
ACCESS office, SCC-G200 or 972.881.5898 (V/TTD: 972.881.5950) to arrange for appropriate
accommodations. See the current Collin Student Handbook for additional information.









COLLIN COLLEGE
COURSE SYLLABUS

Course Information

Course Number: ITSC 1342
Course Title: Shell Programming

Course Description: Reading, writing, and debugging shell scripts. Development of scripts to
automate frequently executed sequences of commands. Covers conditional logic, user
interaction, loops, and menus to enhance the productivity and effectiveness of the user.
Intended for programmers who are familiar with operating environments and reading and
writing various shell scripts. Lab required.

Course Credit Hours: 3
Lecture Hours: 2
Lab Hours: 3

Prerequisite: ITCC 1314

Student Learning Outcomes:

o State-mandated Outcomes: Upon successful completion of this course, students will:
Identify local and environmental variables and shell meta-characters.

Use regular expressions.

Identify the exit status variable for shell scripts.

Select appropriate commands to be utilized with script production.

Design solutions for system tasks.

Use loops, conditional statements, and case constructs in script construction.

ogkrwNE

Withdrawal Policy: See the current Collin Registration Guide for last day to withdraw.
Collin College Academic Policies: See the current Collin Student Handbook.

Americans with Disabilities Act Statement: Collin College will adhere to all applicable
federal, state and local laws, regulations and guidelines with respect to providing reasonable
accommaodations as required to afford equal educational opportunity. It is the student’s
responsibility to contact the ACCESS office, SCC-D140 or 972.881.5898 (V/TTD:
972.881.5950) to arrange for appropriate accommodations. See the current Collin Student
Handbook for additional information.

Fall 2017 New









Certificate 1 - Computer Networking Support Technician (CCNA) CIP 11.0901
18 credit hours

Many ITCC, ITMT, ITNW (except ITNW 2374), and ITSY courses are offered in eight-week express sessions.

FIRST YEAR
First Semester Lec Lab Ext Cont Credit
ITNW 1358 Network+ 2 3 0 80 3
ITCC 1314 CCNA 1: Introduction to Networks 2 3 0 80 3
ITCC 1340 CCNA 2 : Routing and Switching Essentials 2 3 0 80 3
Total Hours 6 9 0 240 9
Second Semester Lec Lab Ext Cont Credit
ITCC 2312 CCNA 3: Scaling Networks (Capstone) 2 3 0 80 3
ITCC 2313 CCNA 4: Connecting Networks 2 3 0 80 3
ITCC 2341 CCNA Security 3 2 0 80 3
Total Hours 7 8 0 240 9

GRAND TOTAL 480 18









Certificate 1 - Enterprise Network Field-Support Technician

18 credit hours

Many ITCC, ITMT, ITNW, and ITSY courses are offered in eight-week express sessions.

FIRST YEAR

First Semester
ITNW 1358
ITCC 1314
ITCC 1340

Second Semester

ITNW 1351
ITCC 2341
ITSY 2300

Network+
CCNA 1: Introduction to Networks
CCNA 2: Routing and Switching Essentials

Fundamentals of Wireless LANS
CCNA Security (Capstone)
Operating System Security

Total Hours

Total Hours

GRAND TOTAL

Lec Lab Ext
2 3 0
2 3 0
2 3 0
6 9 0
Lec Lab Ext
2 3 0
3 2 0
2 2 0
7 7 0







CIP 11.0901

Cont Credit

80 3
80 3
80 3
240 9
Cont Credit
80 3
80 3
64 3
224 9

464 18









Certificate Level Il - Enterprise Network Professional CIP 11.0901
45 credit hours
Many ITCC, ITMT, ITNW (except ITNW 2374), and ITSY courses are offered in eight-week express sessions.
FIRST YEAR
First Semester Lec Lab Ext Cont Credit
ITNW 1358 Network+ 2 3 0 80 3
ITCC 1314 CCNA 1: Introduction to Networks 2 3 0 80 3
ITCC 1340 CCNA 2: Routing and Switching Essentials 2 3 0 80 3
ITNW 1351 Fundamentals of Wireless LANS 2 3 0 80 3
Total Hours 8 12 0 320 12
Second Semester Lec Lab Ext Cont Credit
ITCC 2341 CCNA Security 3 2 0 80 3
ITCC 2312 CCNA 3: Scaling Networks 2 3 0 80 3
ITCC 2313 CCNA 4: Connecting Networks 2 3 0 80 3
Elective* 2 2 0 64 3
Total Hours 6 8 0 224 12
SECOND YEAR
First Semester Lec Lab Ext Cont Credit
ITCC 2354 CCNP R&S ROUTE 2 3 0 80 3
ITCC 2355 CCNP R&S SWITCH 2 3 0 80 3
ITMT 1372 Installation, Storage and Computing with Windows Server 2016 2 3 0 80 3
ITSY 2300 Operating Systems Security 2 2 0 64 3
Total Hours 23 29 0 832 12
Second Semester Lec Lab Ext Cont Credit
ITCC 2356 CCNP R&S TSHOOT (Capstone) 2 3 0 80 3
ITMT 1373 Networking with Windows Server 2016 2 3 0 80 3
Elective* 2 2 0 64 3
Total Hours 6 8 0 224 9
GRAND TOTAL 1600 45

* Electives (6 credit hours): CPMT 1305 (IT Essentials) recommended for students with limited IT experience;
or any ITCC, ITMT, ITNW, or ITSY course not listed in the degree plan.









Proposed Curriculum Qutline

AAS - Computer Networking -- Systemswith Microsoft focus CIP 11.0901
60 credit hours

Many ITCC, ITMT, ITNW (except ITNW 2374), and ITSY courses are offered in eight-week express sessions.

FIRST YEAR
First Semester Lec Lab Ext Cont  Credit
ITNW 1358 Network+ 2 3 0 80 3
ITMT 1371 Configuring and Supporting Microsoft Windows 10 2 2 0 64 3
IT™MT 1372 Installation, Storage and Computing with Windows Server 2016 2 3 0 80 3
ITCC 1314 CCNA 1: Introduction to Networks 2 3 0 80 3
ITCC 1340 CCNA 2: Routing and Switching Essentials 2 3 0 80 3
Total Hours 10 14 0 384 15
Second Semester Lec Lab Ext Cont  Credit
ITMT 1373 Networking with Windows Server 2016 2 3 0 80 3
ITMT 1374 Identity with Windows Server 2016 Services 2 3 0 80 3
ITCC* 2312 CCNA 3: Scaling Networks preferred; see other elective options 2 3 0 80 3
ITSY 1300 Fundamentals of Information Security+ 2 3 0 80 3
ITCC* 2313 CCNA 4: Connecting Networks preferred; see other elective options 2 3 0 80 3
Total Hours 22 32 0 864 15
SUMMER Lec Lab Ext Cont  Credit
GEN ED Social / Behaviorial Sciences Course 3 0 0 48 3
ENGL 1301 Composition | 3 1 0 64 3
Total Hours 6 0 112 6
SECOND YEAR
First Semester Lec Lab Ext Cont  Credit
GEN ED Mathematics Course 3 1 0 64 3
ITSC 1316 Linux Installation and Configuration 2 2 0 64 3
ITSY 2300 Operating System Security 2 2 0 64 3
SPCH 1321 Business and Professional Communication * 3 0 0 48 3
Total Hours 7 4 0 176 12
Second Semester Lec Lab Ext Cont  Credit
ITMT 2305 Designing and Implementing a Server Infrastructure 2 3 0 80 3
ITMT 2304 Implementing an Advanced Server Infrastructure (Capstone) 2 3 0 80 3
GEN ED Humanities / Fine Arts Course 3 0 0 48 3
Elective* 2 2 0 64 3
Total Hours 9 8 0 272 12
GRAND TOTAL 1808 60
* Electives (9 credit hours) Note
CPMT 1305 IT Essentials I: PC Hardware and Software Recommended for students with limited IT experience
ITCC 2312 CCNA 3: Scaling Network Recommended in conjunction with ITCC 2313 CCNA 4
ITCC 2313 CCNA 4: Connecting Networks Recommended in conjunction with ITCC 2312 CCNA 3
ITNW 1351 Fundamentals of Wireless LANs Highly recommended
ITCC 2341 CCNA Security Highly recommended

Any ITCC, ITNW, ITMT, or ITSY course not listed above.

Stackable Credentials_Comp Networking _Systems_MS focus_3.3.17.xIsx3/6/2017









Certificate |- Computer Networking Technology Software (MCSA)

18 credit hours

These courses are offered in eight-week express sessions.

FIRST YEAR

First Semester
ITNW 1358
ITMT 1371
ITMT 1372

Second Semester

ITMT 1373
ITMT 1374
ITSY 1300

Network+
Installation, Storage and Computing with Windows Server 2016
Installing and Configuring Windows Server 2016

Total Hours
Networking with Windows Server 2016
Identity with Windows Server 2016 Services (Capstone)
Fundamentals of Information Security+

Total Hours

GRAND TOTAL
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Certificate Il - Enterprise Systems Professional CIP 11.0901
45 credit hours

Many ITCC, ITMT, ITNW (except ITNW 2374), and ITSY courses are offered in eight-week express sessions.

FIRST YEAR

First Semester Lec Lab Ext Cont Credit

ITNW 1358 Network+ 2 3 0 80 3

ITMT 1371 Installation, Storage and Computing with Windows Server 2016 2 2 0 64 3

ITMT 1372 Installing and Configuring Windows Server 2016 2 3 0 80 3

ITCC 1314 CCNA 1: Introduction to Networks 2 3 0 80 3
Total Hours 8 11 0 304 12

Second Semester Lec Lab Ext Cont  Credit

ITCC 1340 CCNA 2: Routing and Switching Essentials 2 3 0 80 3

ITCC* 2312 CCNA 3: Scaling Networks preferred; see other elective options 2 3 0 80 3

ITMT 1373 Networking with Windows Server 2016 2 3 0 80 3

ITSY 1300 Fundamentals of Information Security+ 2 3 0 80 3
Total Hours 8 12 0 320 12

SECOND YEAR

First Semester Lec Lab Ext Cont Credit

ITCC* 2313 CCNA 4: Connecting Networks preferred; see other elective options 2 3 0 80 3

ITMT 1374 Identity with Windows Server 2016 Services 2 3 0 80 3

ITSC 1316 Linux Installation and Configuration 2 2 0 64 3
Total Hours 2 2 0 64 9

Second Semester Lec Lab Ext Cont  Credit

ITSY 2300 Operating System Security 2 2 0 64 3

ITMT 2305 Designing and Implementing a Server Infrastructure 2 3 0 80 3

ITMT 2304 Implementing an Advanced Server Infrastructure (Capstone) 2 3 0 80 3

Elective* 2 2 0 64 3
Total Hours 6 8 0 224 12

GRAND TOTAL 912 45

* Electives (6 credit hours) Note

CPMT 1305 IT Essentials |: PC Hardware and Software Recommended for students with limited IT experience

ITCC 2312 CCNA 3: Scaling Network Recommended in conjunction with ITCC 2313 CCNA 4

ITCC 2313 CCNA 4: Connecting Networks Recommended in conjunction with ITCC 2312 CCNA 3

ITCC 2341 CCNA Security Highly recommended

ITNW 1351 Fundamentals of Wireless LANs Highly recommended

Any ITCC, ITNW, ITMT, or ITSY course not listed above.

Note: ITCC 2312 (CNNA 3) and ITCC 2313 (CCNA 4) --or the CCNA professional certification-- are prerequisites for the CCNP courses in the concurrent or postgraduate
Enhanced Skills Certificate, but are not part of the AAS degree track--unless they are selected as electives.









Certificate |- Enterprise Systems Technician CIP 11.0901
24 credit hours

Many ITCC, ITMT, ITNW (except ITNW 2374), and ITSY courses are offered in eight-week express sessions.

FIRST YEAR
First Semester Lec Lab Ext Cont  Credit
ITNW 1358 Network+ 2 3 0 80 3
ITMT 1371 Installation, Storage and Computing with Windows Server 2~ 2 2 0 64 3
ITMT 1372 Installing and Configuring Windows Server 2016 2 3 0 80 3
ITCC 1314 CCNA 1: Introduction to Networks 2 3 0 80 3
Total Hours 8 11 0 304 12
Second Semester Lec Lab Ext Cont Credit
ITCC 1340 CCNA 2: Routing and Switching Essentials 2 3 0 80 3
ITMT 1373 Networking with Windows Server 2016 2 3 0 80 3
ITMT 1374 Identity with Windows Server 2016 Services (Capstone) 2 3 0 80 3
ITSY 1300 Fundamentals of Information Security+ 2 3 0 80 3
Total Hours 8 12 0 320 12

GRAND TOTAL 624 24
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Proposed Curriculum Outline Fall 2017

ARTS, A/V TECHNOLOGY, COMMUNICATIONS CAREER CLUSTER

AAS - Commercial Music

60 credit hours

FIRST YEAR
First Semester
ARTC 1325
MUSB 1305
MUSC 1327
MUSI 1303

Second Semester

Introduction to Computer Graphics
Survey of the Music Business
Audio Engineering | ~
Fundamentals of Music
Total Hours

MUSC 1313 Commercial Music Theory |

MUSC 2427 Audio Engineering Il ~

MUSI 1116 Aural Skills 1*

SPCH 1321 Business and Professional Communication
(See Speech options)

Elective *

Elective *

Total Hours
SECOND YEAR
First Semester
ENGL 1301 Composition |
MUSB 2301 Music Marketing
MUSC 1331 MIDI |
MUSP 1113 Introductory Group Piano | 2
GEN ED Mathematics / Natural Sciences course
Elective *
Total Hours

Second Semester

MUSB 2350
MUSC 1405
MUSC 2355
MUSC 2351
MUSI 1307
MUSP 1114
GEN ED

Commercial Music Project (Capstone) °

Live Sound |

MIBHHE  (moved to elective options)

Audio for Video (moved from elective options)
Introduction to Music Literature *

Introductory Group Piano Il °

Social / Behavioral Sciences course

Total Hours

GRAND TOTAL

~ Taught in eight-week format. Also available in sixteen-week format.

1. Required for Music, Commercial majors
2. May substitute MUSI 1181 or MUSP 1110, with consent of Associate Dean
3. May substitute MUSB 2380, with consent of Associate Dean

N

. Required to fulfill the Humanities / Fine Arts requirement - No course substitutions

CIP 50.1003
Lec Lab Ext Contact Credit
2 4 0 96 3
3 0 0 48 3
3 1 0 64 3
3 0 0 48 3
11 5 0 256 12
Lec Lab Ext Contact Credit
3 0 0 48 3
3 2 0 80 4
1 1 0 32 1
3 0 0 48 3
3 1 0 64 3
3 1 0 64 3
16 5 0 336 17
Lec Lab Ext Contact Credit
3 1 0 64 3
3 0 0 48 3
3 1 0 64 3
1 1 0 32 1
3 1 0 64 3
1 1 0 32 1
14 5 0 304 14
Lec Lab Ext Contact Credit
2 3 0 80 3
3 0 80 4
3 1 0 64 3
3 0 0 48 3
1 1 0 32 1
3 0 0 48 3
15 7 0 352 17
1248 60

5. May substitute MUSI 1182 or MUSP 1110 or MUSP 2235, with consent of Associate Dean

* Elective (minimum of 7 credit hours): If not used in degree requirements: any MUAP, any MUEN, MUSB 1341, MUSB 2345, MUSB 2355, MUSB 2380,
MUSC 1209, MUSC 1321, MUSC 1323, MUSC 1333, MUSC 2313, MUSC 2314, MUSC 2330, MUSC 2345,MUSE-2351; MUSC 2355, MUSC 2356,
MUSC 2403, MUSC 2447, MUSC 2448, MUSC 2453, MUSI 1117, MUSI 1181, MUSI 1182, MUSI 1183, MUSI 1192, MUSI 1310, MUSI 1312, MUSI 2116,

MUSI 2117, MUSI 2181, MUSI 2182, MUSI 2311, MUSI 2312, MUSP 1104, MUSP 1105, MUSP 1110, MUSP 1117, MUSP 1127,
MUSP 1151, MUSP 1153, MUSP 1202, MUSP 2230, MUSP 2233, MUSP 2235, MUSP 2237, or MUSP 2249









Proposed Curriculum Outline Fall 2017

ARTS, A/V TECHNOLOGY & COMMUNICATIONS CAREER CLUSTER

Certificate - Level Il - Music Business CIP 50.1003
33 credit hours

FIRST YEAR
Summer Semester Lec Lab Ext Contact  Credit
MUSB 1305 Survey of the Music Business 3 0 0 48 3
Total Hours 3 0 0 48 3
First Semester Lec Lab Ext Contact  Credit
MUSB 1341 Concert Promotion and Venue Management 3 1 0 64 3
MUSB 2301 Music Marketing 3 0 0 48 3
MUSC 1327 Audio Engineering | 3 1 0 64 3
MUSI 1310 American Music 3 0 0 48 3
SPCH 1321 * Business and Professional Communication 3 0 0 48 3
Total Hours 15 2 0 272 15
Second Semester Lec Lab Ext Contact  Credit
MUSB 2345 Live Music and Talent Management (added lab hour) 3 61 0 48 64 3
MUSB 2350 Commercial Music Project (Capstone) 2 3 0 80 3
MUSC 1331 MIDI | 3 1 0 64 3
Elective * 3 0 0 48 3
Elective * 3 0 0 48 3
Total Hours 14 5 0 304 15
GRAND TOTAL 624 33

* Elective: (6 credit hours) MUSB 2355, MUSB 2380, MUSC 1321, MUSC 1405, MUSC 2355, MUSC 2356, or MUSC 2427









COLLIN COLLEGE

COURSE SYLLABUS

Course Information

Course Number: MUSB 2345
Course Title: Live Music and Talent Management

Course Description: An examination of the role, scope, and activities of the talent manager including
establishing the artist / manager relationship; planning the artist’s career; and developing goals,
strategies, and tactics with an overall view of the live music business. Lab required.

Course Credit Hours: 3
Lecture Hour: 3
Lab Hour: 1

Prerequisite: MUSB 1305

Student Learning Outcomes:
¢ State-mandated Outcomes: Upon successful completion of this course, students will:

1. Design an artist development plan from a management perspective.
2. Describe an overview of the live music industry.
3. Describe the relationship between artist and manager.

Withdrawal Policy: See the current Collin Registration Guide for last day to withdraw.
Collin College Academic Policies: See the current Collin Student Handbook

Americans with Disabilities Act Statement: Collin College will adhere to all applicable federal, state and
local laws, regulations and guidelines with respect to providing reasonable accommodations as required
to afford equal educational opportunity. It is the student’s responsibility to contact the ACCESS office,
SCC-D140 or 972.881.5898 (V/TTD: 972.881.5950) to arrange for appropriate accommodations. See the
current Collin Student Handbook for additional information.

Fall 2017 Rev
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O ™ Program: Music, Commercial Discipline Making Request: Music, Commercial

COLLIN Program CIP: 50.1003 Effective Term: Fall 2017
COLLEGE

Rationale:

AAS - Commercial Music

Replacing MUSC 2355 (MIDI 1) with MUSC 2351 (Audio for Video). During the 2016 WECM workshop, it was learned that peer programs in the state (including Austin and
Houston) were no longer using MIDI |l as part of their degrees. The synchronization learning outcomes in MIDI Il are included with the Audio for Video end-of-course
outcomes. It is believed that more students would benefit in terms of employment from focused work in audio for film as opposed to diving deeper into the creative aspects of
MIDI. The smaller number of students who are more focused on composition and arranging can continue to take MIDI Il and use it as an elective. The Commercial Music
Advisory Committee discussed and supported this change in its August 2016 meeting.

Certificate - Level Il - Music Business

Increasing the contact hours for MUSB 2345 (Live Music and Talent Management) by adding a 1-hour lab to meet the need for additional class time to accomplish end-of-
course outcomes. In addition, increasing the contact hours would allow the course to be run as a "combined course" with MUSB 1341 (Concert Promotion and Venue
Management). These courses complement each other, and both deal with the live music industry, an area which has not suffered from the downturn in CD sales. This contact]
hour change would allow both courses to make each semester, thus allowing more students to graduate. Finally, due to the required Speech course with its Reading/Writing
TSI requirement, this certificate has been reclassified as Level II.

AAS - Commercial Music

MUSC 2355 - MIDI Il (moved to elective options)

MUSC 2351 - Audio for Video (moved from elective options and replaced MUSC 2355 as a required course)

Certificate - Level Il - Music Business (change in contact hours)

MUSB 2345 (added a lab hour)

Rev 9.30.15
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Arts, A/V Technology & Communications Career Cluster

Proposed Curriculum Outline

Communication Design / Video Production
Certificate - Level | # - Video Production
42 credit hours

FIRST YEAR
First Semester
ARTC 1325
ARTS 2348
ARTV 1371
DRAM 2366
MUSC 1327

Second Semester

ARTC
ARTV
FLMC
RTVB

SECOND YEAR

1302
1351
1331
1329 =

First Semester

ARTV
ARTV
MUSC
RTVB

Second Semester

RTVB

1303
2320
2351
2330

2340

Introduction to Computer Graphics
Digital Photography | *

Storyboard and Concept Development
Introduction to Cinema

Audio Engineering |

Digital Imaging |

Digital Video

Video Graphics and Visual Effects |
Scriptwriting

Basic Animation

Team Program Production |
Audio for Video

Film and Video Editing

Portfolio Development (Capstone)

1 May substitute ARTS 2356 or PHTC 1311

Total Hours

Total Hours

Total Hours

Total Hours

Grand Total

CIP 50.0410
Lec Lab Ext Cont Credit
2 4 0 9 3
2 4 0 9 3
2 4 0 9 3
2 3 0 80 3
3 1 0 64 3
1 16 0 432 15
Lec Lab Ext Cont Credit
2 4 0 9 3
2 4 0 9 3
2 4 0 9 3
2 4 0 9 3
8 16 0 384 12
Lec Lab Ext Cont Credit
2 4 0 9 3
2 4 0 9 3
3 1 0 64 3
2 4 0 96 3
9 13 0 352 12
Lec Lab Ext Cont Credit
4 0 9 3
2 4 0 9 3
1264 42

Certificate - Video Production
Effective Fall 2017









COLLIN COLLEGE

COURSE SYLLABUS

Course Information

Course Number: RTVB 1329
Course Title: Scriptwriting

Course Description: Writing scripts for film and electronic media. Emphasizes format and style for
commercials, public service announcements, promos, hews, and documentaries. Lab required.

Course Credit Hours: 3
Lecture Hours: 2
Lab Hours: 4

Student Learning Outcomes:
e State Mandated Outcomes: Upon successful completion of this course, students will:
1. Write commercials and public service announcements.
2. Produce documentary and/or narrative scripts for long-form productions.

Withdrawal Policy: See the current Collin Registration Guide for last day to withdraw.
Collin College Academic Policies: See the current Collin Student Handbook

Americans with Disabilities Act Statement: Collin College will adhere to all applicable federal, state and
local laws, regulations and guidelines with respect to providing reasonable accommodations as required
to afford equal educational opportunity. It is the student’s responsibility to contact the ACCESS office,
SCC-D140 or 972.881.5898 (V/TTD: 972.881.5950) to arrange for appropriate accommodations. See the
current Collin Student Handbook for additional information.

Fall 2017 Rev
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O ™ program: Communication Design / Video Production Discipline Making Request: Communication Design / Video Production

COLLIN Program cIP: 50.0410 Effective Term: Fall 2017
COLLEGE

Rationale:

The recent program revision contained a Scriptwriting course with a Collin prerequisite of TSI college level reading/writing status. This necessitated that the sole program certificate be
a Level Il, requiring students to have met all TSI requirements, including Math placement at a college-level. Faculty would like to remove the prerequisite on a trial basis to determine if
students can still be successful in RTVB 1329 Scriptwriting. This change is undertaken in order to support program enrollment and completion.

Program Revision

Certificate - Video Production

Change certificate level from Il (requiring that students meet all TSI requirements) to a level | with no TSI requirements

Course Revision

RTVB 1329 Scriptwriting - Remove TSI reading / writing prerequisite

Rev 9.30.15







